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1 Getting started

LRH SW is a software application designed to create graphical HMI pages. LRH SW has a drag-and-drop interface that
makes it easy to create complex pages. Many of the features found in common Windows applications are also available in

LRH SWw.

This document is divided into chapters that describe the key functions of LRH SW and explain how to use them. Each
chapter is presented in a standalone manner, allowing you to jump from chapter to chapter, depending on the task at hand.

ASSUMPIONS il

Installing the application ... ..

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



Assumptions

Assumptions

We assume that readers have a basic understanding of computers, Microsoft Windows, and the specific network
environment where the application will run.

Installing the application

LRH SW installation contains:

« LRH SW: an application for designing custom HMI projects in a user-friendly manner, along with a variety of objects
in its built-in library, the Widget Gallery.

« LRH SW Client: a light-weight application that can be used on Windows computers to remotely view and manage a
project running on an HMI device.

« LRH SW HMI Runtime: a standalone application that runs on the HMI devices. The HMI Runtime is installed via
LRH SW.

LRH SW system requirements

LRH SW has the following system requirements:

Operating System Windows Embedded Standard (WES 2009)
Windows Server 2003
Windows Vista Business/Ultimate
Windows 7 Professional
Windows Embedded Standard 7

Windows 8
Windows 10
Storage 500 MB Minimum
RAM 512 MB
Other One Ethernet connection

Installation procedure

Toinstall LRH SW:

1. RunLRH SW setup and click Next.
2. Readthe LRH SW Software License and accept the agreement.

o~

1 accept the agreement

@ I do not accept the agreement

= Back Mext = Cancel
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1 Getting started

3. Follow the instructions on the screen. The default location for the ¢ software is C:\Program Files\Lovato
Electric\LRH SW, change path if needed.

If the Select Components step is available, select the components you want to install.

5. Select the Create a desktop icon option to add a LRH SW icon on your desktop. A LRH SW group is automatically
added to the Start menu by the installation procedure.

PPN TS A

R T ek Vo BTN

Additional icons:

6. Torun the application click the desktop icon or choose Start > All programs > LRH SW.

Trial version

LRH SW is available with a friendly 30 days free trial policy. 30 days after installation a registration form is displayed to
enter a license activation key.

o Note: Trial version is not supported on virtual machines, only valid licenses can be used.

Licensing

To register the software before the trial period expires, go to Help > Register.

0 Note: The registration process requires an Internet connection. Ports TCP 80 and 443 are used for activation.

During registration, a license file is downloaded from the licensing server to the computer. License files are saved in
following folders depending on OS:

%appdata%\Lovato
Licenses are locked to the BIOS ID or to the Windows product ID of the computer where the software has been installed.

If LRH SW is not able to reach the licensing server (for example, no Internet connection is available), a button is displayed
to activate the license via email.
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Installing the application

a] (-2 ]
First Name™ First Name
Last Name™ Last Mame
Job Title
Company” Company

Division or Group

Industrial Sector [Please choose one A ]
Country” [Iialy - ]
State/Province” Lazio

City™ Rome

Phone

E-Mail” email @email it

Confirm E-Mail® email @email it

Terms of Service™ @ Yes () No “Required Fields

Privacy Statement™ @ Yes () Mo
Activation Key™ AOOO-0000 000000

BIOS ID: 8DFZG12,ETHERNET ID: ECF4BB4FFSDC, ETHERNET
HostID ID: C4D987F 1ASEF,ETHERNET ID: 00ADCE000021

Error: Unable to contact license server. You may request License by email. A valid license
will be emailed back to you.

Check your license status here

Send Mail Register

Pressing the “Send Mail” button the LRH SW will display this form:

%] Send an Email.... | ? 23 |

Please Send an Email as below:

Subject:

license @x-formation.com ‘

Request License for LRH 5W ‘

Body: ACTIVATION_KEY:jkhjhihk
HOSTID:BIOS = 564d 2eb0e27f2ba3-520f56 163572086, ETHERNET
=000C297A086F

A license will be emailed to you after verifying the activation code is valid and registering the product.

Please place the license file in the folder C:\Users\User\AppData'Roaming\Lovato,
||

This email can be send in a second moment when internet connection will available. You may also activate the licenses
and download the licenses file from the web site https://licenses.x-formation.com/licenses. reporting the same data
contained in the “Body” of upper form.

Verifying license status

To check the status of your license:

1. Goto: https://license.x-formation.com/licenses
2. Enteryour activation key and click the Log In button.
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1 Getting started

Installing multiple versions of LRH SW

You may install different instances of LRH SW on the same computer. Each installation has its own settings and can be
uninstalled individually.

Three installation scenarios are possible:

Installation scenario Results
First installation of LRH SW in the system Software is installed in the specified destination
folder

System with only one instance of LRH SW already installed | Current version can be replaced or maintained.

System with multiple instances of LRH SW already Last version installed can be replaced or maintained.
installed

If you try to install a second instance of an already installed version of LRH SW, a warning message is displayed.

Multiple LRH SW installations share a common workspace folder, each sub-folder includes the version number, for
example C:\Program Files\Lovato Electric\LRH SW 2.5. Each installed version has its ID and can therefore be removed
individually.

Each installation is listed separately in the Windows Start menu.
Opening older projects

When opening a LRH SW project (.jpr file) created with an older version of the software LRH SW asks to convert the
project to the current version:

-
Warning I,ﬁJ

The project was created with a Version 01,80.00,21

@ {Convert and overwrite current project

Select a new location before converting the project

Convert ] | Cancel
Option Description
Convert and overwrite current project The project is converted without a backup copy of the original
version
Select a new location before converting the The project is copied inside the specified folder and then
project converted.

WARNING: Do not edit projects with a version of LRH SW older than the version used to create them.
1 This will damage the project and may cause runtime instability.
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Installing the application

Multilanguage for LRH SW

LRH SW is available in multiple languages. All languages are installed by default as part of LRH SW.
The default language is English. To change it go to Help > Change Language.

Crash reports

A crash report dialog appears whenever LRH SW freezes or crashs.

o Important: Always save crash report files since they may contain useful information for technical
support.

0 Note: Crash reports are unavailable in Windows XP.
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2 Runtime

LRH SW HMI Runtime is designed to support different platforms and different operating systems.

HMI device basic settings ... .. . .
Context MeNU OP I ONS |

BUilt-in SN TP SeIVICe . ..
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HMI device basic settings

HMI device basic settings

HMI devices are delivered from factory without Runtime. If no Runtime is installed on the device, see "The Runtime loader"
on page 97 for details.

Runtime modes

The LRH SW HMI Runtime is composed of two logic units:

« Server: runs communication protocols, collects data, monitors alarms, drives trend buffer sampling.
« Client: displays data collected by server.

The server unit is responsible for handling the HMI services such as the communication protocols, performing data
acquisition, driving trend buffer sampling activities, monitoring alarms, and so on.

The client unit is the part which is responsible for the visualization process: use the data collected by the server to render it
on the display as graphical information.

The server unit works in two operating modes:

« Configuration mode: server s idle (for example when no project is loaded on the device or some system files are
missing).

« Operation mode: server is operating according to the settings defined by the system files and by the loaded
application project.

e Note: Data on client may be displayed even if no activity is running on the server.

Context menu options

On the HMI device press and hold on an empty area of the screen for a few seconds to display the context menu.

Zoom In/Out

Select view size at runtime

Pan Mode

Enables/disables pan mode after a zoom in

8 LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



2 Runtime

Settings

Settings

Settings | Password |

Context Menu Delay(s):
Show Busy Cursor:

Use Keypads:

Keep retentive data on
Project update

Fit to screen size

2 [e]¥]
O

[
[

OK

| Cancel

Main parameters

Description

Context Menu Delay
(s)

Context menu activation delay. Range: 1-60 seconds.

Show Busy Cursor

Display an hourglass when the system is busy

Use keypads

Display keypads when user touches a data entry field.

Set to disable when an external USB keyboard is connected to the device.

Keep retentive data
on project update

Preserve the content of the retentive data at project download or update.

Fit to screen size

Adapts the view to the screen size

Password

Define password protected operations amongst the following:

« Download Project/Runtime
« Upload project
« Board management (BSP Update)

See "Protecting access to HMI devices" on page 527 for details.
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Context menu options

Project Manager

Project Manager E]

lie workspace | ABENET TEST
[EY workspace\Project1

UnlLoad Project| | Load Project | |Delete project

This tool allows you to:

« unload the current project
« load another project
« delete a project.

When you load a new project, the current project is automatically unloaded. You must unload a project before you can
delete it.

Update

This function loads update packages from an external USB drive. See "Update package" on page 95for details.

Backup

You can create a backup copy of the Runtime and of the project.

Logging
This function displays a log of system operations.

<7 =May 05 04:22:35 HMI "PrintMgrwgt: set ram quota 1600000 .
<7 =May 05 04:29:35 HMI "PrintMaregt: set disk quota -1"
«7=May 05 04:29:35 HMI "PrintMarwgt: set max pixmap size 16
=4=May 05 04:29:35 HMI Spool folder path for flash media rmust
<7 =May 05 04:29:35 HMI "PrintMaregt: set printers”

<7 =May 05 D4:29:35 HMI "PrintMorwat: do load 1"

«7F=May 05 04:29:35 HMI "PrintMgrwgt: add actions”

<4=May 05 04:29:32 HMI Error subscribing alarms: -1

<F=May 05 04:29:38 HMI Falled to open file for reading: ffashjc
=14=May 05 04:29:38 0,0,0.0 idal[0x7a50002]: Selfinfo: run is
<14xMay 05 04:29:38 0.0.0.0 idall0x7 110006 1; Termpoorary act,

*I | i

I Auto scroll enabled | | Log to File

[« |

|

Click Log to file to save data: a logger.txt file is saved to the ...\var\log folder.
This file can be retrieved using an FTP Client and forwarded to technical support.

0 Note: Once enabled, logging is maintained after power cycles and must be manually disabled.
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2 Runtime

Show log at boot

This function enables the logger at start up. If the Log to file option has been enabled, log files are saved from startup.
Logout

Logs off the current user.

Show system settings

Allow the HMI settings and the management of system components. See "System Settings" on page 543 for details.

Developer tools

Utility functions for debugging at runtime. It is visible only if enabled in the Project Properties (see "Developer tools" on
page 76 for details)

About

This function shows information about the Runtime version.

WARNING: Context Menu action has no effect if executed from a dialog page.

R

Built-in SNTP service

The HMI device features an integrated SNTP that synchronizes the internal real-time clock panel whenever the predefined
serveris available.

Use HMI device "System Settings" on page 543to configure the service.

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 1 1



Built-in SNTP service
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3 My first project

This section describes how to create a simple LRH SW project.

The WOPKSPaCEe ... 14
Creating @ ProjeCt . . 15
DeSigNIiNg @ PagC ... . 17
The Widget Gallery . ... il 18
Label Widget .. 20
Data field Widget ... . L 26
Message Widget .. 29
Attaching widget to tags .. .. 33
DIalOg PGS . ... 35
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The workspace

The workspace

Workspace areas

LRH SW workspace is divided into the following main areas:

: File Edit Run Format View Window Help

RN S Ws I SEEN NP R SO

ProjectView o x

R | 5@ 8 s Langt -}

1:Pagel x] w Properties o x

+ AV

v New
@ Project properties
v @ Pages
hd Eﬁ Unified
~ [ Normal
# 1:Pagel
= Dialog
) Templates
v @ Configuration
Q Protocols
=] Tags
E Trends
.,’;t,‘ Reports
2 Alarms
ﬂ‘ Events Buffer
¥ Scheduler
OQ MultiLanguage
BB Screen Saver
(% Database Lin
= franste

;;b Redpe
2 ries :

walpoalgn 57

aauaiajey ssoi0 bel N

» &1 & &
-| Page : Pagel
Width 800
Height 480
Fit to Screen Size Fit to Screen

[ [255, 255, 255] a|+|

Template none

® e Q Q& *[rteage | % e

=g S r= @ @ Font |Agency FB FoS

Aa|eg jabpiy, &

Background

+ Events

Working Area

Properties Panel

Ready

ProjectValidator

Area

Description

Project View

Project elements in hierarchical project tree.

Object View

Tree view of widgets organized by page.

Working Area

Space where pages are edited. Tabs at the top of the area show all open pages.

Properties

Properties of selected object.

Widget Gallery

Library of graphic objects and symbols.

Tag cross reference

List of locations where a given tag is referenced.

Project Validator

o

sessions.

Area used from the Project Validator to list warning messages related to the project

Note: The workspace layout can be changed at any time, changes are saved and maintained through working

Resetting the workspace layout

To restore the default layout, use the File > Reset and Restart function.
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3 My first project

Creating a project

Path: File> New Project

In the Project Wizard dialog enter a name for the project and the storage location.
Click Next: the HMI device selection dialog is displayed.

Choose one device from the list of the available models.

Choose device orientation.

Choose the project template to create.

a gk w DN~

Click Finish to complete the Wizard.

Portrait rotation exceptions

The following elements are not rotated in portrait mode.

Element Description

Operating system dialogs System settings and system dialog

ContextMenu and related dialogs Project Manager, About, Settings, Logging, Backup
Video IPCamera, MediaPlayer

JavaScript Alert and Print function

Dialog pages “Title” of dialog pages

Scheduler Dialogs for data entry

Macro ShowMessage, LunchApplication, LunchBrowser
External applications PDF Reader

r HMI devices based on Linux platform can be rotated from the BSP (see "Displays" tab from the "System
Settings" on page 543"Linux Devices" on page 544page) without these limitations.
Changing the device model
Once you have developed your project you can still change the device model, from the Project Properties pane. This will

not resize the widgets, but will relocate them on the screen. A warning will be displayed if some objects cannot be
relocated.
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Creating a project

Properties o x
&1 & &
= Project Widget : Projectl
Id Projectl
Full Path
Version
Context Menu on delay
Developer Tools false
Buzzer on touch false
Buzzer duration (rms) 200
Image DB Enable true
Plug-in
=l Behavior
Home Page Pagel.jrmox ﬂ
PageWidth 800
PageHeight 480
Display Mode Landscape +
" Panel Memory 128MB =
PageRequest +

Project Template

Project Wizard

Project Template

(@) Unified
One page profile for HMI Device and Web dients,

() Native and Web
One page profile for HMI Device and one for Web dients.

l::l Custom

Multiple page profiles for Web dients.
Example: dients based on tablet and smartphone.

The "project template” proposes and then creates, the most common folder structures for the project's pages. Later, you

can always modify the structure at any time.

The propose structure are:
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3 My first project

Element | Description

Unified | Create a unique folder that will contain all the pages of your project. The same pages could be
used on HMI Device, on remote clients and on Web Clients. Use this choice if you want to have

the same pages on all platforms.

Native Create two folders, one to contain the pages of your project that will be used on the HMI device
and and another one for the pages that will be used on Web clients. Use this choice if you want to

Web have different pages on Web clients.

Custom | Give the possibility to create different folders to contain the pages to use on HMI device, Web
client, Table client, and Smartphone client.

Copying, moving, renaming a project

LRH SW projects folder contain all the files of the project: to move, copy or backup a project, move or copy the project
folder to the desired location.

To rename a project use the File > Save Project As function: this operation might take a few minutes.

R

WARNING: Do not rename the project folders manually.

Designing a page

Path: ProjectView > Pages

When a project is created, the first page is automatically added and shown in the Page Editor.
Adding objects to a page

Drag and drop objects from Widget Gallery to the page.

Adding a page

1. Right click the Pages node from the project tree and select Insert new page.

2. Type aname for the new page.

Pagel

B Blank Page Page Mame

QK Cancel
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The Widget Gallery

Importing a page

When importing a page LRH SW will import the page layout and the page widgets without importing the actions and data
links attached to widgets. You can choose between two different behavior:
« importing only the pages and the widgets: in this case all actions and data link have to be defined
«» importing pages with references to actions and data links: used tags must be present in the project for these
elements to work properly

Note: Page import can only be performed between projects made using the same software version. Save the
0 older project as the newer version, then try again.

Right click the Pages node from the project tree and select Import page.
Choose the page to be imported from the desired project then click OK: a warming message is displayed.
Click Yes to remove all the links to data and actions. Click No to maintain the reference to data links and actions.

Tags need to be available in the new project.
Group of pages
You can group similar pages for easier maintenance. Grouping pages does not affect how pages appears at runtime. To
create a group of pages:

1. In ProjectView right click Pages node and select Create Group: a new folder is added
2. Tomove a page to a group, right click a page and select Groups > groupName.

The Widget Gallery

Path: View> Toolbars and Docking Windows> Widget Gallery

HMI objects required to build an application are available in the Widget Gallery. The gallery is divided into several
categories, each containing a collection of widgets.

Widget Gallery o x
Basic |

|TexUNumeﬁc v|

Label
00099

7FFF

Message;

Buttons
Meters
Switches
Lights
Media
Advanced
lcons
Factory Automation
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3 My first project

Adding a widget to a page
1. Select the widget from the Widget Gallery.
2. Drag and drop it on the page.
Changing the appearance of a widget

All widgets have properties (Properties pane) that can be changed, Some widgets are presented in various styles. You can
click the buttons in each category to see available styles.

Example
To set the widget style for round gauges:

1. Click the style button to display the available styles for the widget.

Widget Gallery R X m
Basic s

Buttons -3

@

Meters s

o

|Gauges—Flound v| =
o

=

m

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 1 9



Label widget

2. Select one of the available styles from the toolbar: depending on the selected widget, different options are available.

Widget Gallery

R X

Basi

0

Buttons

Meters

Gauges - Round

fua|leg jabpiv &

m

Complex widgets

Some widgets are composed of many sub widgets. For example, a button is a complex widget composed by a button
widget and a label. The structure of widgets can be seen in the ObjectView when the widget is selected.

You can select a sub-widget, such as the label in a button, from the ObjectView and modify it without ungrouping the whole

widget.

ObjectView | X
=8
£-50p BtnStdl
Loiop imagel
~}» buttonStdl
i labeld

i} imageld

| LiPager* x|

! QR T won

ERTE

Font | Tahoma

M AE R LSRR SRAE RS L

10 A B I

Label widget

The label widget gives the possibility to display text and tags values.

Path: View> Toolbars and Docking Windows> Widget Gallery

20
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3 My first project

Widget Gallery o x
Basic
Text{Numeric -

(Tabel D

99999

7FFF

Messagd

Buttons
Meters
Switches
Lights
Media
Advanced
lcons
Factory Automation

Label properties

Drag and drop the widget inside the page and select the widget to open the properties dialog of the widget.

Note that some properties are visible only when the "Show Advanced Properties” button is selected.

w Properties 3 E[my
R e z
— = Text : labell a
uls=s = |8
usE=E= Text Hello World al+|| o
Marker 3
[ ] A Events I3
Hello World = Tex
u d Font Tahoma
Font Type normal
Font Color . [0, 0, 255] a
Font Size 24 d |
Font Style normal I
Font Bold false
Font Underline false
Font Antialiasing true d | +|.
Horiz Align left I
Vert Align top
Word Wrap true
Masked false d | +|-
Frame |
Live Tags
Scrolling
General
Position |
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Label widget

Property Description

Text The string to display. String can be static or retrieved from a TAG. See "Attaching
widget to tags " on page 33

Marker Enable a Marker around the widget (It is visible only inside LRH SW)

Events Action that will be executed if widget contents change. See "Events" on page 49

Text (folder) Text properties

Frame Parameters to enable and configure a frame of the widget and/or a color for the
background

Live Tags Enable to use tags values inside the text message. See "Live Tags" on page 24

- Enable Live Tag Enable live tags placeholder

- Dynamic Subscription When true, only the tags that are visible are retrieved
from the communication protocol. When false, all tags
are kept continuously updated even they are not visible.

Scrolling Parameters to enable and configure the scrolling of the text message

« None
o Slow

« Normal
« Fast

o Custom

When the custom mode is selected, the below parameters can be defined:

- Scroll type For each timeout, the text is scrolled of a custom amount of
characters or pixels.

o Characters

« Pixels
- Scroll delay The timeout after which label effectively start to scroll (mSec)
- Scroll timer The timeout which defines each scroll step (mSec)
- Scroll dots or The number of pixels scrolled for each timer timeout or

- Scroll characters The number of character scrolled for each timer timeout

- Scroll behavior OnlyOnce
Text scrolling stops after the first complete.

LoopWithDelay
Text scrolling restart after each complete cycle, waiting for the
delay.
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3 My first project

Property Description
Loop
Text scrolling never stop
General General properties
-1d Widget identifier. You can leave the default value or rename it
to have a more appropriate name
- Visible When false the widget is not visible
- Opacity The opacity-level describes the transparency-level, where 1 is
not transparent at all, 0.5 is 50% see-through, and O is
completely transparent.
- Blink The text will blink
- Lock When True, the widget cannot be selected and moved from the
LRH SW page editor
- Static Normal
Optimization LRH SW will decide the best optimization mode to use
Static
LRH SW optimize the widget assuming it will never be
modified by the runtime
Dynamic
LRH SW will not add additional optimizations
Position The widget position on the display. See "Widget position on the display" on page 25

Some properties have a couple of buttons:

a|  Enteredit mode:
you can directly type the tag name to use

+|  Attachtotag:
the dialog where select the tag to use will be opened

A double clicks over the label widget will open the edit dialog box where you can enter the text to display and set the main
text properties.
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Label widget

Text

g:’,:.,.‘.'I"«"Iultilan5|uag|e Langl - B I | v | |Tahoma -

Temperature: [Tagl] 2C

" Choose text from other widgets - Enable Live Tags Cancel

Live Tags

"Enable Live Tags" is enabled, text between square brackets are managed as tags place holders and will be rendered, from
the runtime, using the tag value.

For example, the text label " Temperature: [Tag1] °C" will be rendered as:
Temperature: 18 °C

where "18" is the value contained inside Tag1

Tags

o [TagName]
The tag value is read and continuously updated

r— Use'\' before [ ]' if you want to show the '[]' in the description string, for example: \[Tag\[7\]\] will display the
. string "[Tag[1]]".

Use'\', even when the tag label contains square brackets. For example, to display the live tag value of tag
“TAG]3” or “TAG[3]” use:

o TAG\]3=[TAG\]3]
o TAG\[3\] = [TAG\[3\]]

Array Tags
To reference the entire array (all elements will be shown):

« [TagName]
All array elements will be displayed using a comma separate list.

o [TagName[-1]]
All array elements will be displayed using a comma separate list.

To reference an element of the array:
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3 My first project

o [TagName.Index]
Example: [MyARRAY .5] will display the sixth element of the MyARRAY

« [TagName[Tagindex]]
Example: [Tagindex] will display the sixth element of the MyARRAY when Taglindex is 5

Data Formats

Placeholder characters can be used to control how to display the tag value (see "Custom Formats" on page 28)
o [TagNamelformat("##H#")]

Example:

Live: [fCounter|format("#.00")] - Triggered: ['fCounter|format("#.00")]

Note that by default, all tags are displayed as an integer. If you want to display a float number, you have to
0 specify how to show the number adding the decimal digits.

Widget position on the display

W w Properties o x m
RAQRA®R k[ ] X DG B m ®  srben a8 & & s
2l g v = @ @  Font Tahoma - A-B 7 UL EE> :?xr:-labell Hello World 3| + %
+ Marker =
# Events F
Y # Text
# Frame
X . # Live Tags
Hello World | reion ik
J-| = a # General
=l Position
Width X 200 a4+
Y 100 a|+]
o 100 a4+
oY 150 a4
Width 180 ﬂﬂ
Height 40 ﬂﬂ
Rotation 0 ﬂﬂ

Rotation

To rotate a widget, click two times the widget. After the first click, the markers will become square, after the second click
will become circles. Now click the mouse over a circle marker and drag and drop to rotate the widget. The rotation center is
identified by the CX and CY parameters.
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Data field widget

w Properties o x
- e~ B E 8 &8 &
—=JA-5 7z uE= = = Text : labell _
2= = Text Hello World a4
Marker
Events
Text
. Frame
(/7 Live Tags
| 8;’& I ?ﬁ* Scroling
6"0 W General
% = Paosition
cY . f/of }e X 200 al+
i o Y 100 al+
:-\\ X 100 al+
' Rotation cy 150 al+
o + width 180 ==
Height 40 al+
Rotation 0 al+

the widget.

Data field widget

The most common widget is the data field widget that give the possibility to display value of tags. (See "Tag editor" on

page 99).

Path: View> Toolbars and Docking Windows> Widget Gallery

Widget Gallery o x
Basic
Text!Numeric -

Label

(99999

7FFF

Message]

Buttons
Meters
Switches
Lights
Media
Advanced
lcons
Factory Automation

26
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Note that all "Position" properties can be attached to tags and can be modified dynamically at runtime to move
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3 My first project

Field properties

%%

Property

Properties o x
&J & &7
= Field : field1
Value 99999 al +|
Number Format Numeric
Show Thousand Separator | false al +
Decimal Digits 0 al +
Leading Digits 0 al +
Keypad Numeric
= Events
OnDataUpdate Action 4]
= Field : field1
Value 99999 al +|
Mumber Format Custom
Show Thousand Separator | false al+
Custom #0.000e+0 3|+
Keypad Numeric
Events
OnDatallpdate Action

Description

Value

Tag that contain the information to display

Number Format

Display format

« None
No restrictions (system decide the format to use)

« Numeric
Numerical format. Decimal digits and Leading digits can be used to better define
the number format

« hex
Hexadecimal format. Leading digits can be used to better define the number
format

« HEX
The same of "hex" format but using uppercase

« scientific
Scientific format. Decimal digits can be used to better define the number format

« SCIENTIFIC
The same of "scientific" format but using uppercase
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Data field widget

Property

Description

o Custom
Use the additional "Custom" parameter to better define the format to use (see
the below table)

Show Thousand Separator

To show/hidden the thousands separator

Decimal Digits

Number of decimal digits to show (not available on all format types)

Leading Digits

Number of leading digits to show (not available on all format types)

Custom

String that define the number format to use (available only when selected Number
Format is CUSTOM)

Keypad

Keypad type to pop up to edit the tab value

« None

« Alphabetic, Numeric, Etc.
Pop up a predefined keypad or a user keypad (see "Keypads" on page 355)

o Wheel
Keypad will not be displayed . Wheel can be used to increment/decrement the
numeric value

« Macro
Keypad will not be displayed . Keyboard macro can be used to enter keys (see
"Keyboard actions" on page 175)

Events

OnDataUpdate Action

Commands list to execute any time the tag value changes (See "Actions" on page 169
for the available commands)

The character used as thousand separators (point) and the character used as decimal separator (comma) can be
0 modified from the global Project Property. See "Regional Settings" on page 86

Some properties have a couple of buttons:

ﬂ Enter edit mode:

you can directly type the tag name to use

ﬂ Attach to tag:

the dialog where select the tag to use will be opened

Custom Formats

In custom property, the allowed chars are “#” “.” “0” “h” “H” “e” “E”

Use the place holder characters to control the display of digits before and after the decimal place. Use the number sign (#) if
you want to display only the significant digits in a number. This sign does not allow the display non-significant zeros. Use
the numerical character for zero (0) if you want to display non-significant zeros when a number might have fewer digits than
have been specified in the format code.

28
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3 My first project

If a number has more digits to the left of the decimal point than there are placeholders in the format code, the extra digits are
displayed. However, if a number has more digits to the right of the decimal point than there are placeholders in the format
code, the number is rounded off to the same number of decimal places as there are placeholders.

Examples
To display As Place Holder
123 0123 000#
1500 5DC #H
1500 5dc #h
1500 05DC 000#H
123.456 123.46 #.4H
123.456 000123.456000 00000#.000000
12,200,000 1.22E+07 #0.00E+00
12,200,000 12.2E+6 #0.0E+0

Message widget

The message widget gives the possibility to display text a message indexed from a tag value.

Path: View> Toolbars and Docking Windows> Widget Gallery

Widget Gallery o =
Basic

|Tex‘UNumeric -

Label
99999

7FFF

Buttons
Meters
Switches
Lights
Media
Advanced
lcons
Factory Automation

Message properties

Drag and drop the widget inside the page and select the widget to open the properties dialog of the widget.

Note that some properties are visible only when the "Show Advanced Properties” button is selected.
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Message widget

¥ Properties 3 x m
#1 label - @ - - @ =
A+~ 7 ul=== -I Message Text : msgtextl =
nl E Value 0 ﬂ §
_!'I - DataLink Tagl|R/W J 5
E‘\essage whelﬁag value is 0 g Access Type R/W 1
Messages al+
View Index true
+ Ewvents
+ Marker
+ Text
-l Live Tags
Enable Live Tags true
Dynamic Subscription true
+ Frame
- General
Disable false al+
Scroling None al+
Line Separator
Blink false al+
Id msgtextl
Visible true a|+
Opacity i d| +
Lack false al +
+ Paosition
Property Description
Value The tag name to used to dynamically select the message to display. See "Attaching
widget to tags " on page 33
When the "Access Type" is R/W, the value of the attached tag can be changed by
clicking on the message. As a result, the message will be updated to be aligned with
the new index value.
Messages The list of messages to display. Click + to open a dialog where you enter messages
and the associated index
View Index If true, when the widget is editable (Access Type = R/W) the selection dialog will also
show the index number associated with each message.
Events Action that will be executed if widget contents change. See "Events" on page 49
Marker Enable a Marker around the widget (It is visible only inside LRH SW)
Text Text properties (font, color, size, etc.)
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3 My first project

Property Description
Live Tags Enable to use tags values inside the text message. See "Message widget" on page 29
- Enable Live Tag Enable live tags placeholder
- Dynamic Subscription When true, only the tags that are visible are retrieved
from the communication protocol. When false, all tags
are kept continuously updated even they are not visible.
Frame Parameters to enable and configure a frame of the widget and/or a color for the
background
General General properties
- Disable Disable user inputs on the widget
Attaching a tag at this property is possible to
0 enable/disable the possibility to modify the value at
runtime
- Scrolling Parameters to enable and configure the scrolling of the text
message
When enabled, all messages are linked together and displayed
in scrolling mode.
- Line Separator Characters to insert between messages when shown in
scrolling mode
- Blink The text will blink
-1d Widget identifier. You can leave the default value or rename it
to have a more appropriate name
- Visible When false the widget is not visible
- Opacity The opacity-level describes the transparency-level, where 1 is
not transparent at all, 0.5 is 50% see-through, and O is
completely transparent.
- Lock When True, the widget cannot be selected and moved from the
LRH SW page editor
Position The widget position on the display. See "Widget position on the display" on page 25

Some properties have a couple of buttons:

ﬂ Enter edit mode:

you can directly type the tag name to use

+|  Attachtotag:

the dialog where select the tag to use will be opened
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Message widget

A double clicks over the label widget will open the edit dialog box where you can enter the text to display and set the main
text properties.

Message Text

g‘br'ul'luI1:iIE|n5|uE|5|v.=_ Langl - B | I | u | Tahoma -

i [ }] [} Continuous Index I'~"Iin:||:| S |F'.ar1ge:|4 = |

Index Message Description

1 0 Message 01

2 Message 02

3 Message 03

L

A A A

4 Message 04

] Enable Live Tags oK Cancel

Pick Text Button

The "Pick Text" button gives you the possibility to copy text already used from other widgets

Hello World! Message Text
u a
ESS&%E 01 & 9 Multlanguage | Langl ~ B | I | u | Tahoma -
- - ) - = . =
Test 01 ] & - I ¥] [» & continuous Index M|r1.|0 = |Range.|4 0 |
Index Message Description
1 . ‘ Message 01
2 ! ‘ Hello Waorkd!
3 z ‘ Message 03
3 Message 02
4 - ‘ Message 04 ‘
Message 03
Message 04
I
[] Enable Live Tags oK o LT
Test01

Test02
Test03
Test 04

Import/Export

The import/export buttons, give you the possibility to import or export the entire messages list inside a .xml file that can be
edit/modify using external tools.

[> Export messages inside an editable .xml file
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)] Import messages from a .xml file

r If you need to use the same message widget in different places, to save maintenance time you can create and
. duplicate a custom widget. When a custom widget is configured with "Only Logic" or "Full" inheritance mode, the
modify (e.g. add, remove or change messages list) of a single widget will be propagated to all widgets. See
"Creating a custom widget" on page 452

Message Text]

[VIessage Ola |

Attaching widget to tags

To control a widget and animate it through live data it is possible to bind a specific property to different data sources. For
example it is possible to bind the gauge Value property to a probe temperature tag, or the Display property to a recipe data

Data sources

Elements to which an object property can be attached:

Data source Description

Tag Tag defined in the Tag Editor

Alias Indexed tag address

System Predefined system tags (see "System Variables (Attach To)" on page 125)
Widget Connect to a widget property (for example, value of a slider widget)
Recipe Data from the Recipe Manager (see "Recipes" on page 251)
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Attaching widget to tags

Attaching a property to a tag

Click + in the Properties pane.

2. InSource choose the data source, in the list choose a protocol and the tag. Use the Search box to filter tags.

field2value x
Source: @ Tag O plizs O system () Widget () Recipe
| £+ search | Y Fiter by: Data ~ | Protocol: Show all - Show all tags =
Data Type Tag name * | | Property Walue -~
Modbus TCP:prot2 ~ Driver
4 N 4 Container
Modlcon Modbus(1-based) e ExTa Model Madicon Modbus(1-based)
unsign
MRTUZ unsignedshort & MRTU2 = Protocol Modbus TCP:prot2
MRTU3 unsignedshort & MRTU3 T
MRTU4 unsignedshort MRTU4 Active false
MRTUS unsignedshort & MRTUS Comment
MRTUS unsignedShort MRTUS Data Type unsignedShort
MRTUT unsignedshort MRTU7 Defaut vaue
MRTUS unsignedshort MRTUS Encoding
MRTUS unsignedShort MRTUS Groups
MRTU1D unsignedShort MRTU10 P !
MRTULL unsignedshort MRTU11 ax vale
MRTU12 unsignedShort MRTU12 Min value
MRTU13 unsignedshort MRTU13 PLC tag name Modbus TCP:prot2:uid0:MRTU1
MRTU14 unsignedShort MRTU14 R/ R
MRTU1S unsignedShort MRTU15 Rate 500
MATU15 unsignedshort MRTU15 scaling Nene
MRTU17 unsignedshort MRTU17 v Simulstor Varisbles v
@® ReadOnly (O Readwrite (O Write Only  Jtems used: 16/10000 Arrayindex g =1 B3
# Formula
£ Scaling
B3 Bit/Byte Indexing
Color Palette
+ - A v X HFFE sefefef -
Tag Value Qutput Color
e

3. Setthe access type (for example Read Only). The Array Index field appears when the selected tag is an array to
identify the element of the array to use. The indirect index mode, through an additional tag, is supported.

4. Click OK to confirm.

The icons adjacent to the tag name highlight when a definition does not match the tag definition in the dictionary, or when
missing. If the Show all tags is selected, all the dictionary tags are shown also if not imported within the application. A
double-click will import the tags from the dictionary.

See ""Attach to" parameters" on page 39 for details.

Communication Error

Two icons may appear close to widgets that have an attached tag.

55535 €55535
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¥ L
. i communication error

. e: data not yet available (slow communication protocol)

Dialog pages

Path: ProjectView> Dialogs

Dialog pages are opened at runtime on top of the current page on project request. They are used to notify alarms, errors or
to require user action.

Main dialog properties

Property Description
Dialog Type modal = user cannot return to main project window/page until dialog is closed.
non-modal = user can continue to use main project window (or other non- modal dialogs ) while a
dialog is shown on top of it.
Title Bar true = dialog title displayed
false = no dialog title displayed
Title Name Dialog title. Only if Title Bar=true.
Runtime Dialog fixed position
Position . .
false = Dialog will be placed centered on the screen
true = Dialog will be placed with upper-left corner at position X and Y
ProjectView LS 1:Pagel / Page3* x | w  Properties

+—EAv
559 Project30
i | Project30
-7 Pages

LM 1:Pagel
L) 2: Pagel
=7 DialogPages
ﬁ Page3

) Paged

ﬁ Paged

) Pages
ﬁ Page?
.M Paged
-7 Page Templates
-J7® Mobile Pages
-8 Config

£\ Protocols

[Z] Tags
B Trends
-{=h Reports
-4 Alarms
g Events Buffer

T Scheduler -

%> MultiLanguage

8 Screen Saver

m

QY oo -

=l @ & = | Font [Tahoma

x Bl g BrE-EE

12

A B T

Maximum number of dialogs

Maximum number of open dialogs is defined in "Functional specifications and compatibility" on page 539.

(688 &

I Dialog
name Page3
Dialog Type non-modal
Width 350
Height 300
Background Color |_ [255, 255, 255]
JavaScript Debug false
Title Bar true
Title Name Page3

[=l Runtime Position

Runtime Positioning false

X

o

Y

o

[=I Events

OnActivate Action

OnDeactivate Action

When the maximum number of open dialogs is reached, the oldest dialog is closed to open the new one.
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Dialog pages
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4 Programming concepts

Programming for LRH SW is based on a few basic concepts and behaviors.

Data Y PO ... e 38
AtaCh 10" ParamM e e S 39
oMU 44
BVt 49
Widgets positioNiNg .l 52
Managing overlapping Widgets ... ... ... e 53
Grouping Widgets . 54
Changing multiple widgets properties .. 61
Changing fill color property according totag values ......... . ... ... .. 62
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Data types

Data types

When creating a tag you have to specify its properties. Data type are specific to LRH SW, memory type are specific to the
selected protocol. Choose the value according to the internal representation you need for the selected controller address.

0 Note: arrays type use the same data type followed by "[ ]" (i.e.: boolean[])

Data Type Memory Space Limits

boolean 1-bit data 0..1

byte 8-bit data -128 ... 127

short 16-bit data -32768 ... 32767

int 32-bit data -2.1€9...2.1e9

int64 64-bit data -9.2e18...9.2¢18

unsignedByte 8-bit data 0...255

unsignedShort 16-bit data 0...65535

unsignedint 32-bit data 0...4.2e9

uint64 64-bit data 0...1.8e19

float IEEE single-precision 32-bit floating 1.17e-38 ... 3.4e38
point type

double IEEE double-precision 64-bit floating 2.2e-308 ... 1.79e308
point type

string Array of elements containing character code defined by selected encoding

System Time

Format of System Time inside the HMI Device is the Unix time (also known as Epoch time). It is the number of seconds
that have elapsed since the Unix epoch, that is the time 00:00:00 UTC on 1 January 1970.

Example:

Tag Value
0
1

60

38

System Time
01/01/1970 - 01:00:00
01/01/1970 - 01:00:01

01/01/1970-01:01:00

ISO 8601

1970-01-01T00:00:00+00:00

1970-01-01T00:00:01+00:00

1970-01-01T00:01:00+00:00
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"Attach to" parameters

Object properties

In LRH SW the properties of an object placed on a page can be set at programming time or configured to be dynamic. To
change a property at programming time use the page toolbar or the property pane. Select the object first to see its properties
displayed.

~  3:Page3_Language X w  Properties ax m
RAQ QR e - X MG Bmm JBEe 3
p— S . 2
[EE e \. & i @ | Font [Anal v] 14 - ' ._ B » Tt Franh %
# Marker E|
# General [

# Events

= Text

Font Arial

Font Type | normal

Font Color | il [255, 0, 01
Font Sze |14

Font Style | jtalic

Font Bold | false

Font Under false

Font Antiali true

Horiz Align | center

The page toolbar shows only the most common object properties, while the property pane show all the properties in a basic
or advanced view.

To change a property value dynamically you can attach it to tags or variables.
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"Attach to" parameters

Attaching a property to a tag

Click + in the Properties pane.

2. InSource choose the data source, in the list choose a protocol and the tag. Use the Search box to filter tags.

field2value x
Source: ® Tag O alias () System () Widget () Recpe
| £+ search | Y Fiter by: Data ~  Protocol: Show all - Show all tags =
Data Type Tag name * | | Property Walue -~
Modbus TCP:prot2 ~ Driver
4 N 4 Container
Modlcon Modbus(1-based) = Model Madicon Modbus(1-based)
MRTUZ m;iéng dShort 3 MRTU2 Protocol Modbus TCP:prat2
MRTU3 unsignedshort & MRTU3 AL
MRTU4 unsignedshort MRTU4 Active false
MRTUS unsignedshort & MRTUS Comment
MRTUS unsignedShort MRTUS Data Type unsignedShort
MRTU7 unsignedShort MRTU7 Default value
MRTUS unsignedshort MRTUS Encoding
MRTUS unsignedShort MRTUS Groups
MRTU1D unsignedShort MRTU10 P !
MRTULL unsignedshort MRTU11 ax vale
MRTU12 unsignedShort MRTU12 Min value
MRTU13 unsignedshort MRTU13 PLC tag name Modbus TCP:prot2:uid0:MRTU1
MRTU14 unsignedShort MRTU14 RW R
MRTU1S unsignedShort MRTU15 Rate 500
MRTU15 unsignedshort MRTU16 Scaling None
MRTU17 unsignedshort MRTU17 v simulator Variables v
@® ReadOnly (O Readwrite (O Write Only  Jtems used: 16/10000 Arrayindex g =1 B3
# Formula
£ Scaling
B3 Bit/Byte Indexing
Color Palette
=+ -— v X HFFE sefefef -
Tag Value Qutput Color
Cocel

3. Setthe access type (for example Read Only). The Array Index field appears when the selected tag is an array to
identify the element of the array to use. The indirect index mode, through an additional tag, is supported.

4. Click OK to confirm.

The icons adjacent to the tag name highlight when a definition does not match the tag definition in the dictionary, or when
missing. If the Show all tags is selected, all the dictionary tags are shown also if not imported within the application. A
double-click will import the tags from the dictionary.

Data sources

Elements to which an object property can be attached:

Data source Description

Tag Tag defined in the Tag Editor

Alias Indexed tag address

System Predefined system tags (see "System Variables (Attach To)" on page 125)
Widget Connect to a widget property (for example, value of a slider widget)
Recipe Data from the Recipe Manager (see "Recipes" on page 251)

40
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Advanced search

Various syntax options can be applied to search box:

Source: @ Tag () Alias () System () Widget Data c e
(p. o ar 1 Modbus TCP:prot2 )
|P EAI & -~ —| T Model: Modicon Modbus(1-based) Centainer
Datz | 2 Case sensitive Tagr . MRTU3 unsign.edShort
M W Use wildcards 4 Variables:protl Container
C MR | ) ner Index3 int
e = IL—JSE reguiar expressions o Tag3 int
Array int [8] Array ) .
Index1 byte Inde: |§§- n. <117 O|
Index2 unsignedByte Inde: - -
Data Type Tag name
4 Varigbles:protl Container
Index1 byte Index1
Index2 unsignedByte Index?
Main .
. Function
options
Wildcards | Search using simple wildcards matching . Character '?': matches any single character. Character' *:
matches zero or more of any characters.” [...]": sets of characters can be represented in square brackets.
Regular Describes character pattern.
Expression - o . " . . .
See https://en.wikipedia.org/wiki/Regular_expression for additional details regarding regular expressions.
Filtering tags
Choose various tag filter criteria:
fieldLvalue
Source: @ Tag () Alias () System () Widget () Recipe
(- byte I (e —
- - - Data |
Data Type Tag name ype
4 Varigbles:protl Container Tag name L
Index1 byte Index1 glljgut;sg name b
Index2 unsignedByte Index2 Tag URT —
Encoding
Comment
Rate
R &

Showing dictionary tags

When Show all tags is checked, tags that belong to one dictionary but have not been imported yet, appear in blue color.

You can select and double-click a tag to import it into the project.
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"Attach to" parameters

field Lvalue
Source: @ Tag () Aliss ) System (O Widget (O) Recpe
| 2+ search | Fiter by: [Data v | Protocol: | Show all V] Show all tags
Data - Type Tag name | | Property Value
Modbus TCP:prot2 . 4 Driver
4 X . Container
MOd:-:ﬁ-TSSmn Modbus{1-based) i — Model Modicon Modbu
unsigne: or
Protocol Modbus TCP:
MRTUZ2 unsignedshort MRTU2 = - rotoco odbus TLEpr
MRTU3 unsignedshort MRTU3 Dictionaxy
MRTU4 unsignedshort MRTU4 Array false
MRTUS unsignedshort MRTUS Array size 0
MRTUS unsignedshort MRTUG L 4 Arrayindex.Subindex 400010
MRTUT unsignedshort MRTU7 Comment
MRTUS unsignedshort MRTUS Data type unsignedshort
MRTUS unsgnedshort MRTUS Dictionary Modbus_TCP
" HREG
MRTU11 unsignedshort MRTULL emory type
MRTU12 unsignedshort MRTUI12 Node id 1
MRTU13 unsignedshort MRTU13 Tag URI 1?HREG?40001
MRTU14 unsignedshort MRTU14 Tag name MRTU10
f= Scaling
@ By Formula () By Range
1.00 = @ Input Qutput
x Value + 0.00 = Min: [0 Min: |0
1.00 &) Max: [ 100 Max: | 100
% Eit/Byte Indexing |
Color Palette |
[ 0K ] [ Cancel ] [ Apply I
4

Scaling tab converts the tag value. In By Range section set the input and output range: the system will automatically
calculate the scaling factors.

Extract tag bit/byte based on index

Allows extracting a single bit or byte content from a word depending on the specified bit or byte number

£ Sealing |

& Bit/Byte Indexing |

[F] Byteindex 0
[¥] Bitindex 3

]| [«

Color Palette |

QK ][ Cancel ]i Apply I

Use a formula to calculate the value to use

Allow to use a formula to calculate the value to use. See "Formula" on page 44 chapter for additional details.

e Note that using a formula the datalink will be ReadOnly
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Read Only Read/Write Write Only Items used: 10/10000 Array index [ = 1"
# Formula
£(Tag1)=5(Tag2)?8(Tag1): 8(Tag2") | Q Al |~ x v
Scaling
Bit/Byte Indexing
Color Palette
Cancel

Mapping tag values to color

Allows to mapping numeric or string tag values to colors. For example, this option can be used to change the color of a
button.

f- Scaling
Bit/Byte Indexing

&% Color Palette

+ - A v P coooo0 | [ e | #ffffoo

Output Color

a

Tag Value
1]
10
11
15
8

mobs WM e

g
i
g

[ ox

Section Function

From the toolbar add/remove or move up/down the colors lines. The

+ - A v X
tag value is editable and you can modify the sequence values.

Last defined color combination is saved automatically and can be

[ cooc0 [ e Y @\
retrieved from the color toolbar.

Tag value could be a range of values separate by a comma, examples:

« 5,10-15,20
« A AB,C

It is responsibility of the application's developer define all items correctly to cover all possible application’s
0 values, we could have unexpected color when the value is not defined inside the defined colors palette.

Note that the mapping tag value to color will return a string data type (e.g. “#FF0000”)

R

Datalink Serialization
Instead of use the above “Attach to...” dialog box, datalinks can be entered, or modified, manually.

Click a button in the Properties pane and enter the text that describe the datalink
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Formula

u Properties
“9g8od" g

- Field : field1
Value 99999
Mumber Format #
Keypad Numeric

Properties

&1 &F &7

- Feld : field1

- Value 99999

-l Datalink Tagl|R/W|ScaleXForm(1,10,0)

Access Type R/W

Mumber Format #
Keypad Numeric

+ Events

The data link format is:

[Atribute] [XForm]

Tagname [index]

onin case of formula:

= <formula>

Example:

« arrayTag[2]
o Tag[0|index]
o Alarm triggered: SysPropMgr
« Tag|R/W|ScaleXForm(1,10,0)

o Tag|R/W|ScaleXForm(1,10,0)|BytelndexXForm(1)|ColorPaletteCustomXForm(0#00aa7f, 1#ff0000)

o =$(Tag1')>$('Tag2')?$('Tag1'):$('Tag2')
« =$Contains($('Tag4'),$('Tag3")
o =$Pow(2,$('Tag2')

Formula

A formula is an expression made of:

[XForm]

=l

« Operators: can be the basic mathematics operations, logic operators, compare operators or basic string operators.

« Operands: can be literals (numbers and strings used as constants) and references to tags.

Round brackets are supported as priority operators. The operator $ will be used to call functions and, in particular, to

referring to a tag (see below for examples).

The attach to dialog allow to use a formula to calculate the value to return.
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Read Only Read/Write

Write Only Ttems used: 10/10000 Array index [ = 1"

i

¥ Formula

£(Tag1)=5(Tag2)?8(Tag1): 8(Tag2") ||‘_I = | x v

Cancel

Commands
Q Enter edit mode

[ Save the entered formula inside the formulas' library to have the possibility to reuse the same formula inside
other places of the project.

£ Open the formulas' library to select an already defined formula.
X Removing the entered formula
v, Confirming the entered formula

When you are in edit mode you can simple edit the formula and double click tags or functions from the library to add them
inside the formula.

Example of formulas are:

+ $(Tag1')+$(Tag2')
$(Tag1')&3$('Tag2))
$(Tag1')>$('Tag2')?$('Tag1'):$('Tag2")
« $Pow(2,$(Tag2'))

o $Contains($('Tag1'),$('Tag2'))

Syntax for formula

Basic Operations

"Text' String literal

NUMBER Number literal, e.g. 169857 or 13.547
String( ...) Cast to string (note there is not $)
Number( ... ) Cast to number (note there is not $)
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Formula

Basic Operations

$FuncName( param1, param2, ...

General function call. (Both default and user ones)

$(‘TagName’)

Tag, or widget property, or recipe, etc.

-

Note that tag name must be string literal

$(‘TagName’)[index]

Element of a array tag.

-

Note that tag name must be string literal

exp1 ? exp2 : exp3

Math Operators

Ternary expression. If exp1 is true, then is taken exp2, otherwise is taken
exp3. This is like using if/then/else statement

+ Addition

- Subtraction

* Multiplication
/ Division
% Module

Bitwise Operators

& Sets each bit to 1 if both bits are 1

| Sets each bit to 1 if one of two bits is 1

~ Inverts all the bits

A Sets each bit to 1 if only one of two bits is 1
<< Shifts left by pushing zeros in from the right and let the leftmost bits fall off
>> Shifts right by pushing copies of the leftmost bit in from the left, and let the rightmost bits fall off
>>> Shifts right by pushing zeros in from the left, and let the rightmost bits fall off

Logical Operators

&&

AND

OR

46

NOT
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Compare Operators

< Less than
<= Less than or equal to
> Greater than
>= Greater than or equal to
== Equal to
1= Not equal to

Use predefined formula from the library

Toinsert a project or a predefined formula:

Open the formulas' library
Select the formula to use
Confirm the selected formula

oo Dd =

Enter the arguments required from the selected formula

GroupWagt10.field2.value

Source: @ Tag () Alias ) System () Widget () Recipe
‘P' Search | TFlIter by: |Data ¥ | Protocol: | Show all - Show all tags =
Data Type Tag name Property Value
Modbus TCP:prot2 " ~ Driver
d . Container
Model: Modicon Modbus(1-based) Protocol Variables:prot1
4 Variables:protl Container -
) Tag
Tagl int Tagl fal
Tag2 int Tag2 Acive) =3
ag tring a0 Comment
Tag4 string [20] Tag4 Data Type string-20
Tag5 int Tags Default value
Encoding UTF-8
Groups
Maix value
Min value
PLC tag name
R R/W
Rate 500
Scaling Mone
Simulator Variables
Tag URIT Tag3?string-20
@ Read Only () Readfwirite () Write Only  Fems used: 10/10000 Array index g =1 3
4 Formula
sLength() | (z 4 X v

To insert tags as parameters, double click on them; tab is used to go to next parameter
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Formula

||z ax«

Function ~

Cos{argument)

Explargument)

IndexOf{tarqetString, keyword)

Length(targetString)

Log(argument)

Logh(argument,base) | Function description
Max(valuel,value?) | refumns lengih of targetStning

Min{value1,valueZ)
MNot{value) Parameters

- targetString : targetSiring

Or(valuel,value2)
Pow(base, power)
Sinfargument)
Sqgrt{argument)
Tan(argument)
™ User
area_triangle(base, height)

| | id: GroupW x

Add user formulas into the library

After entering a new formula, using SAVE button is possible to store the new formula inside the project folder to make it
available from the formulas’ library.

&(Tag1)*&(Taa2)/2 7 QLE& x| NE ‘.

Formula name: |area_triangle | E '/

Description: |Area of the triangle |

L ousisia

Position

Scaling Parameter Description

Bit/Byte Indexing 1 base Base of the triangle

Color Palette 2 height Height of the triangle

_ Name Valid

A user formula could be retrieved from the formulas’ library as for the other predefined formulas.
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Lz ax« ‘.

I+ PLESIL

Function

System
¥ User
area_triangle(base, height)

Function description
Area of the friangle

Parameters
- base ($0) : Base of the triangle
- height ($1) : Height of the triangle

Expression
e0*el)2

‘oupWat10.fiele *

Events

Events are used to trigger actions at project level and can be associated to:

You can attach one or more actions to an event, so that they will be executed whenever the event occurs.

buttons / touch (click, press, release)

mouse wheel

external input devices like keyboards and mouse (click, press, hold, release, wheel)
data changes (OnDataUpdate)

switch of pages (OnActivate, OnDeactivate)

alarms

scheduler

This example shows a JavaScript action activated by pressing a button.
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Events

Properties
[E]&P &
= Button : TEST
Value 0
Click Type momentary
Autorepeat Disabled
Hold Time (ms) -1
Label
Fill Color B 1120, 120, 120]
Show Frame true
= Events
= OnMouseClick Action 1 Action
Action[0] js: TEST_onMouseClick()
OnMouseHold Action
OnMousePress Action
OnMouseRelease Action
OnDatalpdate Action

Configure
Text
General

S

Position

Action

I+ I+
fualleD 1abpiv &

) o, B o o )

&8 &
[=- Widget -

- JavaScript

- ShowWVidaet

- SlideWidget

- BeginDataErtry

- Trigger|PCamera

- MovelPCamera

- RefreshEvert

- Contest Menu

- ReplaceMedia

Action Properties

= ISAction
File pagel.js
Function TEST_onMouseClick

OnClick / OnMouseClick

Triggers the event when the button/key is pressed and released quickly.

AOnNIouseCIick ( OnClick)

| | _t
OnMousePresg i
OnClick/
OnMouseRelease
OnHold/OnMouseHold

Triggers the event when the button/key is pressed and held pressed for a certain time set as Hold Time in the widget

properties. Actions programmed for this event will be executed only after the hold time has expired.

The default Hold Time is configured in Project properties but can be redefined for each button/key. See "Project

properties" on page 73.
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0 Note: If Hold Time is set to -1 for the widget, the project Hold Time value will be used.

\OnMouseHoId (OnHold)
[

£---Hold time---—
I
|
i
I
I
I
I
i
I
I
i
I

A

i

I
OnMousePress On MouseHoId/ OnMouseRelease
OnHold

Autorepeat

Enables auto repeat for a press or hold event of button or key. Autorepeat Time is specified in the Project properties but
can also be redefined for each button or key

OnMouseHold (OnHold) and Autorepeat

4 Repeat Repeat
/,,,Ho'd time,,,f,p,e,rl,qq,/’/,Ee,r,lgq,/
I I I I
| | | |
I I I
| | |
I I I
I I I
I I I
| | |
I I I
! ! !
I I I
i i i L _t
i i i T l
OnMousePress ! 1 ! OnMouseRelease
OnMouseHold | |
|
OnMouseHold !

OnMouseHold

OnMousePress and Autorepeat

A Repeat Repeat Repeat Repeat
period period period period
Foom-oe- oo Tomeoo- R it
‘ | | | |
i i i i
i i i i
| | | |
1 1 1 1
i i i i
| | | |
i i i i
| | | |
i i i i
| | | :
i i | | bt
i | i i T
OnMousePress i | | | OnClick/
OnMousePress ! i i OnMouseRelease
OnMousePress i |
OnMousePress |
OnMousePress

Triggers the event when a wheel (for example a USB mouse wheel) value changes. A wheel usually is used to
increase/decrease values in a text box or attached to a tag.

OnActivate

Triggers the event when a page is loaded. The event starts before widgets in the page are initialized.
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Widgets positioning

OnDataUpdate

Triggers the event when the tag value changes. The update moment depend on the time needed by the protocol to finish the
update process. For example the OnDataU pdate event can be triggered or not, depending on whether data becomes
available from protocol respectively after or before widgets being initialized for the first time. In particular, page change
notifications are more likely to happen with slow protocols and remote clients.

Note: The value read during OnActivate can be the same obtained from a subsequent OnDataUpdate event,
0 since OnDataUpdate notifications are sent asynchronously.

Widgets positioning

You can position widgets in the page using two methods:

« Snapto Grid
« Snap to Object

To display the grid, on the View menu, click Show Grid.

Snap to Grid

Path: View> Snap to Grid

When you move or re-size an object, its top left corner will align with the nearest intersection of lines in the grid, eveniif the
grid is not visible.

Setting grid properties

Path: View> Properties

Parameter Description

Spacing X Space in pixel between two lines/dots on the X axis
Spacing Y Space in pixel between two lines/dots on the Y axis
Type Grid type (dot or line)

Color Grid color
Snap to Object

Path: View> Snap to Object
When you move an object, it will align with other objects on the page.

When you select an object, one of the following hot points is selected as the source of the snap point, depending on the
area you pressed: top, top left, top right, bottom, bottom left, bottom right, left, right, center:
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Top left Top Top nght

& &

Left g ' Center a Right

& & X3

Bottom left Bottom Bottom nght

An algorithm finds a matching hot point among the near widgets hot points matching either the x or the y coordinates of the
source snap point. For line widgets, the source snap points are the terminal points of the line.

Managing overlapping widgets

When one or more widgets on the page overlap, you can manage their order so that one is displayed on top of the other.

The order of the widget on the page is shown in the combo box. A widget with greater z-order number is in front of an
element with a lower z-order number. A picture icon identifies static objects, a movie frame icon identifies dynamic objects.

e E] E #22 bkimage3 F] - - -
.

o

Important: Correct ordering of widgets is essential for runtime performance since overlapping
o dynamic widgets can invalidate static optimization and reduce performance of HMI applications.
Hiding/showing widget on z-order
To hide widgets above a selected widget:

« Onthetoolbarclick #= and select a widget: all widgets above this one are hidden

To hide widgets below a selected widget:

F
e Onthe toolbar click and select a widget: all widgets below this one are hidden
The toolbar allows to:

« hide widgets stacked above and/or below selected widgets
« work on different widgets using the combo box which lists all the widgets in their z-order.
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Grouping widgets

Grouping widgets

To group widgets:

1. Select all the widgets to group.
2. Right-click and then click Group.

100% - X o g -2
gt & | Font Tahoma[m~Il
Cut
] | | = u Copy
123.0 1=
- Delete
] m m - m
| Group
Ungroup

Convert To Group
Custom Properties..,
Order L4
Align L4

.r‘ Tip: Double click to enter the group editing mode. In group mode only the group widgets are editable and
. selectable. All other widgets are partially hidden

Resizing grouped widgets
You can define how object reacts when re-sized. Use the Scaling property in General section:

« Scale: object and text are not re-sized proportionally
« Stretch: object and text are re-sized proportionally

~ Properties 2% i
i @ |2
- Group : GroupWgt1l =
=
= General o
- o
n n d GroupWgt1 3
Visle true =
i Orac
123.0 pe g
Lock false
u Scaling Scale
+ Position
# Button : BtnStd4
+ Field : field1
[ ] u
w Properties a x m
roup\Wat1 - - - @ & =
— = Group : GroupWgtl 2
B I UE = 2
= = = General o
- o
n n i} GroupWgtl | E
Visible true ﬂl 1
Opacity 1 ﬂ
Lock false
Scaling | Stretch
] # Position
# Button : BtnStd4
- - # Field : field1

Grid Layout Group

The grid layout add the possibility to configure the spatial relationships among the widgets of the group.

To create a grid layout:
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« Enable the "Grid Layout" parameter of the group of widgets.

or

« Select the widgets that will be inside the table and click the “Grid Layout” button on page toolbar. The selected

widgets will be aligned and collected inside a group with the grid layout property enabled.
7 1:Pagei* x|

®AQQQ R Mwewe | X LA B A T -
i g o v = @ 3 @ % Font |Tahoma

"[abel " 99999"

[abel 99999
[ | [ |

o
Label 99999
Jl
abel 99999,
| Label, |
There are several elements associated with the grid layout that can be configured:
o Grid properties

« Rows, Columns Properties
o Cells Properties
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Grouping widgets

Grid Properties

Properties X
&1 &8 &
= Group : GroupWgtl
™ - ™ Versioning
99999 99999 General
Position
99999 = Grid Layout Group
Enable true
n n MNum rows 3
Num columns 2
Horizontal Overflow Scroll
99999 99999 Vertical Overflow Scroll
Horizontal underflow mode Center
= = = Vertical underflow mode Middle
Scrolbar color . [153, 153, 153]
scrolbar image |
Scrollbar offset 2
Scrolbar size 5
Scrollbar autohide AlwaysVisible
Margin Colapsed true
External margin width o
External margin color . [0, 0, 0]
Field : Groupwgtl.fields |
Field : GroupWatl.fielde
Field : Groupwatl.field7
Field : GroupWatl.fields
Button : GroupWatl.BtnStdl
Field : GroupWat1.fieldl

Parameter Description

Enable Enable the grid layout.

A grid will be generate around the widgets of the group

Num rows Number of rows and columns of the grids.

Num columns ) ,
e Rows and columns can be removed only if their cells are

empty .

Horizontal overflow This parameter define the behavior of the grid when it is too small
Vertical overflow to contain all rows and columns.

« Hidden
Rows and columns that do not fit into the grid are not
displayed

« Visible
The grid can not be made smaller than the minimum size
required to contain all defined rows and columns

« Scroll
When the grid is too small to hold all the defined rows and
columns, the scroll bars can be used to shift the content of
the grid.
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Parameter

Description

Horizontal underflow
Vertical underflow

This parameter defines the behavior of the grid when it is larger
than the size defined for the rows and columns

« Blocked
The grid can not be made larger than the maximum size of
rows and columns

« Left, Center, Right - Top, Middle, Bottom
Defines the position of the widgets when cells are bigger
than the maximum defined sizes

Scrollbar color Parameters to define look and position of the scroll bars
Scrollbar image
Scrollbar offset
Scrollbat size

Scrollbar autohide

Collapse all left-right and top-botton margin using the parameters
of the stroke with greater width.

Margin collapsed

External margin width
External margin color

External margin parameters

Add or remove rows or columns

To add or remove rows or columns, double click over the grid to enter in edit mode and right click over column or row
selector to open the context menu.

I N7 1l
| Vv || V% € Insert column {eft) L

N v
_|IIII|IIII|IIII|IIII)Insertcolumnﬂ_ighﬂ
] ] == Remove column
>l 3
=
>
iy 3
>

Merge or split rows or columns
To merge or split rows or columns, double click over the grid to enter in edit mode and move the cursor over the ribbons:
« Double click the black triangle to merge the two adjacent rows or columns (1)

0 Note that merge is possible only with an empty row or column.

« Double click on ribbon to split the selected row or column (2)
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Grouping widgets

Rows, Columns Properties

Row and columns properties are available inside a pop up dialog after clicking on the row and column selectors, that are

visible after double clicking the group of widgets.

Dialog

Geometry Style Selection

Col setup

Left Margin  |0,0
Right Margin (0,0
Min Width  [0,0

Max Width | 10000, 10000

Stretch 3,3
Row setup

Top Margin 0,0,0
Botton Margin |0,0,0
Min Height 0,0,0

Max Height | 10000, 10000, 10000

Stretch

2,4,2

s

99999 99999
99999

.|_
99999 99999

Rows and Columns Selectors
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4 Programming concepts

Stretch

- i

Margins

A
| Margins

Geometry parameters

Parameter Description

Left margin Distance of the widget from the border of the cell

Right margin

Min width Min/Max width that widget can assume when the cell is stretched

Max width

Stretch Defines the relationship between the widths of the columns that
will be maintained if the grid is stretched

Top margin Distance of the widget from the border of the cell

Bottom margin

Min height Min/Max height that widget can assume when the cell is stretched
Max heighty
Stretch Defines the relationship between the heights of the rows that will

Style parameters

be maintained if the grid is stretched

Parameter Description
Left stroke width Strokes width
Right stroke width

Top stroke width

Bottom stroke width

Left stroke color
Right stroke color
Top stroke color
Bottom stroke color

Strokes color

Background color

Row background color
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Grouping widgets

The list of values that are separated by a comma, are related to rows and columns. Example, the first value is for
row 0, the second value for row 1, and so on.

e Color format could be #rrggbb or #rrggbbaa, where "aa" is the alpha value which defines the opacity of the color.

Selection parameters

The selection parameters is available only when the grid is used inside a Table Widget (see "Table widget" on page 431 for
details)

Parameter Description

Forground color Colors that the row assume when it is selected
Background color

Stroke color The list of colors is related with row templates. First color is for row

template 0, second color is for row template 1, and so on.

Cells Properties

Properties of a single cell are available inside the properties panel when a cell is selected. To select a cell: first double click
the widget group, then click the cell to select.

Properties X
oV e | 988
_ =l Button : GroupWgt1.BtnStd1
Value [i] ﬂ
99999 99999 Click Type momentary
I Autorepeat Disabled
99990 Hold Time (ms) -1
Label
Fil Color B 1120, 120, 120]
Show Frame true
Events
99909 Configure
Text
I General
Position
= Grid Layout
Horizontal Underflow Center
Vertical Underflow Inherited
Maximurm width 100000
Max Height 100000
Left Margin 15
Right Margin 15
Top Margin 15
Botton Margin 15
Preserv aspect ratio true
Aspect ratio 1:1
Background Iﬁ none
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Parameter

Description

Horizontal underflow
Vertical underflow

This parameter defines the behavior of the widget when the cell is
larger than the size defined for widget.

« Inherited
Inherits the value used for the row or column

« Left, Center, Right - Top, Middle, Bottom
Defines the position of the widgets when cells are bigger
than the maximum defined sizes

Max width Overwrite global grid parameters

Max height

Left margin Overwrite global grid parameters

Right margin Additional pixels th dded to the total margi
Top margin itional pixels that are added to the total margin.

Bottom margin

Preserve aspect ratio

Preserve aspect ration of the widget

Aspect ratio

Available only when "Preserve aspect ratio" is true

Background

Printing report

Background color of cell

Note the grid layout is available even inside the print report gallery.

Changing multiple widgets properties

You can set the properties of more widgets of the same type all at once.

To change properties:

1. Select widgets.

2. Set common properties from Properties pane.

3. When multiple widgets are selected, the Properties pane title changes to <MultipleObjects>: all changes will be

applied to all selected widgets.

Properties

&) & &7

;]-:Multiplel}bjects:-
Value 99999
MNurmber Formg #
Keypad Numeric
Min -32768
Max 33767

0 Note: Not all properties can be modified for multiple widgets simultaneously and must therefore be modified
individually.
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Changing fill color property according to tag values

Changing fill color property according to tag values

LRH SW allows to change the color property of a widget dynamically, based on tag values in two ways:

« Using ColorPalette
« Connecting the Color property to a String type tag

Changing color property using ColorPalette

1. Create the tag (internal or PLC) that you want to refer to for color management. The tag can be of any data type. On
the basis of the value of this tag, the color will change.

2. Attach this tag to the Fill Color property of an object (for example, a button).

In the same dialog select the ColorPalette tab and add the colors that will be used for the object according to the tag
value.

= Scaling
Bit/Byte Indexing
74 Color Palette

+ = | A v | X (S T o g

Tag Value Output Color

o

Mmook W R e

[ OK ][ Cancel ][ Apply

L

0 Note: The last used colors’ tables are saved and can be reused selecting them from the colors list box on the
toolbar.

Changing color property connecting Color property to a String type tag

1. Create the tag (internal or PLC) that you want to refer to for color management. On the basis of the value of this tag,
the color will change. The tag must be of String type and the Arraysize property of the tag must be big enough to
contain the string formatted as explained here.

2. Attach this tag to the Fill Color property of an object (for example, a button).
3. Write in the String tag the RGB color code of the required color. Use one of these formats:
o #XXYYZZ, Where XX, YY and ZZ are the RGB components of the needed color expressed in Hexadecimal format
(range 00-FF).

o rgb(XXX,YYY,Z2ZZ), where XXX, YYY and ZZZ are the RGB components of the needed colors expressed in
Decimal format (range 0-255).

Note: This feature can be applied to all the objects available in the Widget gallery that have a color property. The
9 runtime change of the color is possible only thanks to the properties of the SVGs that are composing the object.
This feature can not be applied to other image formats such as JPEG or BMP files.
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5 Pages

This section describes how pages are organized. You can have the same pages shown inside all clients (default mode) or
you can customize the pages to better adapt them to each different client.

Unified Pages ... . 64
Project Validator .. 64
Differentiated pPages ... ... .. e 66
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Unified pages

Unified pages

Starting from LRH SW v4.0 there is no longer a need to create the pages for HMI device and Web client differently. The
same pages can be rendered indifferently on the HMI device or on Web clients. Since some properties or some widgets
could be not supported on Web client, some pages could be render differently. The "Project Validator" tool can be used to
check if some pages contain widgets that will be rendered differently into Web client.

1. Pages

2. Project Validator button

3. Project Validator output messages

i File Edit Run Format View Window Help
Pz Al & sa P o | s e B @ e Langt M-
.., ProjectView 1:Pagel | 2Page2 | 3iPage3 | 4iPaged 5:iPages* x| w  Properties 2%
el + AV Q@ Q@ [rree | X e »Ep &Jp? z
R s a— - - = Page : Page!
g~ I Project? EHg vz @O Q@ | % Font |Tahoma 2 I g
= [5% Project properties Width 800 o
2 ; 8
= ~ [ Pages Height 80 E
i} 5 Unified Hites < 2
~ [ Normal o Screen Size | Fit to Screen
< A 1:Pagel Background [ [255,255,255] a3+
E B 2:Page? Template none
E B 3:Page3 & Events
g B 4:Paged
a B 5:Pages
4 ™ Dialog
E) 2 Tempiates
5 ¥ configuration
@ {7 Recipe
{7 Dictionaries
[ Keypads
Projectvalidator 2 x
@ aiidate [E3 0Erars | [ 0 Warnings] [ 0 nformations| 4] Group Level ©Q Cear
- Description
< >
Ready id: Pages x 0 0 w: 800 h: 480

Project Validator

The "Project Validator" tool check and list the widgets that will be rendered differently into Web client. User can double
click each warning message reported from the Project Validator to open the pages that contain the reported widgets to take
the appropriate action. However, user action is not mandatory, the project can be downloaded anyway and the unsupported
property will not be managed from the Web Client.

Note that the current version of the Project Validator checks the widget's web compatibility. It is not
* checking the entire project (e.g. missing tags or Javascript errors)
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5 Pages

! File Edit Run Format View Window Help
., ProjectView '@ Validate project(Ctri+B) | 1:Pagel x

A= Validate current project
ol = & A v | od | S @ @ @ £
L= A0 Mh-= @1
= @ Project properties —
= v [ Pages

v 04 Unified

b P'_"\ Marmal
> W 1:Pagel
3 B 2 :Page?
Example

The "Release on disabled" property is not supported on the Web client.

« When the property is set to "False", HMI device and Web client will work in the same way and project validator will
not report any message.

« When the property is set to "True", the Project Validator will report the warning message. In the case that the project
will download to the HMI device, the Web client simply will not manage the "Release on disabled" property.

Properties a3 X
&1 &F &
= Button : BtnStd3
Value 0 a|+|l
Click Type momentary -
Autorepeat Disabled
Hold Time (ms) -1
Label al +

Fil Color B 120, 120, 120]
Show Frame true

= Events
OnMouseClick Action
OnMouseHold Action
OnMousePress Action

1]
+

OnMouseRelease Action

OnDatalUpdate Action

Release on disabled false
Configure
Text
General

+ 14+ 1+ |+ |+

E3|

E3]

E3]

E3]

Position
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Differentiated pages

Group Level

When the "Group Level" is checked, the Project Validator will report the group name that contains one or more widgets with
the unsupported properties. A double click will select the grouped widget.

ProjectValidator o x
@ validate | 4 0 Errors | | i 1 Warnings| |0 i Infnrmations| Group Level € Clear
Description Refe\r,enoe
20010  Commands contains widgets with properties not supported for web technology Widget id: Commands, on page: pagel

_STOP, _ START,

When the "Group Level" is not checked, the Project Validator will report the list of the not supported properties. A double
click will select the widget that have the unsupported property.

ProjectValidator 1 x
Q Validate | 4 0 Errors | | ! 2\'\1‘arnings| |0 0 Infurmations| [ Group Level € Clear
Description Refe\r,enoe
20008  The property releaseOnDisabled of ButtonWat widget is not supported for web technology Widget id: Commands.Stop.btn on Page pagel
20008  The property releaseOnDisabled of ButtonWgt widget is not supported for web technology Widget id: Commands.Start.btn on Page pagel

@ ¥

'STOP | START

Differentiated pages

If a project needs to have different pages for the HMI device, web client, tablet client, etc., there is the possibility to add
different folder to contain the pages to use on the different clients. Right click on the page folder to add a new category of
pages. For each category, you have to define the below properties where Technology, User Agent and Min/Max are filter
parameters to define the web clients that belong to the category.

Property Description

Name The category name
Width, The default size used when create a new page
Height
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5 Pages

Property Description

Technology | Identify the clients that can use these pages. It can be a combination of:

« Local HMI Device
« Remote LRH SW Client
« Web Clients (PC, Tablet, Smart Phones, etc.)

User Agent | Itis aregular expression that identifies the web browsers that can display the pages of the category. The

user-agent of the web client has to match with this parameter.

Example:

*

Anything (all web clients)
Android Only Android web clients

Android|iPhone Only Android or iPhone web clients

Min Width | Defines the size of the display of the Web browser that has to show the pages of this category.

Min Height The default. Min=0 and Max=-1. i . .
Max Width e default, Min=0 and Max=-1, is meaning any size.

Max Height

If the definition of a Web client belongs more than one category, are choices the pages that are available inside
0 the closest category.
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Differentiated pages

ProjectView

+ = £ A Vv

~ B Projectl
@ Project properties
Al ?ﬁ Pages
v I Native
hd ?ﬁ Marmal
w1 Pagel
B 2 Page2
B 3:Page3
B 4: Pages
B 5: Pages
?ﬁ Dialog
?“‘ Templates
v @ Web
W ?“‘ Marmal
W 1:Pagel
B 2 : Page6
B 3: Page7
?’_'5 Dialog
F‘ Templates
b @ Tablet
~ @ Normal

B 3 Pages
'Fﬁ Dialog
?ﬁ Templates
hd @ Smartphane
hd ?ﬁ Marmal
W 1:Pagel
?ﬁ Dialog
'F;‘ Templates
» 'Fﬁ Configuration
?ﬁ Recipe

¥ Dictionaries

Shared pages

Froperties
&1 &H &1
=l Page Category : Native
MName Native
Wwidth 1024
Height 768
Technology | HMI|RemoteClient
Properties
&1 & &7
= Page Category : Tablet
Marne Tablet
Width 1024
Height 768
Technology Web
= Web Only
User Agent iPad | RIM Tablet 0S
Min Width 0
Min Height o
Max Width -1
Max Height -1

Pages can be shared between the categories. Shared pages are highlighted in gray color and can be opened indifferently

from each category.
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ProjectView o x - 1:Pagel x
+ - A v RAC AR [ | X

v [ Projectl Sl O o = @ Lk 2 ©. Font Acg
Project properties -
w |7 Pages
v B Native
~ 17 Normal
# 1:Pagel

I

L
[}
o
1]
0
m
[}
I

) Remove page
¥ Dialog
7 Templates
v @ web

~ |7 Normal

Rename page

I

»

Set as home page

B 2 Pages
B 3: Page7?
¥ Dialog
7 Templates

hd @ Tablet

P i b [ 3
v |7 Mormal Share with category [ web

=5 Set page alias [ Tablet

B 3:Pages [ Smartphone
¥ Dialog
7 Templates

hd @ Smartphone
~ 7 Normal
¥ Dialog
7 Templates
¥ Configuration
¥ Redpe

Duplicate

Move up

Move down

¢ 3l <>

Home Page

From the context menu of the page is possible to define the Home page of the category. The Home Page is the first page
that is displayed in the browser type defined in the category and defines the starting point for your web project. The pages
you can access from the home page depend on how other pages are linked in the project.

Alias pages
Using pages shared between categories could be useful the alias page parameter to load the appropriate customized page.

For example, you can have a shared "Page1" common to all categories. Page1 will be shown on both the HMI device and
on Web Client, but from this page, you need to add a macro to load a customize setup page. This means a macro that load
the page "Setup_Native" on HMI device or a different page "Setup_Web" on a web client.

To load a different page depending on the client used, you can add the same alias to both "Setup_Native" and "Setup_Web"
pages and use the alias name in the LoadPage macro.

Set the alias page:
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ProjectView o x 7 1:Pagel* XP

+ AV R A Q QR £t

v B3 Projectl ~ (W] i v s
@ Project properties I_l ﬂ' EE! _ —
hd F'_"l Pages
v B Native
A 'F'_'\ Mormal
& 1:Pagel
B 2 : Page?
B 3 Page3
B 4 Page4
B 5: Pages
ﬂ 6 : Setup Mative [Setup]

iy

Remove page

I 1

= Templates Rename page
v {8 web
e 'F'_"l Mormal
B 1:Pagel
B 2 : Pages
B 3 Page?
B 4: Setup_Web [Setup]
F'_"l Dialog
P—"l Templates
» @ Tablet

» @ Smartphone
hd F'_'\ Configuration
Q Protocols
> =] Tags

E Trends | I

Use the alias page:

set as home page

g

Duplicate

Move up

Mowve down

Share with categary... b

s

Set page alias

1% 3] <>

Femove Page Alias
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1iPagel® x

RAQ QAR twow | x BB T m B E ke v B
~ B Froject EHgd-= 00 @ % rontfmonn ] 2
E Project properties ==
v |7 Pages
v W nNatve
v E Normal
1:Pagel
B 2: page2
B 3:Paged
S| 4; Paged
B 5: Pages
B 6 : Setup_Native [Setup) N X
[ Dizlog Action List
[ Templates
~ @ web ActionList 4 =— A W
v @ N!urmla: — #° LoadPage() Action
a 3 ;::g @ @ Action Properties
B 4: Setup_Web [Setup] i BrowseMedia ~ = LoadPage
7 Dizlog - Mail nage!
[ Templates i 1. SendEmail "
> M8 Tablet - B
c B Smartphane Pages and Alias X
> [ Configuration
E gii:z:aries E Show even pages that not are accessible from all categories
> [ Keypads Pages alias
Page2 Setup —
Page3 * :
Page4
Setup_Web I
Setup_Tablet E
-
Page6
Setup_Native
Page7
Page8
Setup_Smartphone
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6 Project properties

Project properties contain settings for the project.

Path: ProjectView> double-click Project properties> Properties pane

The project Properties pane contains a list of project level user-configurable data.

: File Edit Run Format View Window Help
I JEAET A X SOMME:S LA K= 100 vt -
.. ProjectView a3 x 1:Pagel 1:Project! x] w Properties n
st
ol + &1 &8 &
= a= - - .
@ = Project Widget : Projectl
= v Proj Eﬁ _VariableswWgt -
3 _PageMar Id Projectl
= Full Path C:\MyProjects\Project1\projectl jpr

w

04 _Un\ﬁed Version
v | Normal .

Y W 1:Pagel Project GUID 85010AFF-39E4-42BD-8937-1A0255CA2C80
5 B 2: Page? # Runtime
=1 B 3: Page3 i
< ) 4: Paged * Plug-n
§ B 5: Page5 + Project
D '."'" Dialog + Web
T 7™ Templates o [
§ ¥ Configuration VErLS
2 7 Redpe * Regional Settings

|7 Dictionaries

9 Keypads

Script f Keyboard =
Ready
Projectvalidator

fusles 1aBpin &

Basic and advanced properties

Some properties are displayed only in advanced mode. To view all project properties:

« Click Show Advanced Properties button to expand the property view in the Properties pane.

Properties

&H &

Show Advanced Properties
™ PT

Full Path
Version

+ Runtime

Available properties

CAmyProjects\Project1\projectl.jpr

Property Description

Id Project name (read only)

Full Path Project path (read only)

Project GUID Project unique identifier (read only)
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Runtime

Property Description

Version The Version field is available for users to report the project version

+ Runtime Properties related with the application runtime. See "Runtime" belowfor details
+ Plug-In Optional modules. See "Plug-in" on page 79for details

+ Project Properties related with the project. See "Project” on page 80 for details

+ Web Properties related with the web interface. See "Web" on page 84for details

+ Events Global events. See "Events" on page 85for details

+ Regional Settings

Definition of date format, list separator, thousand and decimal symbol of number. See
"Regional Settings" on page 86 for details

Project ID, Project GUI and Project Version are available from system variables. See "Default variables" on page 141 for

details.

Runtime

Path: ProjectView> double-click Project properties> Properties pane

Property

Description

Context Menu

Define how context menu should appear in the HMI project.

on delay = context menu appears touching/pressing and holding for a few seconds an
empty area of the runtime screen, or via Context menu action

on action = context menu appears only via Context menu action.

See "Widget actions" on page 213 for details.

Developer Tool

Enable/disables a collection of runtime debugging utility tools.

Buzzer on Touch

Enables buzzer when touching a widget on HMI device screen.

Supported widgets:

buttons
hotspots
needles
fields
external keys
combo boxes
tables items

control list items

,’ On Windows CE panels, available for fromv1.76 ARM/ 2.79 MIPS.

*®
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6 Project properties

Property

Description

Buzzer duration

Default 200 ms

Keyboard

Enables the use of keyboard macros at runtime when using external keyboards.

JavaScript Debug

Enables the JavaScript debugger at runtime for the current project.

Allow JS Remote
Debugger

Enables JavaScript remote debugger for current project.

0 Remote debugging not supported on LRH SW Client.

Image DB enable

Activates an engine used by the Runtime to optimize project performance.

WARNING: This property should only be disabled by technical support
_L for debugging purposes since this might reduce performance at runtime.

FreeType Font
Rendering

Switches to FreeType the font rendering used by LRH SW and runtime.

The main reason for using the FreeType is that we need the same engine in all
0 devices to avoid different rendering, in particular if static optimization is involved.

Communication icon
delay (ms)

Delay before display the communication error icon (default is 0 mSec)

The special value -1 is meaning always disabled

Fast Boot

Fast Boot

When fast boot is enabled and the User Interface is started before the background server

« Default: User Interface is loaded after the background server is ready to use

« Fast Ul: User Interface is loaded before loading the background server

When fast boot is enabled, the HMI device will provide the welcome screen as fast as possible after the power up. In this
mode, only the minimum necessary features are loaded before starting the User Interface. Loading of protocols, events,
trends, alarms, actions are postponed after loading the User Interface.

There are two flags to set:

« The “Fast Boot” flag available inside the advanced project properties

« The “Fast Boot” flag available inside the Services page of the BSP System Settings tool (see "System Settings" on

page 547)

When fast boot is enabled and the User Interface is started before the background server the JavaScript event
project.onServerReady can be used to get server synchronization.

Example:

if (!project.serverIsReady) {
// Set the callback to wait for server ready

project.onServerReady = onServerReady;
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Runtime

} else {

// Server is ready, call it now

onServerReady () ;

function onServerReady ()

{

project.setTag ("Tagl", 1);

project.showMessage ("Server is ready, tags can be used: " + project.getTag("Tagl")

R

Developer tools

This is an advance feature available only on Linux platforms

Collection of runtime debugging functions that can be enabled or disabled.

DD~

Developer tools list

Tool

Download the project.

Open context menu.

In Properties pane, set Developer Tools to true.

Select Developer tools.

Description

Show/Hide all

Shows a dialog containing information about device status like CPU load, memory usage,
event queues.

CPU statistics

Shows information on CPU load. See "CPU Statistics" on the facing page.

Memory statistics

Shows information about system RAM . A negative value indicates that free memory is
decreasing.

Event queues

Shows information on event queues (size, maximum achieved size, number of processed
events, last and maximum processing time). Timing statistics are only available for non-Ul
queue.

Timelog summary

Show page loading time.

Embed window

Allows embedding in runtime the scene or leave the developer tool window as a standalone
window (dialog).

Reset queue stats

Resets statistical information on event queues.

Disable watchdog

Disable the watchdog function and prevents system restart in case of freeze or crash of
services.

Ignore exceptions

Disables crash report function, exceptions are not saved in the crash report window.

Profiling

76

Measures the time spent for loading/rendering the active page. See "Profiling" on the facing
page
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6 Project properties

Watchdog

This feature allows you to disable the watchdog. This way you can avoid system restart in case of a runtime crash and
have the time to save the crash report or check system status information (for example,memory available, CPU load,
events queue size and so on).

The crash report dialog is displayed automatically in case of a system freeze or crash allowing users to save a log file of
crash.

HMIServer error m m
HMIServer has stopped woarking.
| Restart | | Cancel I

HMIGerver 1.90 (0) - Build (361) un3l 2013-09-03 0Z2:| a

In thread Codesys at address 0x41711c38: access violation

RAM free 140855536 / 197873664 Bytes

Important: Save this file for technical support.

v

CPU Statistics

10
Thread

Timelog i= dirabled!

[Tap-tap to changs posikion)

On the top row the current machine time is shown along with the total device uptime.

CPU statistics are collected with a frequency of 2000 milliseconds. The actual period and the overhead required to collect
and visualize statistics are displayed as well. The more the actual period is far from the nominal 2000 milliseconds the
higher is the system load. CPU consumption of threads is listed reporting the name of the thread (if available, main thread
is marked with a *), the thread ID, the thread priority and CPU time spent during the 2000 milliseconds period, divided in
user and kernel time.

Profiling

Profiling allows you to check time spent for loading/rendering the active page. Profiling will start from the next page load
and will be active only for the first painting of the page to the screen (the configuration is retained).
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Runtime

e "Alarms._ jnwm":

parsing
e unloading

Time rendering
ImageDE cache 15 hitf0

Fage "TemplatePagel. jm
D+

Time init/=tars
Time update : +
Time gfx creation: +

ImageDE cach

[(Tap-tap to change po=sition]

Profiling option

hit/0 mi=s=(0 m=s, ¢

0 om=]

Description

Enable timelog

Enable timelog capture. Timing will be visible inside the “Timelog summary”
window.

Save timelog to file

Saves a report of profile details and the time spent loading a project and its
pages into a timelog.txt file. This file can be exported and shared for further
analysis.

Important: The execution of this function may reduce page
“ change performance.

Overlay OnLoad times
Overlay Rendering times

This view allows displaying time spent on single widgets and is available only for
the rendering and OnLoad steps. The view gives an immediate feeling of where
time is spent. Red zones represent the most time critical zones. Detailed widget
times are visualized by a tooltip window. In case of out-of-the-scene widgets
some arrows allow to navigate to these areas and hovering on them the tooltip
will show the area summary

Select overlay color

Timelog data

Data

Select the overlay color to use

Description

Time parsing

Time spent parsing current page. Depends on page complexity/number of
widgets.

Time gfx creation

Time spent for image rendering. Mainly related to the Onload method.

Time rendering

Time spent rendering the page.

Time unloading

Time spent unloading the page, if current page depends from another page.

Times are provided in couples: wall time/CPU time. Wall time is the absolute time required by this part which can be higher
than the actual CPU time required since higher priority threads are also running (for instance protocols). The start time
column refers to the page load start time. It can be used to track the actual time required to load a page, since partial times
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6 Project properties

only refer to the most time critical functions and do not include other times that often contribute significantly to the total
time.

For example, the actual total wall time required to load a page is rendering (which is the last step) start time + rendering wall
time.

FreeType font rendering

New projects use the FreeType font engine as default. Projects created with older versions of LRH SW could use an older
font engine also after project conversion to avoid any backward compatibility issue.

r Switch to FreeType whenever possible for better page rendering.

Once you have switched to the new font rendering, save the project and verify that all texts are displayed correctly in all
project pages.

Font rendering issues

When switching to the FreeType font engine a project created with the older font engine, you may experience the following
problems:

« text requires more/less pixels for rendering thus changing text layout
« widgets are resized to accommodate text
« better rendering can be obtained using antialiasing (antialiasing is a text widget property)

Plug-in

You can choose which software modules are downloaded to the runtime with the project. Software plug-in has been
designed to reduce memory requirements for the HMI application in HMI devices where storage is limited.

Path: ProjectView> double-click Project properties> Properties pane

Property Description

WebKit Module required by WebBrowser widget
TextEditor Module required by TextEditor widget
PDF Reader PDF Reader

VNC Server VNC Server

0 Note: Not all software plug-in modules are compatible with all HMI device platform.

Once enabled, software plug-in become part of the runtime. Use LRH SW to install it using one of the following procedures:

« install Runtime/update Runtime
« update package

To remove plug-ins from runtime use one of the following functions in System Mode:
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Project

o format flash

« restore factory settings

application, make sure you select them all in the Project Properties.

0 Important: The system cannot detect automatically which software plug-ins are required by the HMI

Project

These properties define various elements of page behavior.

Path: ProjectView> double-click Project properties> Properties pane

Property Description

Home Page The first page loaded at runtime (after log-in page if security is enabled in project).
When security is enabled, you can specify a different homepage for each groups of users.
In this case this setting is ignored. See "User management and passwords" on page 325 for
details.

PageWidth Defines the default size in pixel of an HMI page. Default is the display resolution of the HMI

PageHeight device model selected when creating the project.

Display Mode Defines HMI device orientation.

Project Type Defines HMI device type for the project. According to the model, some project features and

properties are automatically adjusted.

WARNING: Starting from v2, the LRH SW HMI Runtime will check if the

J_ selected project type is matching with the HMI device model and will
advise with a message when the selected type is not matching: “HMI Type
mismatch. Convert project and download again.”

Panel Memory

Size of the available internal panel memory.

PageRequest You can synchronize pages shown on the LRH SW HMI Runtime and LRH SW Client from
CurrentPage acontroller such as a PLC.
SyncOptions . . i . .
Attached tag must contain an integer value within the range of the available project pages
and must be available at least as a Read resource.
0 See the "Web" on page 84 for the Web Browser support
Hold Time Defines the values for hold time and auto repeat time for buttons and external keyboards.

Autorepeat Time

Note: These properties can be redefined for each button or key in their widget
0 property table.

Hide Project Loading
at boot

When hidden, the splash screen stay on the screen until the application is ready to run.

Target Zoom Factor

It is the zoom factor of the HMI device that will be applied when project is loaded at runtime.
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6 Project properties

Property Description
Range 0.3-2.9
Fit to screen -1 =Fit to screen size
Fit to screen maintains the aspect ratio. It find
e the scaling factor, i.e. scale for width and
height, then take the smallest.
Default value 1=nozoom

Background color
option

When the defined page is smaller of the entire display area, colorize the area that is not
covered from the page (for example when page is Zoom Out)

None Old mode, color is white (default)

Selected color Colorto use

Page background | Auto adjust color based on background of template or of page

Signature

Algorithm to use to signing

« sha256
« sha1

Gesture Passthru
Enabled

Enable the possibility to pass gesture events to underlying widgets after a configurable
delay. User has to keep pressed the finger and then execute the gesture.

Gesture Passthru Delay
(ms)

When enabled, the gesture events are passed to underlying widgets after this delay (see
"Gesture events pass thru" on page 415 for details)

Gesture Multitouch

Enable multi touch gestures

. false
« true (default)
0 This property give the possibility to disable the multi touch gestures. This could

be useful to avoid problems with old projects that were not designed to manage
the multi touch gestures.
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Project

Property

Description

On Access Denied

When user try to use a widget that is locked from the security configuration to read-only
(e.g. afield or a button), a padlock icon is shown for a couple of seconds to highlight that the
widget is not accessible.

« None

« Show Icon

ComboBox View Mode

Select the visualization mode of all the Combo Box widgets of the project (see "Combo Box
widget “full screen” mode with images" on page 404 for details)

« Context
Classic view with drop-down menus

« Full screen
Enhanced view with configurable texts and images that will pop up in the middle of
the screen for easy scroll and selection.

PageRequest, CurrentPage and SyncOptions

It is possible to have LRH SW HMI Runtime exchange devices information on the page shown by the HMI. You can
synchronize pages shown on the HMI device and on LRH SW Client or to control an HMI project from a controller such as a

PLC.

The following properties can be customized:

Property Description

PageRequest Page to be shown on the HMI device and on LRH SW Client.
Attached tag must contain an integer value within the range of the available project pages
and must be available at least as a Read resource.

CurrentPage Page number displayed on the HMI device or on LRH SW Client or on both.
Attached tag must be available at least as a Write resource and must have integer data
type.

SyncOptions Synchronization of project pages with the value contained into the CurrentPage property.

Options can be:

« disable: page number value is ignored,
« local: page number displayed on HMI,
« remote : page number displayed on LRH SW Client.

« local + remote: page number displayed on HMI and on LRH SW Client, if different
pages are displayed the last page loaded is considered.

Example: forced page change from controller/PLC to HMI device and LRH SW Client

Set properties as follows:
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6 Project properties

PageRequest attached to tag "A"
CurrentPage empty
SyncOptions disable

Set value of tag "A" to display the requested page on HMI device and LRH SW Client.

Example: forced page change from controller/PLC to HMI and LRH SW Client. Read current page
loaded on HMI

Set properties as follows:

PageRequest attached to tag "A"
CurrentPage attached to a tag "B" as read/write
SyncOptions local

Set value of tag "A" to display the requested page on HMI device and LRH SW Client. Tag "B" will contain the number of
page currently shown by the device.

Example: forced page change from controller/PLC to HMI device and LRH SW Client. Read current
page loaded on LRH SW Client.

Set properties as follows:

PageRequest attached to tag "A"
CurrentPage attached to a tag "B" as read/write
SyncOptions remote

Set value of tag "A" to display the requested page on HMI and LRH SW Client. Tag "B" will contain the number of page
currently shown by LRH SW Client.

Example: forced page change from controller/PLC to HMI device and LRH SW Client. Force LRH SW
Client page synchronization with HMI device (not vice versa).

Set properties as follows:

PageRequest attached to a tag "A" as Read/Write
CurrentPage attached to the same tag "A" as per PageRequest
SyncOptions local

Set value of tag "A" to display the requested page on HMI and LRH SW Client. Change page on HMI to display the same
page on LRH SW Client.

Example: forced page change from controller/PLC to HMI device and LRH SW Client. Force HMI
page synchronization with LRH SW Client (not vice-versa).

Set properties as follows:
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Web

PageRequest attached to atag "A" as read/write
CurrentPage attached to the same tag "A" as per PageRequest
SyncOptions remote

Change value of tag "A" to display the requested page on HMI and LRH SW Client. Change page on LRH SW Client to
display the same page on HMI.

Example: synchronize displayed page between HMI device and on LRH SW Client

Set properties as follows:

PageRequest attached to atag "A" as read/write
CurrentPage attached to the same tag "A" as per PageRequest
SyncOptions local+remote

Changing page on HMI device, same page will be shown on LRH SW Client and vice-versa.

Web

Path: ProjectView> double-click Project properties> Properties pane

Property

Description

Web Inactivity Timeout

current user is logged out.

Defines a timeout for LRH SW client. When the timeout expires without any activity the

Range 1-86400 s (form 1 s to 24 h)
Default value 600 s
Values 0 = disabled

Web Icon

The favorite icon associate at the web pages

Refresh Time

Range

Defines the refresh time for the communication between the runtime and LRH SW clients.

500-10000 ms

Default value

3000 ms

Browser Optimization

true

Web engine optimization enable (default)

false

Web engine optimization disable (useful for old
browsers that not support the web engine
optimization)

Enable Global
JavaScript for remote

Define if the JavaScrip code defined inside the Project Properties, general triggered from
Alarms and Schedulers events, have to run only on local HMI device or even on remote
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6 Project properties

Property Description
clients.

None Will not be executed on remote clients (run only inside
the local HMI device)

Client Will be executed on LRH SW Client

Web Will be executed on Web client

Both Will be executed on both LRH SW Client and Web
clients

Max Bandwidth (Kbs)

Limit for maximum data sent by server (useful for old slow browsers). Set to 0 to use all the
available bandwidth (default)

Web clients connection
mode

Auto The connection mode is selected by the client (default)

SSE Force the Server-Sent Events mode

Long Polling Force the Long-polling mode

WebPageRequest

You can synchronize pages shown on the LRH SW Clients from a controller such as a
PLC.

Page to be shown on the LRH SW Client.
Attached tag must contain an integer value within the range of the available project pages
and must be available at least as a Read resource.

Web Communication
icon delay (ms)

Delay before display the communication error icon (default is 0 mSec)

The special value -1 is meaning always disabled

inside JavaScript chapter for additional details.

0 The project.getClientType() can be used to retrieve the running client type. See "Project object” on page 487

Events

Path: ProjectView> double-click Project properties> Properties pane

Property

Description

OnWheel

Used only in conjunction with wheel input devices. Normally the wheel is used to
increase/decrease the value of a tag without an external keyboard device.

Attach this property to a change of wheel event and use an action like BiStep to
increase/decrease a tag value.

The project's OnWheel Action is executed only when the OnWheel Action
I will not overwritten from the loaded page.
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Regional Settings

Regional Settings

Path: ProjectView> double-click Project properties> Properties pane

Property

Description

Short date format

The date format to use when user select SHORT-DATE in the date format of the widget

Long date format

The date format to use when user select LONG-DATE in the date format of the widget

List separator

List separator character to use inside the dumped files.

Decimal symbol

Character to use in numeric widgets to separate the integer part from the fractional part (it is
visible only when user configure the widget to show the fractional part)

Thousand symbol

Character to use in numeric widgets to separate the thousands (it is visible only when user
configure the widget to show the thousand character)

r You can use placeholders to freely define the Time and Date format (see "Time and Date placeholders" on

page 413)
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7 The HMI simulator

HMI simulator allows you testing projects before downloading it to the HMI device. It may be used to test the project when
no HMI device is available and to speed up development and debugging activities.

The HMI simulator supports:
« online simulation - in communication with real devices (only for protocols with Ethernet or RS-232 communication),

« offline simulation - simulating tag behavior

The data simulation method is set in the Simulator column of the Tag Editor.

Data simulation methods ... L 88
Simulator settings . il 88
Launching and stopping the simulator ... .. 89
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Data simulation methods

Data simulation methods

Set tag simulation behavior in the Simulator field of Tag Editor.

Method Description

Variables | Datais stored in a simulator variable. This variable holds the value of the tag so you can read and write the
value.

SawTooth | A count value is incremented from Offset to Amplitude + Offset value with a Period of 60..3600 seconds.
When the counter reaches Amplitude + Offset, the value is reset to Offset and the counter restarts.

Sine A sine wave value is generated and written to the tag value. Min, Max and Period values can be defined for

Wave each tag.

Triangle | A triangle wave value is generated and written to the tag value. Min, Max and Period values can be defined

Wave for each tag.

Square A square wave value is generated and written to the tag value. Min, Max and Period values can be defined

Wave for each tag.

See "Adding tags" on page 101 for details.

Simulator settings

The Simulator works by default with simulated protocols. It can also work with real protocols (Ethernet or serial protocols)

Note: For protocols not supporting communication with external devices, such as the Variables protocol, this
e option is always disabled.

Changing simulated protocols

1. Click the simulator Settings icon.

.
 HMISimulator = | B S|

>

m

T 3
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7 The HMI simulator

2. Select Use Simulation to use simulated protocols, otherwise real protocols will be used for communication with
external devices.

ré'ﬁ'? Simulator Settings @“
PLC Settings
ProtocollD ProtocolMame Mode
1 protl
2 prot2 Variables Use Simulation
3 prot3 Variables Use Simulation

Launching and stopping the simulator

To launch the simulator:

1. Onthe Run menu, click Start Simulator: the Simulator runs on the computer in the same way as the server would
run on the HMI device.

Run | Format View Window Help

«» Download To Target... e ¥ | @

Manage Target...

r_ -
k) Start Simulator

To stop the simulator:

1. Onthe Run menu, click Stop Simulator or on the simulated page double-click the Exit button.

Run | Format View Window Help

@ Download To Target... wa ) | e
Manage Target...

-~
"5 5top Simulator
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8 Transferring the project to HMI
device

To transfer the LRH SW project to the target HMI device you can use:

« function Run > Download to Target

« function Run > Update Package with the use of a USB device

Download to HMI device ... L
Update package ... ... . il
The Runtime loader .. L

Upload ProJects . il
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Download to HMI device

Download to HMI device

Path: Run> Download to Target

This function transfers project and LRH SW HMI Runtime via Ethernet .

Note: The HMI device must have a valid IP address. See "HMI device basic settings" on page 8 for details on
o how to assign an IP address.

1. Click the discovery button: a list of the detected IP addresses is displayed.
2. Select the HMI device IP address.

Download to Target

Ready to download

s & 2o

192, 168.40.250

4
L ]

+ | Advanced

HMI-1CCC*@169.254.7.86
HMI-0438*@192. 168.6.76

DEVICE-f2d6@192. 168.41. 234:8585

DEVICE-f2dd@192.168.46.219
HMI-OFCE*@192. 168.17.37
Advanced Settings

Close

You can even enter the IP address manually or, if available, the host name provided by a DNS server. Using a
service tool like Bonjour, HMI devices can be discovered using their hostname (e.g HMI-0d37.local). Bonjour is a
trademark of Apple inc.

3. Click Download: LRH SW will switch the HMI device to Configuration Mode and transfer the files.

When the download operation is completed, the HMI device automatically switched back to Operation Mode and the

project is started.

Advanced options

Download to Target

Ready to download

| 192.168.40.250

D Advanced

Download only changes
Binary format

[] pelete runtime dynamic files
Download Web Project

Download

Close

Option

Description

Download only
changes

Transfers to the HMI device only the modified project files.

Binary format

Download files using binary format.
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8 Transferring the project to HMI device

Option Description
Delete runtime Modified configuration of recipes, users, schedulers, etc. done at runtime will be deleted and
dynamic files overwritten by the configuration defined in the project.

CAUTION: This operation cannot be undone, deleted dynamic files cannot be

_1_ restored.

CAUTION: Dynamic files are not deleted if stored on external devices (USB or

J_ SD Cards).

Download Web Download the LRH SW pages to HMI device.
Project

When transferring a project, LRH SW uses a combination of HTTP and FTP connections:
« HTTP connection - issues the commands to switch to transfer mode or to unload running project,
« FTP session - transfers the files to the flash memory in the HMI device.

Advanced Settings

Using the “Advanced Settings” option, you can define the ports to use, but generally, you do not need to enter this
information because HMI devices will provide the ports to use inside the panesl list.

Download to Target ? *
{} HMI-1CCC*@169.254.7.86
Ready to dowrload £7  HMI-0438%@192.168.6.76
< DEVICE-f2d6@192.1568.41.234:8585
-ub, DEVICE-f2dd @192, 168.46.219
192. 168.41.234:8585 | 'I} £7  HMI-OFCE*@192.168.17.37 Ziis
+  Advanced Advanced Settings

Changing HMI device connection settings

Path: Run> Manage Target
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Download to HMI device

1. Click Target Setup: the Advanced Settings dialog is displayed. Default port for HTTP connections on the HMI
device is port 80.

L
Runtime Board
Retrieve Projects Load Project Unload Project Upload Project Delete Project
Download System Files Restart Target Update Runtime Update Package Target Setup %
Target Note
192.168.44.14 T || # Advanced Settings X

Status:
HTTP : 80 HTTPS &

. = —
FTP Timeout :

Hostname : | |

Chedk Availability Cancel

2. Setcorrect HTTP, FTP or HTTPS, FTPS ports for the HMI device. (These are the ports used by the system to
connect to the HMI device and may need to be modified when default ports are used by other services or
applications or if the local network requires specific settings.)

3. Specify Hostname to easily identify each device in a network where multiple devices are available. The default
hostname is “HMI” for all devices.

4. Click Download System Files. At the next download the new ports will be used in the HMI device and new
hostname will appear in the drop-down list

Managing big projects

For successful download the project size should be at least 2 MB smaller than the available memory. If not, you run out of
flash memory in the HMI device and a warning message is displayed.

Target device doest not have encugh free memory...
Do you want to delete some unloaded projects ¥

[ManageTarget...] [ Cancel

To free more memory:

1. Click Manage Target.

2. Delete the projects you no longer need t to make more memory available.
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8 Transferring the project to HMI device

Update package

The Update Package create a UpdatePackage.zip file to install or update the application inside the HMI device using an

USB memory key.

Creating an update package

Path: Run> Update Package

# Update Package

Target

(®) HMI Runtime

Project

Binary format
Web Project

|:| Set Target Password

HMI Runtime & Plug-In

[] pelete runtime dynamic files

(]

[] user Files
] Encrypted
Location :
ﬁ'n'urkspace'n,l_lpdatePadiage'n, || |
Create Cancel
Option Description
Target HMI device type. Selected automatically if the project is open.

Application Selector

Select the application to insert inside the UpdatePackage.zip

« HMI Runtime
« HMI Client (Available only on Linux devices)

Project

Adds open project to update package.
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Update package

Option

Description

HMI Runtime & Plug-
In

HMI Runtime is added to the update package. If the project is open the required plugins are
also added to update package.

Binary Format

Download files using binary format.

Web Project

Download the LRH SW pages to HMI device.

Set Target Password

Sets password to perform critical tasks (for example, project download/upload , board
management)

See "Protecting access to HMI devices" on page 527.

Delete runtime
dynamic files

When checked, all dynamic files will be deleted and the FRAM will be clean up.

User Files Selects files to be copied to the QTHM folder of HMI device. Max size 5 MB
Encrypted Enables encryption of update package so that it can only be unzipped by the HMI Runtime.
Location Location of update package.

O

Important: When create a package with the HMI Runtime application, always include both project and
the runtime. If you need to use an old project with the latest Runtime version, convert the project first.

See "Installing the application” on page 2 for details.

Example of user's file location

Computer:

C:\Users\Usemame\Desktop\myFolder

- subFolder1i/file1
- subFolder1/file2
- file3
-file4

Linux devices:
/mnt/data/hmi/qthmi

- subFolder1i/file1
- subFolder1/file2
- file3
-file4

Loading an update package

Path: from the context menu > Update
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8 Transferring the project to HMI device

1. Assuming you have stored the package in the root folder of a USB drive, remove the drive from the computer, plug it
in the HMI device, display the context menu by holding your finger for a few seconds on the screen and select
Update.

2. The system will check for the presence of the update package in the USB drive root and ask confirmation to proceed
with the update.

HMI Update Wizard 1/2 x

Please wait, examining system...

Available updates: |Im|‘|tfl_|5l:-mem-:-|"_u-' _|

V¥ :Auto select best matchi

- Executable files

- Config files

- License

- Executable files

& Suppaort libraries Ll

Lo 2 i + Cilme

Components that will be updated: Ij

Browse. .. Mext Cancel |

3. Select Auto select best match and click Next: the procedure is completed automatically. Alternatively use the
browser button to select the file to use.

The Runtime loader

HMI devices are delivered from factory without Runtime.

When you power up the device for the first time, the Runtime Loader window is displayed (see "System Settings" on
page 543for details)

A The Runtime Loader presence depends on the device Operating System and may not be available on all the
units. Old versions of HMI devices may not include the Runtime Loader. Contact technical support if you need
further information.

Installing Runtime from LRH SW

When you download a project the Runtime is automatically installed if needed.

i !
Download to Target I;J
-

&=

Target device does not have Runtime...
! % Doyouwantto install Runtime

Ready to download

192 . 168 . 7 . 129
Advanced

e 4

[Install Runtime] Cancel ]

See "Transferring the project to HMI device" on page 91 for details.

1. Click Install Runtime: the procedure is run automatically.
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Upload projects

Installing Runtime from a USB drive

1. Prepare the Update Package as described in "Update package" on page 95

2. Plugthe USB drive in the device and follow the instructions for the type of device (see "System Settings" on
page 543for details)

% Note: Old versions of HMI devices may not support automatic installation of Runtime. Contact technical support
. for more information.

Upload projects

Path: Run> Manage Target
You can copy a project from the Runtime to the computer where LRH SW is running.

1. Inthe Runtime tab, select the IP address of the device from the drop-down list Target.

Target MNote
192.168.40.28 E]
winxp-clientl @192.168.42.30
Status:

HMI@192.168.40.28
HMI@192.168.41.1
HMI@192.168.42.20
HMI@192.168.41.171
HMI*@192.168.6.7
Advanced Settings

2. Click Retrieve Projects: a list of all the projects available is displayed.
3. Select project to upload
4. Click Upload Project

o Upload could be password protected. See "Protecting access to HMI devices" on page 527 for details.

5. If required, enter password. The upload process starts.
A copy of the project is saved in:
C:\Users\usermame\Documents\LRH SW\workspace\Uploaded\RuntimelPAddress\workspace\ProjectName
e Note: If the upload operation fails, check firewall settings the computer where LRH SW is running.
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9 Tag editor

Atagis a friendly name used to identify the memory location of a device. Tags can be read or write from an external device
through communication protocols.

From the Tags Editor, you can configure the protocols and the list of tags to use.

Communication ProtOCOlS .. . L 100
AddiNg A0S ... 101
EXP O NG CaGS L 104
IMIPOItING GG ... 104
Tag find and rename il 108
Tag find and repPlace ... .. 110
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Communication protocols

Communication protocols

Path: ProjectView> Config > Protocols

Device communication drivers are configured in the Protocol Editor.You can add up to the maximum number of protocols
as specified in Table of functions and limits. Variable and System Variables are not counted as protocols.

Note: you can run different Ethernet protocols over the same physical Ethermnet port, but you cannot run different
0 serial protocols using the same serial port. Some serial protocols support access to multiple controllers, but this
option is set within the protocol itself which is still counted as one protocol.

Adding a protocol
1. Click +.
ProjectView a % protocols x|
+ —A Vv
| PLC Configuration

;b\ fin

:J Tags
- JBE Trends

2. Select the protocol from the PLC list and enter the required values.

Changing protocol settings

To change configuration parameters, click the browse button in the Configuration column.

[PLC [ Configuration | Tag Dictionany [
ﬂ Modbus TCP:prot1 [CfaVer=1 port=502 timeout=2000 modbus Unit|D = €3]
Modbus TCP %
[CIPLC Netwark
IP address 0 .0 .0 .0
Port ’EUZ—

Timeout (me} lzuuu—
Modbus ID ’1—
Max read block ’254—
Preset function

PLC Models
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9 Tag editor

Protocol parameters

Click Show Advanced Properties icon to see all parameters.

Parameter Description

Dictionaries Tags imported for the protocol.

See "Importing tags" on page 104 for details.

Enable Offline AlgorithmOffline Retry Timeout | See "Automatic offline node detection” on page 291 for details.

Version Protocol version available in LRH SW for selected HMI device.

Adding tags
LRH SW uses tag names to access all device data. All fields and reference locations in the device need to be assigned a

tag name to be used in the HMI project.

Tag Editor can be used to create and manage tags. After the tags have been defined, they can be used in the project by
attaching them to widgets' properties.

See ""Attach to" parameters” on page 39 for details.

Tag editor
Path: ProjectView > Tags
ProjectView o x 1:Pagel Tags X i
+ o> + = i ',‘ >] [) %B B @* |P- Search | YFiIber by:| Data ~ | Iiems used: »
v NewTagEditor
Project properties Data Tag URI Comment Property Value
7 Pages 4 Modbus TCP:prat1 ~ Driver
v 8 troen B e edon P bos)
Protocol Modbus TCP:prot1
- ? Protocols Holding Registers 2 1?HREG?400002?unsignedShort = rotoco odbus TCP:pro
=] Tags Holding Registers 3 17HREG?400003unsignedshort Tag
=9 Indexed Tag Set 4 Variables:prot2 Active false
E Trends Tagl Tagl?int Comment
= Reports Tag2 Tag2?int Data Type unsignedShort
’l Alarms Tag3 Tag3?int Groups
ﬁ‘ Events Buffer PLC tag name
T scheduler R RAW
% MultiLanguage Rate 500
Screen Saver Scaling Mone
% Datsbase Links Simulator Variables
EE Data transfers Tag URI 1?HREG?40000 1?unsignedshort
4 Interfaces Tag name Holding Registers 1
) 15 Security
¥ Redpe
¥ Dictionaries
' Keypads
Adding a tag

1. Click + and enter the required data.
2. Select the Address from the communication protocol address dialog
3. Click on the fields that are inside the property dialog if something is to change (e.g. tag name)

r‘- Note that if a tag is selected, the add tag command + will create a new tag using the property of the selected tag.

—
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Adding tags

Tag properties

Some properties depend from the protocol used. See specific protocol documentation for details.

Property Description
Active Update mode.

. false = tags are read from controller only when required by the HMI device.

« true = tags are continuously read even if not required by the displayed page.

0 Important: Leave this value set to false for higher communication performance.

Description Tag description
Encoding Encoding type for string data type (UTF-8, Latin1, UTF-2 and UTF-16)
Groups Group names associated to a tag

PLC tag name

Original PLC tag name, used to match tags used by HMI application (Tag Name) and tags exported
from PLC

R/IW R/W tag attribute (R/W, R or W).
Note: The content of Write Only tags is always written and never read. When
0 communication is not active, the content of these tags may not be available in widgets.
Rate Tag refresh time. Default: 500ms.
When the refresh rate is set to “Manual”, the HMI device will not read the tag from the remote device
automatically in background. Tag is read and refreshed into the database only by explicitly required
from the “ForceReadTag” action or using the forceRefresh option into the JavaScript getTag().
WARNING: Tags refresh rate is the maximum refresh rate. Actual refresh rate
I depends on: communication type (serial, fieldbus, Ethernet), protocol, amount of
data exchanged.
Scaling Conversion applied to tag before database storage.
« By Formula = defined as a linear transformation.
« By Range = defined as a range conversion.
« Fixed Point = fixed point scaling
Simulator Tag behavior during simulation. Several profiles are available.

Tag address

Controller memory address.

To edit click on the right side of the column to get the dialog box where you can enter the address
information.

Tag name

102

Unique tag name at project level. Primary key to identify information in the runtime tag database.

R

WARNING: Duplicate tag names are not allowed.
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9 Tag editor

r Note that is allowed to select multiple tags in Tag Editor and to change the same property to all (e.g. to change
o refresh time in 10 tags to 500 without change it in all tags one by one).

Managing tag names

Tag names must be unique at project level. If the same tags, from the same symbol file have to be used for two different
controllers, use the “Alias” feature to add a prefix to the imported tags and make them unique at project level.

0 Note: Not all protocols support the “Alias” feature.

Managing tag groups

Tags used in each page are identified as part of a group, so that requests made by the communication protocol to the
connected controller(s) can be processed faster: only the tags included in the displayed page are polled from the controller.

Scaling

Using the tag scaling function it is possible to resize the tag values that will be visible from the HMI application.
There is the possibility to configure

« Linear transformation, using the "By Formula" or the "By Range" mode
« Fixed Point transformation

Generally, the data type used inside the HMI is the same data type inherited from the PLC device. When a transformation
is used, considerate the possibility to change the HMI's data type to not lose precision.

Example

If your PLC manages value with two decimal digits using an integer in fixed point, you can configure the scaling
transformation as the below picture where the value read from the PLC will be divided by 100 and stored inside a float data
type. E.g. PLC integer value 12345 will become the float value 123.45 inside the HMI device.
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Exporting tags

Fixed Point

Mumber of decimal digits: 2 ﬂ:}

Converted: y = (float) (x) / 102

HMI data type: | float

Reset QK Cancel

Exporting tags
Path: ProjectView > Tags
7 1.'Page1/ Tags x|

b = F T )] R &g E]i E R |P- Search

Data g Export Tags Comment

4 Modbus TCP:protl
Model: Modican Modbus{1-based)

Holding Registers 1 1?HREG?40000 1?unsignedshort

Holding Reaqisters 2 1?HREG4000027unsignedshort

Holding Registers 3 1?HREG?400003?unsignedShart
F]

Tagl Tagl?int

Tag2 Tag2?int

Tag3 Tag3?int

1. Select the protocol for the tags you want to export.
2. Click the Export Tags button: all the tags configurations for the selected protocols are exported into an .xmil file.

You can edit the resulting .xml file using third part tools (for example, Microsoft Excel) and then re-import the modified file
(see "Importing tags" below for details).

Importing tags

Introduction

Some protocols allow you to import tags stored in a comma separated file (.csv or other formats).
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9 Tag editor

Importing is a two step process:

1. Import of the tag definition into a dictionary
2. Import tags from the dictionary to the project

WARNING: Special characters in tag names, such as "&" character, that can cause communication
‘ errors will be substituted with the underscore "_" character when imported. See “Limitations in
Unicode support” on page 299
Importing tags
To import tags from an external file:

1. InProjectView, Tags select the protocol from the filter list.

7 1.'Pa.g.e‘l/ Tags X |
e = X @ 0 3] [ 4% 2] 2] R |,0- Search

Data

Type Tag name

Import Tags

Holding Registers 1 unsignedshort Holding Registers 1

Holding Registers 2 unsignedShort Holding Registers 2

Holding Registers 3 unsignedShort Holding Registers 3
4 Varigbles:prot2 Container

Tagl int Tagl

Tag2 int Tag2

Tag3 int Tag3

2. Click the Import Tags button: the dialog to choose the importer type appears. The list of the supported importers is
depended from the selected protocol.

HMIStudio et

pr—

i 3
@ Multiple tag importers are available for this protocol, Please select the importer type and continue.
k. <

\iersion Type -
Modbus Generic csv vl.ﬂa Linear
Tag Editor exported xml 1.1 General
W
Watched dictionary file:

| Modbus TCP.csv é

[] keep synchronized
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Importing tags

Select the importer type to use
Select the dictionary file

Press OK to attach the dictionary file to project file. The tags available within the Dictionary but not imported into the
project are gray and are visible only when the "Show all tags" check box is selected.

1.-Page1/' Tags x| -
+ SIS [ R i:]a ] R [P search | Triter by: Data | rtems used:s/10000  Protocol:| show all & | [ show all tags =
Data Tag LRI — — Comment | | Property value
4 Modbus TCP:prot1 ~ Driver
M°d;|:|:°dig“” M::b”f(l'based) T T s Model Modicon Modbus{1-based)
olding Registers ? unsignedshor .
Holding Registers 2 1?HREG?400002?unsignedShort - D\CH::'Iua?w‘ Modbus TCPiprot1
Holding Registers 3 1?HREG?400003?unsignedShort ¥
VRTUL 17H ort Array false
Array size 1]
Arrayindex. Subindex 400066
Comment
Data type unsignedShort
Dictionary [Modbus TCP prot1] Modbus TCP
Memory type HREG
Node id 1
Tag URL 1?HREG?400066?unsignedShort
Tag name MRTUG

6. Toimport tags, select one or more tags or a node (hierarchical view only)
7. Click the Import tag button: tags are imported to the project and listed in black color.
When the project is configured to use a protocol network you must also select the protocol node where tags are to be

imported. You can import the same tags on multiple protocols. When the tags file contains the node information, you can
choose to use the information to filter the tags and import only those matching with the selected nodes.

1.'Page1/ Tags X|

4k o] [ & = B9 |,°- Search | Yrilter by: Data -

Data Tag URI Comment
4 Modbus TCP:protl

Slave id: 127.0.0.2:502:1

4 plias: Node1
Model: Modicon Modbus{1-based) Import Tag(s) - Metwork o
Helding Registers 1
Holding Registers 2 —
Holding Registers 3 @ Please select one or more nodes to assodate this dictionary and continue.
k. * 4

Slave id: 127.0.0.3:502:1

Alias: Node2 Slave id Model Alias
Model: Modicon Modbus{1-based)

127.0.0.2:502:1 Modicon Modbus(1-based) Nodel

Slave id: 127.0.0.4:502:1

Alias: Node3 127.0.0.3:502:1 Modicon Modbus(1-based) Node2
Model: Modicon Modbus{1-based) = e

4 Variables:prot2

127.0.0.4:502:1 Modicon Modbus(1-based) Mode3

Tagl
Tag2
Tag3
Far each selected node import only symbols matching that node
Cancel
Recursive

Recursive is a toggle button. When selected, when an array tag is imported even all array elements are imported into
separate tags.
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9 Tag editor

7 1.'Page1/ Tags* X—

+ -2 201D kel ]n |p§sEarch )
Data - Tag URI ﬁ Comment

CODESYS V3 ETH:prot3
Model: CODESYS 3
4 Application
4 PLC_PRG
a

[ I ] -""Iu |'\'l| = |I'I|

Updating the imported tags
To check the dictionary file and update the imported tags:

Select the tags that you want to check

2. If some change is found the update icon will be enabled, click the icon and the "Update Tag(s)" dialog with the list of
found differences is showed

3. Unchecked the tags that you do not want yo update and click OK to confirm

7 1:Pagel / Tags x|
= = 3 T o 3] [ 4 2 E’bﬂ |¢o' Search | Y Filter by: It
Data Tag URI Comment

Modbus TCP:protl
Model: Modicon Modbus(1-based)

Update Tag(s)

@ Some updates are available for project tags. Do you want to continue?

At least one t3g is marked for deletion: all assocgated Alarms, Trends, Data fransfers,
Indexed Tag Sets and Widgets links wil automatically delete!

Tag name Avaliable updates for tag properties

Project Dictionary Setting Value
Project 1?HREG?400007?unsignedShort
B MRTUS MRTUGS Dictionary 1?HREG?400077?unsignedShort
MRTUS NjA X

q e || W

e —

iy These tags need to be updated. The list of differences between project and dictionary is displayed.

% These tags are no longer available in the dictionary. If updated, these tags will be removed from the project.

Keep Synchronized

Check the "Keep Synchronized" check box if you want that LRH SW checks and update the tags from file dictionary
automatically without user intervention.
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Tag find and rename

Watched dictionary file:

| Modbus TCP.cav

Keep synchronized

Cancel

Dictionaries

Path: ProjectView > Dictionaries

A dictionary is a list of tags imported in the Tag Editor for a specific protocol. Depending on the protocol type, tags are
shown in linear view or in hierarchical view.

To remove a dictionary, right-click the dictionary name.

ProjectView o x
+ £ A v

v NewTagEditor
Praoject properties
F'_" Pages
[ Configuration
F'_" Recipe
v @ Dictionaries

Rename

Delete di

dictionary

cti

1:Page1/ Tags X]

+ >]

A
3B

| P search

Data
. CODESYS V3 ETH:prot3
Model: CODESYS 3
Modbus TCP:protl
Model: Modicon Modbus(1-based)
Holding Registers 1
*=1%-q Registers 2
E Registers 3

onary

MRTU3
MRTU4

MDTI IS

Tag find and rename

Tag URI

1?HREG?40000 1?unsignedShaort
1?HREG?4000027unsignedshort
1?HREG?400003?unsignedshort
1?HREG?400001?unsignedshort
1?HREG?400002?unsignedShort
1?HREG?400003?unsignedshort
1?HREG?400004?unsignedShort

1IHDECIANNEEE N imcinnaAThart

Tag find and rename feature will rename a tag reference inside the entire project.

Note this feature can be used not only to rename tags, but even to change values from each columns of the tags editor

108
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9 Tag editor

1:Pagel Tags x
= = i B ] [» & | 2+ search | Yrilter by: Data - | Jtems used:6/10000 Protocol: Show all
Data Type Tag name | | Property
Modbus TCP:prot1 . ¥ Driver
4 Model: Modicon Modbus(1-based) Container Model
Protocol
Holding Registers 2 unsignedShort Holding Registers 2 - rotoca
Holding Registers 3 unsignedShort Holding Registers 3 Tag
Active
Comment
Data Type
i -
Tag Find and Rename > lame
Column: | Name - |:| Rename Mames in Dictionary
Find what: | |
Rename with: | |
|:| Case sensitive
Rename Selected| | Rename Al Cancel
|:| Use regular expression

Parameters
Column Select the column to modify with the find and rename operation
Rename The tags’ names rename will be extend to rename even to the internal dictionary tags’ names.
Names in This parameter is useful when you have to substitute the dictionary with another dictionary
Dictionary | that contains renamed tags
o This parameter is available only when the selected column is “Name”
Find what String to search
Rename String to replace
with
Case Takes account of upper and lower case letters
sensitive

Use regular
expression

Enable regular expression in search/replace pattern

See https://en.wikipedia.org/wiki/Regular _expression for additional details regarding regular
expressions.

O

When regular expression is enabled, the “Find what” parameter will not offer
predefined values but only free text handling.

RENAME SELECTED

Execute the rename only for the selected tags
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Tag find and replace

RENAME ALL

Execute the rename for the entire tags database

References used in Java script and within custom widgets will not update.

._L Undo is not supported for this command

Regular expression example

Using the tags list of the above picture.

If you want add a prefix to all tags you don’t need to use regular expression:
Find what: MRTU

Rename with PLC01_MRTU

But if you want add a postfix, you need to use a regular expression:

Find what: MRTU(.*)
Rename with MRTU\1_PLCO1
Where
(") is meaning any sequence of characters
\1 is a copy of the first sequence of characters enclosed by (...) found inside the search string

Tag find and replace

Using this feature you can search all occurrence of a tag inside the project and replace it with another tag.

Tag replace is only applicable for Protocol tags which are shown in black color and not for System Variable, Alias
0 and Recipe tags. (See "Opening the Tag Cross Reference pane" on page 120 for the different colors meaning)

From the Tag Cross Reference view, click the tag that you want replace
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9 Tag editor

_*, Tag Cross Reference
iy
"':”-
= B~ search TFiIter by: Tag
-
> MRTLA
£ | 5 MRTUZ
_|
o MRTU3 *
9 v Pages - I
= Click to ta
ﬂ " F'Egl:.':. IC repiace tag
o . O fieldl
E * Page?l
=3
= > €} BtnStd3.btn
> & fieldl
> £ field3
@[>

Using the check boxes select where you want apply the replace,

then click the “Select new tag” button to replace the data links of the selected objects or press “Cancel” to abort the

operation.

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.

111



Tag find and replace

=

Ly

malpjoalgn o

asualalay ssola Be| H

Tag Cross Reference + X
Groupby:{Tag v Show: AllReferences v
B~ search T Filter by: Tag -
» MRETU1
» MRTU2
w MRTLZ " Select new tag Cancel
v [m] Pages
v [ ] Pagel
> [ € field1
W Page2
B ¢* Btn5td3.btn
> € field1
» € field3

@ D

112

References used in the Java script and within custom widgets may not be listed.
Undo is not supported for this command
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10 Indexed addressing

Indexed addressing allows you to select a set of tags depending on the value of another tag. This is very useful, for
example, to use the same graphics to visualize a set of data coming from different sources, all the user has to do is pick the
source to monitor from a list.

Creating an indexed addressing Set ...l 114

Using indexed tag set in Pages ... ... . L 117
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Creating an indexed addressing set

Creating an indexed addressing set

Scenario

In this scenario, environment data is collected from with four rooms, each equipped with temperature, pressure, and
humidity sensors. Data is available as follows:

Room Number Temperature Pressure Humidity
1 Room1-Temperature Room1-Pressure Room1-Humidity
2 Room2-Temperature Room2-Pressure Room2-Humidity
3 Room3-Temperature Room3-Pressure Room3-Humidity
4 Room4-Temperature Room4-Pressure Room4-Humidity

Using the indexed addressing feature, you can use a single table format to arrange all data in the HMI device.

Data from the three different sensors can be displayed in a single page where the room number is used as a selector
(combo box) to pick the correct set of tags.

[Room 1 ~ ]

Temperature (°C) 21
Pressure 1
Umidity (%) 75

How to create an indexed tag set

Path: ProjectView> Tags

To do this you need to create an indexed tag set.

1.

In the Tag Editor, define protocols and tag. Define a tag for each data to be indexed, in this example you must create

a tag for each sensor in each room.

114
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Name Group | Drriver Address

|4 Room 1-Temperature Modbus TCPprot1  152.168.0.34:502:1 HREG 400001 unsignedShart
|__|Room1-Fressure Modbus TCPprot1  152.168.0.34:502:1 HREG 400002 unsignedShort
|__|Room1-Umidity Modbus TCPprot1  152.168.0.34:502:1 HREG 400003 unsignedShart
|__|Room2-Temperaturs Modbus TCPprot1  152.168.0.34:502:1 HREG 400004 unsignedShaort
|__|Room2-Fressure Modbus TCPprot1  152.168.0.34:502:1 HREG 400005 unsignedShaort
|__|Room2-Umidity Modbus TCPprot1  152.168.0.34:502:1 HREG 400006 unsignedShaort
|__|Room3-Temperaturs Modbus TCPprot1  152.168.0.34:502:1 HREG 400007 unsignedShaort
|__|Room3-Fressure Modbus TCPprot1  152.168.0.34:502:1 HREG 400008 unsignedShaort
|__|Room3-Umidity Modbus TCPprot1  152.168.0.34:502:1 HREG 400009 unsignedShort
|__|Room4-Temperaturs Modbus TCPprot1  152.168.0.34:502:1 HREG 400010 unsignedShart
|__|Room4-Fressure Modbus TCPprot1  152.168.0.34:502:1 HREG 400011 unsignedShart
|__|Room4-Umidity Modbus TCPprot1  152.168.0.34:502:1 HREG 400012 unsignedShart



10 Indexed addressing

2. Create atag to be used as index tag. In this example you create a "RoomNumber" tag that could be of type

Unsignedint using Variable protocol.

N o o~ w

"Pressure" and "Humidity".

Click + to add an Indexed Tag Set. In this example you will call it "Room".
Select the tag "RoomNumber" to use as a selector for the room number.
Create an Index Instance for each set of data. In this example, one for each room.

8. Double-click on each cell to associate the correct tag.

< Indexed Tag Set x

’i. o

B3 Room

Search

Index Tag RoomMNumber

\ ‘f Filter by: [Index

Index Instance: ==

Alias: =

b

=
Index

2 2
3 3
4 4

Temperature

Room1-Temperature
Room2-Temperature
Room3-Temperature

Room4-Temperature

Pressure

Roomi-Pressure

Room2-Pressure

Room3-Pressure

Room4-Fressure

Umidity
Roomi-Umidity
Room2-Umidity
Room3-Umidity

Room4-Umidity

o Note: The Index Tag datatype can be a number, a string or any type of simple data types.

o Note: To reference an array data type use the array index = -1

Autofill function

From ProjectView, select Config> Tags, double-click Indexed Tag Set: the Indexed Tag Set editor is displayed.

Create an Alias for each type of data and rename the table columns appropriately. In this example "Temperature”,

An Indexed Tag Set table may become very complex and filling it may be an error prone procedure. Enable the Autofill
feature to make sure aliases are entered correctly.

Click ~ to enable the Autofill feature: the Autofill Table is displayed.
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Creating an indexed addressing set

E53 Room Index Tag RoomMumber

|‘P- Search | T Filter by: |Index
Index Instance: == alias: = 1

Inaex Pressure Temperature Uimidity
1 1 Room1-Pressure Room1-Temperature Room 1-Umidity
2 2 Room3-Pressure Room3-Temperature Room3-Umidity
3 & . [
AutoFill Table: \ [
4 4

"‘FE filter: '[
Rooms(Instance)-5{Alias) EH

Tags:

Room 1-Pressure ‘

= Room 1-Temperature
HE3 IndexedTagseto
Room 1-Umidity

RoomZ2-Pressure

-

Fill ][ Replace ” Reset ]

|

This function uses regular expression for populating the table with tags trying to match the filter where the keyword
$(Instance) will be replaced with the defined Index values and the keyword $(Alias) with the defined alias labels.

See https://en.wikipedia.org/wiki/Regular_expression for additional details regarding regular expressions.

Autofill example

“Room$(Instance)-$(Alias)” will match all tag names:
Room1-Temperature,

Room1-Pressure,

Room1-Humidity,

Room2-Temperature,

“Room0*$(Instance)-$(Alias)” will match all tag names:
Room1-Temperature,

Room01-Pressure,

Room001-Humidity,

Room2-Temperature,

Room02-Pressure,

Room002-Humidity,
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10 Indexed addressing

Autofill table elements

Element | Description

Fill Fills in missing entries in the tag table using the set filter (if any). For example, when new instances or new
aliases are added you can use this option tofill in the new entries.

Replace | Replace all table entries with those provided by the Autofill table.

Reset Resets the tag filter to empty, no automatic fill is done.

+

;\i Suggests a valid filter expression for your project.

Note: Filters are saved as project preferences and can be set for the entire table or for a column. Once afilter is
o set for a column, the table filter is ignored. You can therefore selectively change the filter for handling a particular
alias only.

Note: To reference the elements of an array use the \ character to disable the regular expression interpretation of
0 the square brackets (array tags are differentiated by Italic).

i =
= dd 3 Delete AutoFill Table: -
Tag filter:
- Temperature\[$(Instance)l] [K” —
@& ndexed — = >
[ Temperature[T -
|‘P- Search B
Temperature/ 1]
Index Instance: == plias: = |
= Temperature2] =i =
Index Temperature ‘i
1 a Temperature[0 Temperature37
- ! Temperature[1] Temperature/<]
3 2 Temperafure[2]
4 3 Temperature[3] [ Fill ][ Replace ][ Reset l [ Cancel
5 4 Temperafure[4]

Using indexed tag set in pages

Once an indexed tag set has been created, you can use it to create a page for the HMI device as in this example.

[Room 1 ~ ]

Temperature (°C) 21
Pressure 1
Umidity (%) 75

To create this page:
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Using indexed tag set in pages

Create a page and add a combo box, three labels and three numeric fields.

2. Use the index tag created for the room number for the combo box, "RoomNumber" in this example. This will be the
selector for the room number.

3. Create alist for the combo box. In this example use the following list.

Index String List

0 Room Number
1 Room 1

2 Room 2

3 Room 3

4 Room 4

4. Attach to each numeric field value the corresponding Alias variable (Room > Temperature, Room > Humidity,
Room > Pressure).

Source: () Tag (@) Alias (") System () Widget (") Recipe

|:P- Search |

I IndexedTagSet0
4 Room
Pressure

Unidity
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11 Tag cross reference

The Tag Cross Reference pane displays a list of tag names used in current project organized according to their location
and use.
From this pane you can:

« verify where each tag is used (alarms, pages, recipes, schedulers, trends, and so on)

« identify invalid tag references (references to tags not defined in the tag editor)

« identify tags not used in the project

0 Note: The Tag Cross Reference pane may not be list all tags used in JavaScript code.

Updating data in the Tag Cross Reference pane ... ..

119
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Opening the Tag Cross Reference pane

Path: View> Toolbars and docking windows > Tag Cross Reference

Click the Tag Cross Reference tab to open the Tag Cross Reference pane.

.*+ Tag Cross Reference B X
i
E Group by: Show: [AII References v]
[4:]
;’_{_ Filter by: Search L T
[1:]
> Alarms
> Pages
= Recipe
= |  Scheduler
‘:' > Trends
[¥
=]
ol
ol
a
@
o
@
3
[x]
-]

Meaning of colors

Black Protocol Tags
Magenta Recipe Tags

Blue System Variable Tags
Dark Green Alias Tags

Red Invalid Tags

Example:
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11 Tag cross reference

i File Edit Run Format View Window Help

PRNEA S N N SEERCN N - SORN|

Tag Cross Reference

Group by: |

o
1
.
Y

Show: | all References -

+ X

T Filter by: |Tag -

malajoalgn 57

0.Mame

Is keypad open

Tagl
Taglld
Tagll
Tagl2
Tagl3
Tag2
Tag3
Tag4

Bauslajay §50.0 Gel N

0.CurrentSelectedSet.Value

Indexed TagSet0.AlzsD
IndexedTagSetl.Alzs0

Protocol Communication Status

Working in the Tag Cross Reference pane

The Tag Cross Reference pane provides a set of standard functions.

Element Function
Group by Groups tags by Location (alarms, pages, trends and so on) or Tag name
Show Filters tags and displays:

« All Reference: all tags

- Invalid Tag Reference: tags not listed in the Tag Editor.

« Unused Tags: tags listed in the Tag Editor but not used in project.
Search field Applies afilter to display a limited number of tags
Filter by Filters tags by Location, Tag or Property.

Navigate the listed tags to find where they are used inside the project.

Double-click on a tag to open the editor or page where it is used.

Invalid tag references will be listed in red color:
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Delete unused tags

o Tag Cross Reference b4
g Group by: Tag w | Show: | All References -
=
;’f_ P~ search TFiIher by: |Tag -
[1¢)
MRTU1
| 5 MRTU2
) MRTU3
(=]
Ol » TEST
[=]
S JavaScript Tags
I
[1°]
o
I
=
@

From the unused tags view, is possible select one or more tags and delete them from the tag editor. To select atag click a
tag, to select multiple tags use SHIFT or CTRL keys.

Tag Cross Reference

Group by: | Location

B- Search

malpaalgo 8.

Show: | Unused Tags

Y Filter by: |Tag

X

-

Tagll
Tagll
Taglz
Tagl3

‘Tag3

Tagb
Tag2

@ouslajay ss010 BeL N

2D
Delete selected tags. |

Be aware that eventually tags referenced inside JavaScript may not be found (depends on how the
* code was written). Even it is not a good practical to using tags’ references inside custom widgets,
even tags’ referenced inside Custom Widgets may not be detected from the Tag Cross Reference

engine.
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11 Tag cross reference

Updating data in the Tag Cross Reference pane

Manual update
By default, the information displayed in the Tag Cross Reference pane must be updated manually. To do this, click the

refresh button M I . A waming sign is displayed when a refresh is needed.

Automatic update

Path: View> Properties

You enable the automatic update of the Tag Cross Reference pane from the LRH SW Properties page.

Tag cross reference

Auto Update

[ 0K ]| Cancel |

Select the Auto Update option.

Exporting data

Data displayed in the Tag Cross Reference pane can be exported in .csv file.

Data is organized in the exported file according to how it was grouped in the pane.

Grouped by File format
Location RESOURCE, RESOURCE DESC, WIDGET-ID, ATTRIBUTE, TAG
Tag TAG, RESOURCE, RESOURCE DESC, WIDGET-ID, ATTRIBUTE

0 Note: The separators used in export operation depends on regional settings of your computer.

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 1 23



Updating data in the Tag Cross Reference pane

124 LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



12 System Variables (Attach To)

Path: Source> Attach to

System variables are special tags containing information about the HMI runtime.

Note: System Variables are available also as a standard protocol in the Protocol Editor. Use System Variables
o as a protocol when you have to transfer data between system variables and tags from devices, or to select
custom refresh rate for a system variable.

( fieldlvalue e )
Source: ) Tag () Alias @ System () Widget () Recipe
IP- Search |
» Alarms
» Buzzer

> Communication

> Daylight Saving Time
» Device

> Dump Information
> FTP

» Keypad

» Network

> PLC

* Printing

» Remote Client

» Screen

> 5D Card

> Server

> Time

»  USB Drive

> User Management
» Version

@ Read Only () ReadfWrite () Write Only Array index o : 1"’

Scaling

Bit/Byte Indexing

Color Palette
oK Apply
Alarms Variables ... 127
Buzzer variables .. ... 127
Communication variables ... . .. i 128
Daylight Saving Time variables ... .. 128
Device variables . 129
Dump information variables ... . 130
FTP client variables ... ... 131
Keypad Variables .. L 131
Network variables ... .. e 132
Printing variables . il 132
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Remote Client variables . ... ... .. . 133
Version variables .. 134
Screen variables ... ... 134
SD card variables ... 134
Server variables ... 135
Time Variables ... 135
Touch screen variables ... i 136
USB drive variables ... .. . .. . 137
User management variables ... ... . L 137
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12 System Variables (Attach To)

Alarms variables

Number of alarms of the requested type.

Data
Variable Description
P type
Alarm not acknowledged True when alarms unacknowledged is pending boolean
(Not Triggered Not Acknowledged<>0) OR (Triggered Not read
Acknowledged<>0) only
Alarm triggered True when at least one alarm is triggered boolean
(Triggered Acknowledged<>0) OR (Triggered <>0) OR (Triggered Not | read
Acknowledged<>0) only
Number of missed alarm events Alarms exceeding the event queue. Queue length is defined in the int
engineconfig.xml file.
9 I read
only
Number of not triggered Alarm condition no longer active; alarms already acknowledged int
acknowledged
read
only
Number of not triggered not Alarma condition no longer active; awaiting acknowledgment int
acknowledged
read
only
Number of triggered Alarm condition active; alarms already acknowledged int
acknowledged
read
only
Number of triggered alarms Alarm active: aknowledgement not required int
read
only
Number of triggered not Alarm condition active; awaiting acknowledgment int
acknowledged
read
only

0 Note: For compatibility reasons, the older names are still valid but they usage is deprecated.

Buzzer variables

Adjust buzzer behavior.
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Communication variables

Data
Variable Description
P type
Buzzer 0 = disabled int
Setup 1 = enabled (buzzer sounds as audible on any touchscreen event)
2 = buzzer status controlled by Buzzer Control system variable or by Buzzer on Touch
property inside the "Project properties" on page 73
Buzzer on touchscreen (Setup=1) is not available on Linux platforms. See
I "Buzzer on Touch" property in alternative.
Buzzer 0 = buzzer off int
Control 1 =buzzeron
2 = buzzer blink
Buzzer Off | Duration in milliseconds of off time when blink has been selected. Default = 1000. Range: 100— int
Time 5000.
Buzzer On | Duration in milliseconds of on time when blink has been selected. Default = 1000. Range: 100— int
Time 5000.
Communication variables
Communication status between HMI device and controllers.
Data
Variable Description
P type
Protocol Summarize the status of the communication protocols. int
Communication i ) ,
Status 0 = No protocol running, protocol drivers might not have been properly downloaded to the | Read
HMI device. only
1 = Protocols loaded and started, no communication error.
2 = At least one communication protocol is reporting an error.
Protocol Error Communication error with error source. ASCII
Message . - string
For example: "[xxxx]" where "xxxx" is the protocol abbreviation, the error source.
Read
Multiple acronyms appear in case of multiple error sources. Blank when no errors are only
reported.
Protocol Error Number of communication errors occurred since last reset. Reset value with Reset int
Count Protocol Error Count action, see "System actions" on page 192. Read
only

Daylight Saving Time variables

Information on the system clock. The variables contain information on the "local" time. Standard Time (solar time) and Day
Light Saving time (DST) are available.
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12 System Variables (Attach To)

0 Note: All variables are read only; you cannot use them to update the system clock.

Variable

Description

Standard Offset

minutes).

Offset in minutes when standard time is set, with respect to GMT (for example: -8x60 = -480

Standard Week

Week in which the standard time starts (for example: First = 1).

Standard Month

Month in which the standard time starts. Range: 0-11. (for example: November = 10).

Standard Day

Day of week in which the standard time starts (for example: Sunday = 0).

Standard Hour

Hour in which the standard time starts (for example: 02 = 2).

Standard Minute in which the standard time starts (for example: 00 = 0).
Minute

DST Offset Offset in minutes when DLS time is set, with respect to GMT
DST Week Week in which the DLS time starts

DST Month Month in which the DLS time starts. Range: 0—11.

DST Day Day of week in which the DLS time starts

DST Hour Hour in which the DLS time starts

DST Minute Minute in which the DLS time starts

Device variables

Device settings and operating status information.

Variable Description Data type
Available Free available RAM memory in bytes. uint64
System donl
Memory read only
Backlight Activation time in hours of the display backlight since production of the device. unsignedint
Time
read only

Display Returns and adjusts brightness level. int
Brightness L . . .

Even when set to 0, the backlight is still on and the Backlight Time counter increases.

Range: 0-255
External Non-operational time after which the display backlight is automatically turned off. The int
Timeout backlight is automatically turned on when the user touches the screen.
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Dump information variables

Variable Description Data type
0= Switch backlight on (switch display on)
1..n= Timeout, in seconds, for switch off backlight (screen saver timer)

The timeout value is rounded to multiples of one minute (60,
0 120, 180, etc,).

Find the platform of your device at "HMI devices capabilities" on page 541

Flash Free Free space left in internal Flash memory. uint64
Space

read only
Manufacturer | Internal code that identify the HMI type unsignedint
Code

read only
System Font | List of system fonts string
List

read only
System Mode | Runtime operation status. int

1 = booting

2 = configuration mode
3 = operating mode
4 = restart

5 = shutdown

System Time the system has been powered since production of the unit (hours). unsignedint

UpTime
read only

Dump information variables

Status of the copy process to external drives (USB or SD Card) for trend and event buffers.

Variable Description Data type
Dump Error Message Return error message if any error occurs during the dump operation string

read only
Dump Archive Status 0 = initial default state int

1 = operation triggered

2 = operation complete successfully read only
3 = operation completed with errors
Dump Recipe Status 0 = initial default state int
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12 System Variables (Attach To)

Variable Description Data type
1 = operation triggered read only
2 = operation complete successfully
3 = operation completed with errors
Dump Trend Status 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Reset Recipe Status 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Restore Recipe Status 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
FTP client variables
The FTP client variables are updated when the FTP actions are used.
Variable Description Data type
FTP Current Command Last FTP command string
read only
FTP Error Message Last FTP error message string
read only
FTP Progress Download/upload progress (0/100%) short
read only
FTP Status Status of last FTP command: short
« O=idle read only
« 1=active
e 2=done
« 3=error

Keypad variables

Keypad status.
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Network variables

Variable ‘ Description Data type
Is keypad open 0 = no keypad open int
1 = keypad open read only

Network variables

Device network parameters.

Data
Variable Description
P type
Adapters This is a JSON string that can be use to read or update the network adapters parameters string
Parameters
Gateway Gateway address of the main Ethemnet interface of device string
read
only
IP Address IP address of the main Ethernet interface of device string
read
only
Mac ID MAC ID of the main Ethernet interface of device string
read
only
Status Contains the result of the last operation required by writing inside the Adapter Parameters. | string
It is updated after each write operation.
read
« Empty string is meaning no errors only
« Last error descriptions
Subnet Mask Subnet Mask of the main Ethernet interface of device string
read
only

Printing variables

Information on printing functions.
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12 System Variables (Attach To)

Data
Variable Description
P type
Completion Percentage of completion of current print job. read only
ercentage
P 9 Range: 0-100
Current disk usage Folder size in bytes where PDF reports are stored. read only
If Flash has been selected as Spool media type, this value corresponds to
reportspool.
Current job Name of the report the job is processing. Current job is the following: read only
« [report name] for a Graphic Report
« [firstline of text] for a Text Report
Current RAM usage Size in bytes of the RAM used to process the current job read only
Disk quota Maximum size in bytes of the folder where PDF reports are stored read only
Graphic job queue Number of available graphic jobs in the printing queue read only
size
Last error message Description of the last returned error string
read only
RAM quota Maximum size in bytes of the RAM used to generate reports read only
Status Printing system status. string
Values: read only
o idle
. error
- paused
o printing
Text job queue size Number of available text jobs in the printing queue read only
Remote Client variables
On remote clients, the below system variable can be used to know if the server (HMI device) is reachable.
Variable Description Data type
Connection status 0 = client can not reach the server client. The connection | int (32 bit)
with serveris lost.
read only

1 = client can reach the server. The connection with
server is active.

O

This is only a client side variable. On LRH SW
HMI Runtime it will be always 0.
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Version variables

The following system variables are associated to the transferring files to a remote HMI device.

Variable Description Data type
Download from HMI error message Error description ASCII string
read only
Download from HMI percentage Download progress (0—100) read only
Download from HMI status 0 = idle, action is not in use or completed int (32 bit)
1= file download in progress read only
2 = error
Upload to HMI error message Error description ASCII string
read only
Upload to HMI percentage Upload progress (0—100) read only
Upload to HMI status 0 = idle, action is not in use or completed int (32 bit)
1= file upload in progress read only
2 = error
Version variables
Operating System and runtime version.
Variable Description Data type
Main OS Version Version of Main OS. string
Runtime Version Version of runtime. string

Screen variables

Screen status.

Variable

Description

Time remaining to unlock | Time remaining to unlock screen (see LockScreen action, "Page actions" on page 180)

X Screen resolution

Display horizontal screen size in pixel

Y Screen resolution

SD card variables

Information on the external SD card.

134

Display vertical screen size in pixel
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12 System Variables (Attach To)

Variable Description Data type
SD Card FreeSpace Available space on card in bytes uinté4
read only
SD Card Name Name of SD card string
read only
SD Card Size Size in bytes of the card plugged in the slot uint64
read only
SD Card Status 0= SD card unplugged int
1 =SD card plugged read only
Server variables
Server status.
0 Important: All variables refer to server, not to LRH SW Client.
Variable Description g:t:
Current page Name of current page string
Current project Name of current project string
Operating mode | Seconds elapsed since device started operating mode as in System Date format uint64
time (milliseconds).
Project load time | Date when the project was loaded on the LRH SW HMI Runtime as in System Date uint64
format (milliseconds).
Time variables
System time expressed in UTC format.
Variable Description Data type
Day Of Month Range: 1-31 int
Day of Week Range: 0 = Sunday, .. , 6 = Saturday int
Hour Range: 0-23 int
Minute Range: 0-59 int
Month Range: 1-12 int

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 1 3 5



Touch screen variables

Variable Description Data type
Second Range: 0-59 int

System Time The same as UTC time. It can also be set as date/time for this variable. unsignedint
Year Current Year int

Touch screen variables

Cursor status and position on the touchscreen. These are properties of the active page and can be selected in the Widget

section.

| fieldlvalue

Saurce:

() Tag () Alias () System @ Widget () Redpe

|2~ Search |

v

Variable

+ _AlarmsMagr
» _EventMgr
+ _MultiLangMgr
+ labell
4 Pagel
Background
4 Touch

Page Touch X
Page Touch Y
Screen Touch X
Screen Touch Y
Touch Pressed
Touch Status

Note: Page size can be different than HMI device display size.

Description

Java Script

Page
Touch
X

Page
Touch
Y

Cursor position related to page

page.primary Touch.x

page.primaryTouch.y

Screen
Touch
X

Screen
Touch
Y

Cursor position related touchscreen

page.primaryTouch.screenX

page.primaryTouch.screenY
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12 System Variables (Attach To)

Variable | Description Java Script
Touch 0 = screen not pressed page.primary Touch.pressed
Press

1 = screen pressed
Touch Generic touch screen changes. This variable contains the concatenation of page.primary TouchStatus
Status Screen Touch X, Screen Touch Y and Touch Press values (for example,

“924,129,0”).

The main usage of this variable is to trigger an event, using the OnDataUpdate
feature, when something (x, y or click) is changed.

USB drive variables

Information on the external USB drive connected to the device.

Variable Description Data type
USB Drive free space Available space in bytes uint64
read only
USB Drive Name Name of USB device string
read only
USB Drive Size Size in bytes of the device plugged in the USB port uint64
read only
USB Drive Status 0= USB Drive unplugged int
1 =USB Drive plugged
Pugg read only
User management variables
Information on users and groups.
Data
Variable Description
: type
This Client User- Name of the user logged to the client where the system variable is displayed. string
Name
read
only
This Client Group- | Group of currently logged user string
Name
read
only
This Client ID Only for LRH SW Clients. Local and remote clients connected to the same server (for short
example, runtime) get a unique ID.
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User management variables

Data
Variable Description
P type
read
only
No Of Remote- Number of LRH SW Clients connected to the server short
Clients Alive
read
only
JavaScript

From JavaScript, the variables can be accessed as properties of the _SysPropMgr object.

Example:

var sysVar = project.getWidget( " SysPropMgr" );

var UserName = sysVar.getProperty("This Client User-Name") ;

var UserGroup = sysVar.getProperty("This Client Group-Name") ;

var clientId = sysVar.getProperty ("This Client ID");

var numClients = sysVar.getProperty("No Of Remote-Clients Alive");
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13 System Variables (Protocol)

System Variables communication driver allows to create Tags that point to system information.

System Variables communication driver is not counted as physical protocol.
0 Refer to Table of functions and limits from main manual in "Number of physical protocols" line.

Protocol Editor Settings ... ...,
Tag IMP Ot il
Default variables ... ... e
Retentive Memory variables .. ...
Services variables ... . .

PLCMOO variables ...
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Protocol Editor Settings

Protocol Editor Settings

Adding a protocol
To configure the protocol:

1. In Config node double-click Protocols.
2. Toaddadriver, click +: a new line is added.
3. Select the protocol from the PLC list.

The protocol configuration dialog is displayed.

From PLC Model list select the specific System Variables type.

Protocols ]
r-AvE
FLE | Corfiguration
| ¥ |System Variables:prot 1 CfgWer=1 model=Default

Tag Import
Select the driver in Tag Editor and click on the Import Tags button to start the importer.

Tags x
+ >] 4B

Data * Tag URI

The system will require a generic XML file exported from Tag Editor by appropriate button.

Tags x
+ = & @ 1 [ 4

Data ag LRI

Once the importer has been selected, locate the symbol file and click Open.

The tags available within the Dictionary but not imported into the project are gray and are visible only when the "Show all

tags" check box is selected.
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13 System Variables (Protocol)

- Tags X Protocals

= = i T 3] [» % B 2] R [P~ search | Triter by: Data - | Itemsused:6/10000 Protocol: Show all Show all tags |
Data Type Comment # | | Property Value
Madbus TCP:protl . ~ Driver
a
Model: Modicon Modbus(1-based) Container Model Modicon Modbus(1-based)
Holding Registers 1 unsignedShart .
Holding Registers 2 unsignedShort - .Prubucul Modbus TCP:prot1
Holding Registers 3 unsignedShort Dictionary
Array false
Array size 1]
MRTUS wesgnedshort Arrayindex. Subindex 400003
Comment
Data type unsignedShort
Toolbar item Description
29 Import Tag(s).

Select tags to be imported and click on this icon to add tags

from tag dictionary to the project

R

Update Tag(s).

Click on this icon to update the tags in the project, due a new

dictionary import.

Check this box to import all sub-elements of a tag.

Example of both checked and unchecked result:

7 e x 7 g x
+ =3 @ 31 I % 23 & =3 @ 1 D % 2 & B
Data Type con |Data Type con
CODESYS V3 ETHiprot2 CODESYS V3 ETHiprot2
“ Modek: CODESYS 3 Container “ Mok CODESYS 3 Container
4 Appiication Container 4 Appication Container
4 PLC_PRG Container 4 PLC_PRG Container
4 testhmayTag Array[11] : INT 4 TestamayTag Array[11] : INT
] 0] INT
9] NT
@ T
€l INT
5] T
[5 T
[6] INT
o NT
(8] INT
[s] NT
[10] INT
Tagt DINT Tagt DINT
Togz DINT T2 DINT
Tag3 DINT Tag3 DINT

P~ search

Default variables

System Variables - Default protocol allows to create Tags that point to HMI system variables regarding:

Searches tags in the dictionary basing on filter combo-box

item selected.
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Default variables

Alarms

Buzzer
Communication
Database

Daylight Saving Time
Device

Dump information
Network

Screen

SD Card

Server

Time

USB Drive

Version

Virtual Com Switch

Protocol Editor Settings

From PLC Model list of Protocol Editor dialog, select Default.

Protocols = ]

+— AV
PLE | Corfiguration
| ¥ |System Variables:prot 1 CfgVer=1 model=Default

Tag Editor Settings

Path: ProjectView> Config > double-click Tags

. Toadd atag, click +: anew line is added.

2. Select System Variables from the Driver list: tag definition dialog is displayed.

-

Systemn Variables

=2

System Yariables
Memory Type Offset
System Time - W] a
Data Type Conversion
uinta4 - 0 +-

[ Ok ] [ Cancel

Apply
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13 System Variables (Protocol)

Element

Description

Memory Type

Represents the system variable to which the Tag refers to.

The below section shows the full list of possible system variables, grouped by category.

Alarms Variables

Variable Name Description Data Type
Alarm not True when alarms unacknowledged is pending boolean
acknowledged
9 (Not Triggered Not Acknowledged<>0) OR read only
(Triggered Not Acknowledged<>0)

Alarm triggered True when at least one alarm is triggered boolean
(Triggered Acknowledged<>0) OR (Triggered read only
<>0) OR (Triggered Not Acknowledged<>0)

Number of missed Alarms exceeding the event queue. Queue int

alarm events length is defined in the engineconfig.xmil file.

read only

Number of not Alarm condition no longer active; alarms already | int

triggered acknowledged donl

acknowledged read only

Number of not Alarm condition no longer active; awaiting int

triggered not acknowledgment donl

acknowledged read only

Number of triggered | Alarm condition active; alarms already int

acknowledged acknowledged

read only
Number of triggered | Alarm active: acknowledgment not required int
alarms

read only
Number of triggered | Alarm condition active; awaiting int
not acknowledged acknowledgment

read only
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Default variables

Element

Description

Buzzer Variables

Variable Name Description Data Type

Buzzer Setup 0 = disabled int

1 = enabled (buzzer sounds as audible on any
touchscreen event)

2 = buzzer status controlled by Buzzer Control
system variable or by Buzzer on Touch property
inside the "Project properties" of main manual

Buzzer on touchscreen (Setup=1)

_1_ is not available on Linux
platforms. See "Buzzer on Touch"
property in alternative.

Buzzer Control 0 = buzzer off int
1 = buzzeron

2 = buzzer blink

Buzzer Off Time Duration in milliseconds of off time when blink int
has been selected. Default = 1000. Range:
100-5000

Buzzer On Time Duration in milliseconds of on time when blink int
has been selected. Default = 1000. Range:
100-5000
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13 System Variables (Protocol)

Element

Description

Communication Variables

Variable Name Description Data Type
Protocol Summarize the status of the communication int
Communication protocols.
Status read only
0 = No protocol running, protocol drivers might
not have been properly downloaded to the HMI
device
1 = Protocols loaded and started, no
communication error
2 = At least one communication protocol is
reporting an error
Protocol Error Communication error with error source. string
Message .
For example: "[xxxx]" where "xxxx" is the read only
protocol abbreviation, the error source.
Multiple acronyms appear in case of multiple
error sources. Blank when no errors are
reported.
Protocol Error Count | Number of communication errors occurred since | int
last reset. Reset value with Reset Protocol donl
Error Count action, see "System actions" of read only
main manual
Database Variables
Variable Name Description Data Type
Database link error Last detected error description string
message
9 read only
Database link status 0 = Undefined (not yet initialized) int
1 = OnLine (ready) read only
2 = OffLine (not available)
3 = Transfer in progress
4 = Error
Database link error Errors counter. Increased after each error int
count
read only
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Default variables

Element Description

Daylight Saving Time Variables

Each database variable is an array where index select the database link
0 connection (Range 1-10)
Variables are updated only when any database connector action is executed

Variable Name Description Data Type
Standard Offset Offset in minutes when standard time is set, int
with respect to GMT (for example: -8x60 = -480 donl
minutes) read only
Standard Week Week in which the standard time starts (for int
example: First = 1)
read only
Standard Month Month in which the standard time starts. Range: | int
0-11. (for example: November = 10)
read only
Standard Day Day of week in which the standard time starts int
(for example: Sunday = 0)
read only
Standard Hour Hour in which the standard time starts (for int
example: 02 = 2)
read only
Standard Minute Minute in which the standard time starts (for int
example: 00 = 0)
read only
DST Offset Offset in minutes when DLS time is set, with int
respect to GMT
read only
DST Week Week in which the DLS time starts int
read only
DST Month Month in which the DLS time starts. Range: 0— | int
11
read only
DST Day Day of week in which the DLS time starts int
read only
DST Hour Hour in which the DLS time starts int
read only
DST Minute Minute in which the DLS time starts int
read only
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13 System Variables (Protocol)

Element Description

Device Variables

o All variables are read only: they cannot be used to update the system clock.

backlight is automatically turned off. The
backlight is automatically turned on when the
user touches the screen

-1 = Switch off backlight and disable touch
(switch display off). Backlight Time counter is
stopped.

0 requires BSP v1.0.324 or higher.

-2 = Switch off backlight but not disable touch. If
touch is pressed, event is not passed to
applications but screen saver exit and backlight
return on.

0 Requires BSP v1.0.324 or higher.

0 = Switch backlight on (switch display on)

1..n = Timeout, in seconds, for switch off

Variable Name Description Data Type
Available System Free available RAM memory in bytes uint64
Memory
read only
Backlight Time Activation time in hours of the display backlight | unsignedint
since production of the device
read only
Battery LED Enables/disables the low battery LED indicator | int
(when available)
0 = disabled
1= enabled
Not available on Linux platforms (find
0 the platform of your device at "HMI
devices capabilities" on page 541)
External Timeout Non-operational time after which the display int
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Element

Description

Device Variables

Variable Name

Description

Data Type

backlight (screen saver timer)

o The timeout value is rounded to

multiples of one minute (60, 120, 180,

etc,).

Find the platform of your device at "HMI devices

capabilities" on page 541

Flash Free Space

Free space left in internal Flash memory

uint64

read only

Manufacturer Code

Code number that identifies the HMI

short

read only

System RAM Usage

Current RAM memory used from HMI,
expressed in byte

uint64

read only

System Font List

List of system fonts

string

read only

System Mode

Runtime operation status
1 = booting

2 = configuration mode

3 = operating mode

4 = restart

5 = shutdown

int

System UpTime

Time the system has been powered since
production of the unit (hours)

unsignedInt

read only
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Element

Description

Dump information Variables

Variable Name Description Data Type
Dump Error Message | Return error message if any error occurs during | string
the dump operation
read only
Dump Archive Status | 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Dump Recipe Status | 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Dump Trend Status 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Reset Recipe Status 0 = initial default state int
1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Restore Recipe 0 = initial default state int
Status 1 = operation triggered donl
2 = operation complete successfully read only
3 = operation completed with errors
Network Variables0
Variable Name Description Data Type
Gateway Gateway address of the main Ethernet interface | string
of HMI
read only
IP Address IP address of the main Ethernet interface of string
HMI
read only
Mac ID MAC ID of the main Ethernet interface of HMI string
read only
Network Adapter JSON string that can be use to read or update string
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Element

Description

Network Variables0

Variable Name Description Data Type
Parameters the network adapters parameters
Network Status Contains the result of the last operation required | string
by writing inside the Adapter Parameters. It is
updated after each write operation. read only
« Empty string is meaning no errors
« Last error descriptions
Subnet Mask Subnet Mask of the main Ethernet interface of string
AMI read only
Screen Variables
Variable Name Description Data Type
X Screen resolution Display horizontal screen size in pixel int
read only
Y Screen resolution Display vertical screen size in pixel int
read only
SD Card Variables
Variable Name Description Data Type
SD Card FreeSpace Available space on card in bytes uint64
read only
SD Card Name Name of SD card string
read only
SD Card Size Size in bytes of the card plugged in the slot uint64
read only
SD Card Status 0 = SD card unplugged int
1= SD card plugged read only
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Element Description

Server Variables

o System time expressed in UTC format

Variable Name Description Data Type
Page name Name of current page string
read only
Current project Name of current project string
read only

Project load time Date when the project was loaded on the LRH uint64

SW HMI Runtime as in System Date format

(milliseconds) read only
Last operating mode | Seconds elapsed since device started operating | uint64
start time mode read only
0 All variables refer to server, not to LRH SW Client.
Time Variables
Variable Name Description Data Type
Day Of Month Range: 1-31 int
Day of Week Range: 0 = Sunday, .., 6 = Saturday int
Hour Range: 0-23 int
Minute Range: 0-59 int
Month Range: 1-12 int
Second Range: 0-59 int
System Time The same as UTC time. It can also be set as unsignedint

date/time for this variable
Year Current Year int
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Element

Description

USB Drive Variables

Variable Name Description Data Type
USB Drive FreeSpace | Available space in bytes uint64

read only
USB Drive Name Name of USB device string

read only
USB Drive Size Size in bytes of the device plugged inthe USB | uint64

port read only
USB Drive Status 0 = USB Drive unplugged int
1= USB Drive plugged read only

Version Variables
Variable Name Description Data Type
Main OS version Version of Main OS string

read only
Runtime version Version of Runtime string

read only
Project name Project name string

read only
Project version Project version string
Project GUID Project GUID (unique identifier) string

read only
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Element Description
Virtual Com Switch Variables
Variable Name Description Data Type
VCS status Provides status of VCS service. unsignedByte
0 = Service enabled read only
1 = Client connected in interleaved mode
2 = Client connected in exclusive mode
3 = Service disabled (default)
VCS disable Provides manual override of VCS service. boolean
0 =VCS service enabled
1=VCS service disabled (default)
VCS port Provides current listening TCP port on unsignedShort
HMI by VCS service
Data Type Each system variable has a specific data type, described in above tables.

The following table shows the details of any data type used for system variables.

Data Type Memory Space Limits

short 16-bit data -32768 ... 32767

int 32-bit data -2.1€9... 2.1e9
unsignedByte 8-bit data 0...255
unsignedShort 16-bit data 0...65535
unsignedint 32-bit data 0...4.2e9

uint64 64-bit data 0...1.8e19

string Array of elements containing character code defined by

selected encoding
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Element

Description

Arraysize

In case of string Tag, this property represents the maximum number of bytes available in
the string Tag.

Note: number of bytes corresponds to number of string chars if Encoding property is set to
UTF-8 or Latin1 in Tag Editor.

If Encoding property is set to UCS-2BE, UCS-2LE, UTF-16BE or UTF-16LE one char
requires 2 bytes.

Conversion

154

Conversion to be applied to the tag.

Conversion ‘ ‘ ‘
inv,swap2 Allowed Configured
BCD Inv bits
AB->BA = |ABCD->CDAB
ABCD->CDAB -
ABCDEFGH-=GHEFCDAE
Inw bits LS
o
| Cancel | [ K, ]

Depending on data type selected, the list Allowed shows one or more conversion types.

Value Description
Inv bits inv: Invert all the bits of the tag.
Example:

1001 — 0110 (in binary format)
9 — 6 (in decimal format)

Negate neg: Set the opposite of tag value.

Example:
25.36 — -25.36

AB -> BA swapnibbles: Swap nibbles in a byte.

Example:
15D4 — 514D (in hexadecimal format)
5588 — 20813 (in decimal format)

ABCD -> swap2: Swap bytes in aword.

CDAB
Example:

9ACC — CCO9A (in hexadecimal format)
39628 — 52378 (in decimal format)

ABCDEFGH | swap4: Swap bytes in a double word.

>
Example:
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Element Description

Value Description

GHEFCDAB | 32FCFF54 — 54FFFC32 (in hexadecimal format)
855441236 — 1426062386 (in decimal format)

ABC...NOP | swap8: Swap bytes in a long word.

>

OPM...DAB | Example: o
142.366 — -893553517.588905 (in decimal format)
010000000110
000111001011101101100100010110100001110010101100000
1
N
110000011100
101010100001010001011011011011001011011000010011110
1
(in binary format)

BCD bed: Separate byte in two nibbles, read them as decimal (from 0

Configured).

to9)

Example:

23 — 17 (in decimal format)
00010111=23

0001 = 1 (first nibble)

0111 =7 (second nibble)

Select conversion and click +. The selected item will be added to list Configured.

If more conversions are configured, they will be applied in order (from top to bottom of list

Use the arrow buttons to order the configured conversions.

Retentive Memory variables

System Variables - Retentive Memory protocol allows to create Tags that point to a memory area whose content is

maintained when HMI is powered off.

The physical support for retentive memory is based on FRAM technology.

Important: Not all HMI devices include FRAM memory. If FRAM memory is not available, persistency
0 is supported using user memory storage (Flash or hard disk drive). Flash technology has a limitation

in the maximum number of write operations. The use of Flash as storage media for retentive memory

with frequent write operations may damage the memory components. Check HMI device data for

availability of FRAM memory.

0 Important: Retentive memory is 16 KB flat memory area organized in bytes and accessible through an

offset. Refer to schema below.
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Retentive Memory variables

BYTE
0
1
2
------------- -:----———----————1'
Tag Name: Tagl Tag Mame: Tag2 I
Data Type: boolean------9 3 Data Type: byte :
Offset: 3 Offset: 3 Tag Mame: Tag3
SubIndex:4 | N __ J Data Type: short
Offzet: 3
I
4 i Tag Name: Tag4
: Data Type: int
""""""""""""""" Offset: 3
5
6
7

Recipe data is saved in flash memory while retentive data is saved in a FRAM. Flash memory is not suitable for

o Retentive memory vs. recipes storage

a high number of write operations, while FRAM supports a virtually unlimited number of write operations and
should be preferred when frequent write operations are required.

Protocol Editor Settings

From PLC Model list of Protocol Editor dialog, select Retentive Memory.

Protocols x ]

+=Avi&

FLE

Corfiguration

System Varables:praot 1

[~

CfgVer=1 model=RETENTIVE_MEM

Tag Editor Settings

Path: ProjectView> Config > double-click Tags
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3 System Variables (Protocol)

1. Toaddatag, click +: anew line is added.

2. Select System Variables from the Driver list: tag definition dialog is displayed.

-

System Variables

S

System Variables

Memory Type Offset

Retentive Memory - 0 0

Data Type Conversion
unsignedByte - 0 +_‘f.
(]9 ] | Cancel Apply T

Element Description

Memory Type | Fixed to Retentive Memory

Offset Offset address where tag is located. Range: 0-16383

Sublndex This parameter allows resource offset selection based on selected Data Type

Data Type Data Type Memory Space Limits
boolean 1-bit data 0..1
byte 8-bit data -128 ... 127
short 16-bit data -32768 ... 32767
int 32-bit data -2.1€9... 2.1e9
int64 64-bit data -9.2e18...9.2e18
unsignedByte 8-bit data 0...255
unsignedShort 16-bit data 0...65535
unsignedint 32-bit data 0...4.2e9
uint64 64-bit data 0...1.8e19
float IEEE single-precision 32-bit floating 1.17e-38 ... 3.4e38

point type
double IEEE double-precision 64-bit floating 2.2e-308 ... 1.79e308
point type
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Retentive Memory variables

Element Description
Data Type Memory Space Limits
string Array of elements containing character code defined by selected
encoding
binary Arbitrary binary data
Note: to define arrays. select one of Data Type format followed by square brackets like “byte
9 [17, “short[]"...
Arraysize « Incase of array tag, this property represents the number of array elements.
« Incase of string tag, this property represents the maximum number of bytes available in the
string tag.
Note: number of bytes corresponds to number of string characters if Encoding property is set to UTF-8
or Latin1 in Tag Editor.
If Encoding property is set to UCS-2BE, UCS-2LE, UTF-16BE or UTF-16LE one character requires 2
bytes.
Conversion Conversion to be applied to the tag.

158

Conversion ‘ ‘ ‘
inv,swap2 Allowed Configured
BCD Inv bits
AB->BA =+ |aBcD-»coaB
ABCD-=CDAB —
ABCDEFGH-=GHEFCDAE
Inv bits -~
L
| Cancel | [ (o4 ]

Depending on data type selected, the list Allowed shows one or more conversion types.

Value Description
Inv bits inv: Invert all the bits of the tag.
Example:

1001 — 0110 (in binary format)
9 — 6 (in decimal format)

Negate neg: Set the opposite of tag value.
Example:
25.36 — -25.36

AB -> BA swapnibbles: Swap nibbles in a byte.
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Element Description

Value

Description

Example:
15D4 — 514D (in hexadecimal format)
5588 — 20813 (in decimal format)

ABCD -> CDAB

swap2: Swap bytes in a word.

Example:
9ACC — CC9A (in hexadecimal format)
39628 — 52378 (in decimal format)

ABCDEFGH ->
GHEFCDAB

swap4: Swap bytes in a double word.

Example:
32FCFF54 — 54FFFC32 (in hexadecimal format)
855441236 — 1426062386 (in decimal format)

ABC...NOP ->
OPM...DAB

swap8: Swap bytes in along word.

Example:

142.366 — -893553517.588905 (in decimal format)
010000000110
0001110010111011011001000101101000011100101011000001
110000011100
1010101000010100010110110110110010110110000100111101
(in binary format)

BCD

Cleaning Retentive Memory

bcd: Separate byte in two nibbles, read them as decimal (from 0
to9)

Example:

23 — 17 (in decimal format)
0001 0111=23

0001 = 1 (first nibble)

0111 =7 (second nibble)

Select conversion and click +. The selected item will be added to list Configured.

Use the arrow buttons to order the configured conversions.

Use the ClearRetentiveMemory action to clear the content of the retentive memory.

r'“ Tip: Use this action to set the memory content to a known status at any time.

See Actions > Tag Actions section of main manual for more details.
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Retentive Memory variables

JavaScript interface for this action is:
o project.clearRetentiveMemory ();

Preserving Retentive Memory at project download

When a project file is downloaded to an HMI, or when the active project is modified, the content of retentive memory is
usually deleted.

If is needed to preserve the content of retentive data at project download or update, select the Keep retentive data on
project update option in the settings tabs of the HMI device.

Settings
Settings | Password |
Context Menu Delay(s): [2 [« v ]
Show Busy Cursor: []
Use Keypads:
Keep retentive data on
Project update
oK . Cancel

This setting will be ignored if Delete runtime dynamic files option is selected from Download to Target window.

Download to Target ﬁ

Ready to download

2y . o .0 .1 Download ” Close ]
B Advanced

Download only changes
Binary format

Delete runtime dynamic files

Download Web Project
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Preserving Retentive Memory in Simulator

Simulator of LRH SW supports the retentive memory. To enable retentive memory during project simulation use the option
"Keep retentive data on project simulation" in context menu.

&% HMISimulator

| & Settings &lﬂ_hj
Settings Parts

Context Menu Delay(s): 2 =
Showe Mouse Painter;
Show Busy Cursar: |:|
Use Keypads:
Keep retentive data on
project simulation
OK ] [ Cancel

Services variables

Services variables give the possibility to read the status and delivering commands to VNC Server.

Protocol Editor Settings

Path: ProjectView> Protocols
1. Click + and select System Variables: the System Variables dialog is displayed.
2. Select Services from the PLCModels list.

Tag Editor Settings

Path: ProjectView> Config > double-click Tags

1. Toadd atag, click +: anew line is added.

2. Select System Variables from the Driver list: tag definition dialog is displayed.
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Services variables

System Variables

System Variables

Memory Type

Vnc Stop
Vnc State

Vnc Restart
bodlean ~] 0

e
Offset
i} O 0
Conversion
| v
Cancel Apply Help

VNC status variables are supported only from Linux devices with BSP version 1.0.344 or greater. (See "HMI devices

capabilities" on page 541)

Element Description Data type
VNC Start Write 1 inside this tag to force the VNC server to start. boolean
This is a write only variable, command will executed any time Write Only
o you rewrite it.
VNC Stop Write 1 inside this tag to force the VNC server to stop. boolean
This is a write only variable, command will executed any time Write Only
o you rewrite it.
VNC Restart Write 1 inside this tag to force the VNC server to restart. boolean
This is a write only variable, command will executed any time Write Only
o you rewrite it.
VNC State VNC server state int
0 IDLE Read Only
10 RUNNING
-1  ERROR

r Write Only Variables cannot be read. Be sure to not use the R/W access mode to avoid the read erroricon.

—

rﬂS‘Er‘t | | Start | Propertias o x
&1 &F &

R/W W - Button : BtnStd3
-l Value 0 ﬂ
- DataLink | VIC Start|W ]

162

Access Type

Click Type momentary

Autorepeat Disabled

Hold Time {ms) -1

Label al+
Fill Color B [120, 120, 120] al+
Show Frame

+ Events
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r.
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PLCMO09 variables

PLCMO09 variables

PLCMO9 device is a Wireless Modem with LED and digital I/O. The behavior of the related System Variables are depend on
how the module has been configured inside the System Settings (see "PLCMO09 Plug-in Wireless Modem" for additional

information)
Protocol Editor Settings

Path: ProjectView> Protocols

1. Click + and select System Variables: the System Variables dialog is displayed.

2. Select PLCMOQ9 from the PLCModels list.
Tag Editor Settings
Path: ProjectView> Config > double-click Tags

1. Toaddatag, click +: a new line is added.

2. Select System Variables from the Driver list: tag definition dialog is displayed.

Systemn Variables *
System Variables
Memory Type Offset
m | [ | 0 : 0
Inputl
Input2
Qutputl i Conversion
Output2
Ledl | +/-
Led2
Mehila S4art
Cancel Apply Help
Element Description Data type
Input1 Value of the Input signals boolean
Input2 Read only
Output1 Value of the output signals boolean
Output2 Output variables are read/write only when configured as "User controlled" | Read/Write
(see "PLCMOQO9 Plug-in Wireless Modem" for additional information). In the
other configurations, where output signals are controlled directly from the
PLCMO09 module, the system variables are read only.
Led1 Value of the LED status unsignedByte
Led2 « 0=0ff Read/Write
e« 1=0n
o 2=Blink
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Element Description Data type
LED variables are read/write only when configured as "User controlled”
(see "PLCMO09 Plug-in Wireless Modem" for additional information). In the
other configurations, where LED status are controlled directly from the
PLCMO09 module, the system variables are read only.
Mobile Start Write 1 inside this tag to force the wireless mode to start. boolean
This is a write only variable, command will executed any time Write Only
0 you rewrite it.
Mobile Stop Write 1 inside this tag to force the wireless mode to stop. boolean
This is a write only variable, command will executed any time Write Only
0 you rewrite it.
Mobile Restart Write 1 inside this tag to force the wireless mode to restart. boolean
This is a write only variable, command will executed any time Write Only
0 you rewrite it.
Mobile State Mobile connection state int
0 IDLE Read Only
1 STARTING
10 RUNNING

100 CONNECTING

200 CONNECTED

300 STOPPING

-1 GENERICERROR

-10 SYSTEMERROR

-100  MODEMNOTFOUND

-101  MODEMBUSY

-110 MODEMCOMM

-120  MODEMTIMEOUT

-130 MODEMERROR

-200 SIMMISSING
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PLCMO09 variables

Element Description Data type
-300 PINREQUIRED
-301 NEWPINREQUIRED
-310 PINERROR
-320 PUKREQUIRED
-330 PUKERROR
400 ROAMINGBLOCKED
-500 BADCREDENTIALS
Mobile Signal Mobile signal quality (0-100) byte
Value of the signal detected when the device is started Read Only
Mobile Operator Mobile operator name (e.g. 'Vodafone') string[8]
Read Only
Mobile Access Mobile access technology int
Technology N Read Only
0 GSM(2G)
2 UTRAN (2G)
3 GSMW/EGPRS (2G)
4 UTRAN W/HSDPA (3G)
5 UTRAN W/HSUPA (3G)
6 UTRAN W/HSDPA and HSUPA (3G)
Mobile Registration | Mobile registration status int
Status Read Only

-1 N/A

0 Not registered. Wireless Modem is not currently searching a
new operator to register.

1 Registered on home network.

2 Not registered. Wireless Modem is currently searching a new
operator to register.
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Element Description Data type

3 Registration denied.
4 Unknown

5 Registered on roaming

Mobile RX/TX Number or received/transmitted bytes unsignedint[2]
Read Only

Mobile Start Time When mobile connection was started (in seconds since epoch) unsignedint

(Sec) Read Only

r Write Only Variables cannot be read. Be sure to not use the R/W access mode to avoid the read error icon.

rﬂ Start | | Start | Properties Q x
&1 &8 &
R/W w - Keyboard Button : GroupWagt3.GroupWgt5.BtnKbd16
- Value 0 ﬂ
=l Datalink Mobile Start|W E
Access Tv@
Click Tvpe momenlgarv
Autorepeat Disabled
Hold Time (ms) -1
Label Start ﬂﬂ
Fil Color [ 192, 192, 192] a|+
+ Events

JavaScript (Mobile Connection State)

The mobile connection state can be retrieved even from the below JavaScript interface where the "protocolSysVar" is the
protocol instance code (e.g. "prot1", "prot2", etc.)

Mobile State = tagMgr.invokeProtocolCommand (protoSysVar,"get mobile state", ""); //
get modem status
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14 Actions

Actions are functions used to interact with the system and are normally executed when events are triggered.

Events can be triggered by various widgets, for example on press and on release of a button. Not all actions are available
for all the events of an object.

Actions are linked to widgets in the Event section of the Property pane (Page Editor).

Alarm aCtiONS e 170
Database aCtioNs . ... .. . .. 171
Event actions ... L 174
MultiLanguage aCtioNs . 174
Keyboard aCtioNs ... 175
Media Player aCtions ... L 177
FTP aCtioNS .. o 177
P age aC i ONS 180
Print @CtiONS . 185
ReCIPe aCtiONS .. L 187
Remote Client actions ... .. .. . . . 191
System aCtioNS il 192
Tag ACH ONS 203
Trend @CtiONS .. e 206
Text Editor actions ... ... . ... 210
User management actiONS ... L 210
Widget actions ... . 213
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Alarm actions

Alarm actions

Mainly used to acknowledge or reset alarms.
SelectAllAlarms
Selects all alarms.

Parameter Description

Mode TOGGLE
Reverses the select status.

Alarms that are not triggered or have no pending acknowledge or reset requests will never
o be selected.

SELECT
Selecting all alarms that are triggered or that have acknowledge or reset request pending

UNSELECT
Unselect all alarms

SelectAlarm
Select a specif alarm.

Parameter Description

AlarmID Alarm ID

Selection Flag TRUE
Select the alarm.

o Alarms that are not triggered or have no pending acknowledge or reset requests will not
selected.

FALSE
Unselect the alarm.

AckAlarm
Acknowlege a specific alarm or all selected alarms.
Parameter Description
AlarmiD Specific Alarm ID
SELECTED
All selected alarms

Acknowledges selected alarms.
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ResetAlarm

Resets a specific alarm or all selected alarms that are not triggered and acknowledged.

Parameter Description
AlarmiD Specific Alarm ID
SELECTED
All selected alarms

EnableAlarms

Enable or disable a specific alarm or all selected alarms.

Disabled alarms will not generate alarm events.

Parameter Description
AlarmiD Specific Alarm ID
SELECTED

All selected alarms

Selection Flag TRUE
Enable the alarm(s).

FALSE
Disable the alarm(s).

Database actions

DBInit

Important: This action is used only once on an empty database. It is not an initialization command to
0 be called any time the HMI device starts.

Creates the set of tables required by the project. You do not need to use this action if the database already contains the
necessary tables.

Action Properties

- DBInit
Link MNarme myRemoteDB
Custom SQL query

Link Name
Database link name

Use Custom SQL query parameter to define the pages to be created. Leave empty to generate default table names
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Database actions

r Tip: Add this command inside a SetUp page of your project, used by authorized personal only when installing the

. application for the first time.

JavaScript Interface

project.dbInit (dbLinkName, sglCustomQuery) ;

B d :

FILE HOME CREATE EXTERNAL DATA DATABASE TOOLS ADD-INS
b/‘ rX\ Cut Y ?l Ascending T Selection ~ ’7 1= [
= E@ Co El Descendin T Advanced - Hs
View Paste p}l’ Filter = Refresh =

- Format Painter Remove Sort Toggle Filter All - Xt
Views Clipboard [F] : Sort & Filter

ta
Tables 9 « || 3 too
tagname ~ | tagvalue -~ ClicktoAdd -~
B3 Events
Alarml o

B Recipes SystemTime 1412347792

3 tags Tag01 55

B3 Trends Tag02 200

*

DBWriteTags, DBReadTags

Transfer the values of the selected tags to/from the remote database.

Action Properties Action Properties
-| DBWriteTags - DBReadTags
Link Name myRemoteDB Link Name myRemoteDB
Custom SQL query Custom 5QL query
Tag names Tag01;Tagl2 Tag names Tagll;Tag02
Link Name Link Name

Database link name Database link name

JavaScript Interface

project.dbWriteTags (dbLinkName, sglCustomQuery, Tags);

project.dbReadTags (dbLinkName, sglCustomQuery, Tags);

DBWriteGroups, DBReadGroups

Transfer groups of tags between the HMI device and the database.

Action Properties Artion Properties

- DBWriteGroups - DBReadGroups
Link Name myRemoteDB Link Name myRemoteDB
Custom SQL query Custom SQL query
Group names Groupl Group names Groupl

Link Name Link Name

Database link name Database link name
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JavaScript Interface

project.dbWriteGroups (dbLinkName, sglCustomQuery, Groups);

project.dbReadGroups (dbLinkName, sglCustomQuery, Groups) :;

DBWriteTrend

Inserts the values of the last data sampled in the selected range of time inside the Trends table of the remote database.

Action Properties

- DBWriteTrends
Link Mame myRemoteDB
Custom SQL query
Trend names Trend1
Duration 10 min

Link Name

Database link name

JavaScript Interface

project.dbWriteTrends (dbLinkName, sglCustomQuery, trendName, durationIndex)

DBWriteEvents
Inserts the values of the last events in the selected range of time inside the Events table of the remote database.
Ation Properties Action Properties
= DBWriteEvents - DBWriteEvents
Link Mame myRemoteDB Link Name myRemoteDB
Custom SQL query Custom SQL query
Buffer AlarmBufferl Buffer AuditTrail
Duration 1 hour Duration 1 hour
Buffer Buffer
Select Event buffer Select Event buffer

JavaScript Interface

project.dbWriteEvents (dbLinkName, sglCustomQuery, archiveName, durationIndex)

DBWriteRecipes, DBReadRecipes

Transfer the recipe data to/from the remote database.
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Event actions

Action Properties Action Properties
- DBWriteRecipes - DBReadRecipes
Link Mame myRemoteDB Link Name myRemoteDB
Custorn SQL query Custom 5QL query
Recipe names Recipel ﬂ Recipe names Recipel ﬂ
Recipe names Recipe names
Recipe names seperated by semicolon(;) Recipe names seperated by semicolon(;)

JavaScript Interface

project.dbWriteRecipes (dbLinkName, sglCustomQuery, recipeNames)

project.dbReadRecipes (dbLinkName, sglCustomQuery, recipeNames)

DBResetErrors

Reset all the three status variables of the selected database link. "Database variables" on page 1.

Action Properties
-I DBResetErrors
Link Name myRemoteDB

Link Name -
Database link name

JavaScript Interface

project.dbResetErrors (dbLinkName)

Event actions

Used by Alarm History widget to scroll events/alarms backward/forward in table view (event buffer widget).

ScrollEventsBackward

Scrolls events/alarms backward in table view (event buffer widget).

ScrollEventsForward

Scrolls events/alarms forward in table view (event buffer widget).

MultiLanguage actions

Selects the application language.
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SetLanguage

Sets the language used. The selected language will be applied at runtime to all applicable widgets.

Keyboard actions

Changes the use of keypads.

SendKey
Sends one character to a numeric widget. The KeypadType property of the numeric widget must be set as Macro.
w  Properties o x
&H &
= -1 Field
= Value 100
i Hurnber Format Lt
[ ] ] Keypad Type Macro
100 - -
Max 4096
+ Events
+ Text
+ Frame
SendKeyWidget

Sends one character to a specific widget.
Example

The Up and Down buttons use the SendKeyWidget action in association with the Control List Widget.
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Keyboard actions

T Do perties

s
[=] o H
thI:IvELE‘Jv -

L A e s

1 x
(&8 &
- — = ButtonWgt
=== ClickType momentary
-
5l Value 0
Fill Color [ [230, 230, 250]
=l Events

-,
=

e

OnMousePress Action

e

OnMouseRelease Actit 1 Action

-

OnDatalUpdate Action

Configure

[+

m
[+

[+

Styles /
General /
Position /

p
Action List

ActionList == = A WV

/
/

i SendKeyWidget
Page Actions
- LoadPage
-- HomePage
- PrevPage
- MextPage
- LastVisitedPage
- ShowDialog
- CloseDialog
- ShowMessage
- LaunchApplication
- LaunchBrowser
M_ultiLang Actions

»  Macro Properties

= SendKeyWidget

E| widgetld

controlList1

keyCode

up

|

Action List

+ — AV

" SendKeywidget()

I[ Cancel ]

- SendKeyWidget
Page Actions
- LoadPage
- HomePage
- PrevPage
- Next Page
- | astVisitedPage
- ShowDialog
- CloseDialog
- ShowMessage
- LaunchApplication
- LaunchBrowser

+  Macro Properties

= SendKeyWidget

H widgetId field4

keyCode up

keyCode

Select the key to attach to

ShowKeyPad

Shows the default operating system touch keypad.

ok ||

Cancel

o Note: might not be supported by all operating systems.
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Keyboard

Enables/disables the use of actions when using external keyboards. Action execution can be enabled/disabled both at

project and at page level.

The effect is equivalent to the use of the property Keyboard for project and page.

Properties
& &F &7
—:]Page : Pagel
Id
Vidth
Height
Background
Template
Static Optimization
Static File Type
JavaScript Debug

R x

Pagel

800

480

| [255, 255 +|
none

true

png

false

ot JCTR—

Precache
+ EBvents

false

Media Player actions

Interact with the Media Player widget at runtime.

Action Description

PlayMedia Starts playing the video.
StopMedia Stops the video.

ReloadMedia Restarts video from the beginning.
PauseMedia Pauses the video.

BrowseMedia

FTP actions

Selects the video to play.

Used to upload and download files to and from a remote FTP server.

ftpGET

Download files from a remote FTP server
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FTP actions

Parameter Description
FtpConfig Configuring the FTP parameters
FtpRemoteFileName File name on the remote FTP server to download (source)
FtpLocalFileName File name on local HMI device (destination)
ftpPUT
Upload files to aremote FTP server
Parameter Description
FtpConfig Configuring the FTP parameters
FtpLocalFileName File name on local HMI device (source)
FtpRemoteFileName File name on the remote FTP server to download (Destination)

0 Filenames can contain wildcards.

When transferred, system variables are updated with the status of ongoing operations (see "FTP client variables" on
page 131for details).

FTP Server Configuration

To configure the FTP parameter, enter the following information for the FtpConfig setting:

Parameter Description

FTP Address FTP server IP Address

Server Port Port for FTP connection (default = 21).
Authentication Select the FTP authentication to use:

« Normal (Username and password required)
« Anonymous

User Name Username of the remote FTP account

Password Password of the remote FTP account

Click + to add more FTP servers configuration.

r" Tip: Use tags if you want change the server parameters dynamically from the LRH SW HMI Runtime.
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FTP JavaScript Interface
ftpConfig

ftpCONFIG (IPAddress, Port, Authentication, UserName, Password)

Set the FTP parameters to use on next FTP calls

Parameter Description

IPAddress FTP server IP Address.

Port Port for FTP connection (default = 21).
Authentication Select the FTP authentication to use:

« Normal (Usemame and password required)

« Anonymous

UserName Username of the remote FTP account
Password Password of the remote FTP account
ftpGET

ftpGET (remoteFileName, localFileName, [callback])

Download files from a remote FTP server

Parameter Description

remoteFileName File name on the remote FTP server to download (source)

localFileName File name on local HMI device (destination)

callback Function that will be call at the end of the FTP transfer
ftpPUT

ftpPUT (remoteFileName, localFileName, [callback])

Upload files to a remote FTP server

Parameter Description

remoteFileName File name on the remote FTP server to download (source)

localFileName File name on local HMI device (destination)

callback Function that will be call at the end of the FTP transfer
Example:

project.ftpCONFIG("192.168.0.200", "21", "true", "admin", "admin");
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Page actions

project.ftpGET ( "data.txt",
"\\USBMemory\\data.txt",
function (ftpStatus) {fnFtpGetFinished (ftpStatus);} ):;

function fnFtpGetFinished (ftpStatus) {
alert (ftpStatus) ;
}

Page actions

Page navigation. Page actions can be used with the following events:

o OnMouseClick,

« OnMouseRelease,
» OnMouseHold

o OnActivate

o OnDeactivate

o Alarms

» Schedulers.

LoadPage

Go to the selected page of the project.

Starting from LRH SW v4.0 in addition to the pages you can use the aliases (see "Alias pages" on page 69)

1 80 LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



14 Actions

Action List == == M W
#* LoadPage()

HomePage

Go to the home page.

You can set the home page in the Behavior section of the Project Widget, see "Project" on page 80

PrevPage

Go to the previous page.

NextPage

Go to the next page.

LastVisitedPage

Action

¢ i BrowseMedia
il

SendEmail
i FTP

Action Properties
-I LoadPage

rage7

Pages and Alias

|:| Show even pages that not are accessible from all categories

>

Pages Alias
Pagel Setup
| Setup_Web
=1 Paag Page7 k
Cana

Cancel

B

Go to the previously displayed page

ShowDialog

Opens a dialog page defined in the project.

CloseDialog

Close dialog pages.

9 Note: This action is applicable only to dialog pages.
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Page actions

Action
&H & Action Properties
- Page ~ - CloseDialog
- LoadPage Close Dizlog
- HomePage
 ProvPage fileMame ﬂ
- MextPage
- LastVistedPage =
- ShowDialog
- ShowMessage
- Launch Application
o | 21k Prrosear
CloseDialog options
Option Description
All Closes all open dialogs
Selected Closes only active dialog
DialogName Closes dialog specified as fileName property

JavaScript Interface

project.closeDialog(DialogID);

Where DialogID:
All Closes all open dialogs
Selected Closes only active dialog

DialogName.jmx or AliasName

Examples

Example

Closes dialog specified as fileName parameter

Behavior

project.closeDialog("All");

All open dialogs are closed

project.closeDialog("Selected");

The selected dialog is closed

project.closeDialog("Dialog1.jmx");

All instances of Dialog1 are closed

The function project.closeDialog(); without parameter works as project.closeDialog("Selected");.

ShowMessage

Displays a popup message. Enter the text of the message to be displayed.

LaunchApplication

Launches an external application.
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Parameter Description

App Name Executable name with extension (for example, "notepad.exe” to run Notepad)
Path Application path.

Arguments Application specific arguments (for example, \flash\qthmi\Manual. pdf to open the

document “Manual.pdf”)

Single Instance Argument to start the application in a single instance or multiple instances.

When single instance is selected, the system first verifies whether the application is
already running; if so, then the application is brought to the foreground, if not, then
the application is launched.

FlushRuntimeCache | Flush all runtimes cache to free as more ram as possible before running the
application.

6 Note: Arguments with spaces must be quoted (for example, "\Storage Card\Manual.pdf")

Example:
-l LaunchApplication
Application Name \Windows\cmd.exe
Executable path
arguments [c "\Flash\New Folder\test.bat" Parl Par2
Single Instance true
LaunchPDFViewer

Starts PDF Viewer.
Note that the pathname of the arguments field uses native OS format (see "HMI devices capabilities" on page 541).

On Linux devices, the HMI application is installed on path /mnt/data/hmi/gthmi/deploy/ and pathname's syntax use the
slash character.
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Page actions

admin authorizations

Widget Action Ftp Http Miscellaneous

Enable FTP authorization

Permission; |Read-Write -

Root folder: | Jdata |

Additional folders: + -

F: USBMemory f

Action Properties

= LaunchPDFviewer
Application Name
Executable path

arguments fmnt/data/hmi/gthmi/deploy/data/test. pdf
Commeon to all user groups single Instance true
Allowed IP addresses:
Action Properties

= LaunchPDFViewer
Application Name
Executable path
arguments fmnt/usbmemory/ test. pdf
Single Instance true

Cancel

-hide-open-button (available only on Linux devices)

Using this option, the icon to open a different file will be removed from the PDF toolbar (to restrict navigation to PDF file

already opened and passed via command line).

Action Properties

= LaunchPDFViewer
Application Mame
Executable path

arguments fmnt/usbmemory/test. pdf -hide-open-button
Single Instance true
LaunchUpdater

Updates project and runtime from an external device.
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Use Path parameter to specify the folder that will contain the update package file. Leave the path parameter empty if you

prefer select the file manually on the HMI device when the macro is invoked.

When the LaunchUpdater macro is executed, the below dialog is showed on HMI device

HMI Update Wizard 1/2 E:

Flease wait, examining system...
Available updates: |f'n1|‘|th|5|:-|11-5|11-:-|";.-' J

¥ iAuto select best match:

- Executable files

- Config files

i License

i Executable files

- Support libraries ll

e St Cilon

Components that wil be updated: j

Browse, .. Mext Cancel |

JavaScript Interface
project.launchUpdater(strPath)

Examples

project.launchUpdater ("\\USBMemory")

LockScreen

Temporarily locks the touch screen. Allows cleaning the touch screen.

The system variable Time remaining to unlock displays the time remaining to unlock.See "Screen variables" on

page 134

LoadProject

Unload current project and load the selected project inside the HMI device.

The project name has to be specified using relative path, as for the below example:

Action Properties
-I LoadProject
projectMame | workspace/ project2/ project2.jpr

LastVisitedProject

Unload current project and return to previous project

Print actions

Manages print tasks.
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PrintGraphicReport
Prints a graphic report.
Parameter Description
reportName Assigns a name to the report
silent false = allows to set printer properties at runtime
fileName File name (available only for PDF reports)
Supported placeholders:
o %n = Report name
o %p = Project name
e %y = Year, %M = Month, %d = Day
o %h=Hour, %m = Minutes, %s = Seconds.
folderPath Folder Path (available only for PDF reports)

Note that the pathname of the arguments field uses native OS format (see "HMI devices
capabilities" on page 541).

o On Linux devices
Path for USB Device is "/mnt/usbmemory"
"testFolder" will be inside "/mnt/data/hmi/qthmi/deploy/testFolder"

Signed When the output is a PDF file, generate a signed file using the x.509 certificate of the panel.

R

The algorithm to use to signing is defined inside the project properties parameters
0 See "Project" on page 80 for the available algorithms

On Linux devices, the BSP v1.0.507 or greater is required

See also:

« "Signed PDF files" on page 320

EmptyPrintQueue

Flushes the current printing queue. If executed while executing a job, the queue is cleared at the end of the job.

PausePrinting

Puts the current printing queue on hold. If executed while executing a job, the queue is paused at the end of the job.

ResumePrinting

Restarts a queue previously put on hold.
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AbortPrinting

Stop the execution of the current job and removes it from the queue. If the queue has another job, then, after aborting, the

next job starts.

Recipe actions

Used to program recipe management.

DownLoadRecipe
Copy recipe data from HMI device flash memory to the controller (e.g. PLC, local variable, depending on the protocol).
Parameter Description
RecipeName Name of recipe to download
RecipeSet Number of recipe set to copy.
curSet = download currently selected recipe set

UpLoadRecipe
Saves recipe data from the controller (e.g. PLC, local variable, depending on the protocol) to the device Flash Memory.
Parameter Description
RecipeName Name of recipe to upload
RecipeSet Number of recipe set to copy.
curSet = upload currently selected recipe set

WriteCurrentRecipeSet

Sets the selected recipe as current recipe set.

Parameter Description

RecipeName Name of recipe to set as current recipe

RecipeSet Recipe set to define as current recipe set
DownLoadCurRecipe

Downloads current set of recipe data to the controller.

No parameter is required.

UploadCurRecipe

Uploads set of controller data to current recipe set.

No parameter is required
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ResetRecipe

Restores factory settings for recipe data. Original recipe data will overwrite uploaded recipes

Select the recipe that you want to reset to factory data.

DumpRecipeData

Dumps recipe data to internal or external storage. Data is saved in .csv format.

Parameter

Description

RecipeName

Name of recipe to dump

FilePath

Destination folder

o Internal = \Flash\QTHMI\workspace\Dump

« USB drive = \USBMemory

« SD Card = \Storage Card

« Public Network = \\<hostname or IP>\sharePath

« Private Network = \\<usemame>:<password>@ <hostname or IP>\sharePath

Note: supported formats for external memory are FAT or FAT32 (NTFS format is
o not supported).

Note: Private networks are supported only from Linux devices with BSP 1.0.25
o and above.

FileName

Tag that specifies a filename.
The below wildcards are supported

« %r = Recipe name
« %d= Dataset name

Example: %r_%d

DateTimePrefixFileName

true = the dumped file will have date and time as prefix to its name (for example D2012_01_
01_T10_10_recipe1.csv)

TimeSpec

RestoreRecipeData

Time format:

« Local = the time values exported are the time of the HMI device.
« Global = the time values exported are in UTC format.

Restores previously saved recipe data.
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Parameter

Description

RecipeName

Recipes to restore:
« AllRecipes
Data of all recipes will replaced with the data read from the external file

« CurrentRecipe
Only the data of the current selected recipe will replaced with the data read from the external file

RecipeDataSet

Available only when RecipeName=CurrentRecipe.
Select the data sets to restore:

o AllRecipeDataSet
All data set will restored

« curSet
Only the data set of the current selected data set will restore

Restore Type

Available only when RecipeDataSet=AllRecipeDataSet.

This parameter define the behavior when the numbers of data sets inside the file to restore is not
matching with the data set number inside the HMI device

« Replace
All data sets that are inside the device are removed and replaced with the data sets from the
csv file

« Match
Replace only the data set inside the device that have the same data set id

« MatchAndAdd
Replace the data set inside the device that have the same data set id and add the additional
data set found inside the csv file (Note: data sets that are inside the device but not inside the
csv file are not removed from the device)

FilePath

Source folder

« Internal = \Flash\QTHMI\workspace\Dump

« USB drive =\USBMemory

« SD Card = \Storage Card

« Public Network = \\<hostname or IP>\sharePath

o Private Network = \\<username>:<password>@ <hostname or IP>\sharePath

Note: supported formats for external memory are FAT or FAT32 (NTFS format is not
0 supported).

0 Note: Private networks are supported only from Linux devices with BSP 1.0.25 and above.

FileName

Attached tag from which read the file name at runtime.

BrowseForFile

true = shows the Open dialog to browse the file to read.

false = no dialog is shown,
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Recipe actions

AddRecipeDataSet
Adds a new dataset to the selected recipe. The new dataset is appended at the end of the already defined datasets.
r}'-\ct'lon List 1
ActionList == == A WV
" iddRecipeDataSet]) Action
& &1 Action Properties
- Recipe - - AddRecipeDataSet
- DownLoadRecipe RecipeMame | #0 (Recipe)
- UpLoad Recipe
- WriteCurmrent Recipe Set CopyFrom #0 (Default)
- DownlLoadCurRecipe Mewsethame | Set ﬂ
- UpLoadCurRecipe
- ResetRecipe
- DumpRecipeData
- Restore RecipeData
- AddRecipeDataSet L
- DelRecipeData Set
=1+ llepr Mananemeant i
[ Ok | [ Cancel
Parameter Description
RecipeName Recipe where the dataset is added.
CopyFrom Dataset from where parameters values are copied from to initialize the new dataset
NewSetName Name of new dataset.
Here you can you can use a tag reference.
DelRecipeDataSet
Deletes a dataset from the selected recipe. Deleting a dataset will rearrange the position number of the datasets that
follow.
Action List
Zction List = = AW
#” DelRecipelataSel) Action
&H &1 Action Properties
- Recipe A - DelRecipeDataSet
- DownLoadRecipe Recipellame | #0 (Recipe)
- UplLoadRecipe Datacet
- WriteCument Recipe Set curset
- DownLoadCurRecipe
- UpLoadCurRecipe
- ResetRecipe
- DumpRecipeData
- RestoreRecipeData
- AddRecipeDataSet 4
- DelRecipeDataSet
= | leer Mananemeant S

| [ Cancel
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Parameter Description
RecipeName Recipe where the dataset is to be deleted.
DataSet Dataset to be deleted.

Remote Client actions

Used to upload and download files to and from a remote HMI device. These actions can only be used from a remote LRH
SW Client to access remote files via FTP.

o Important: Enable FTP support and give all necessary user rights to the folders used to transfer files.

UploadToHMI
Opens a file Open dialog to select a file to be uploaded to the remote HMI device.

Parameter Description

Destination Destination path on HMI device for file upload

Filter File extensions of the files to be displayed separated by commas (for example, *.txt)

DownloadFromHMI

Opens a file Open dialog to select afile to be downloaded from the remote HMI device.

0 Note: Only files matching the set filter are displayed and can be downloaded.

Parameter Description
Source Source path on the HMI device for file download
Filter File extensions of the files to be displayed separated by commas (for example, *.txt)

JavaScript Interface

boolean project.uploadToHMI (dirPath, strFilter);

boolean project.downloadFromHMI (dirPath, strFilter);

Parameter Description
dirPath Source path on the HMI device for file download/upload
strFilter File extensions of the files to be displayed separated by commas (for example, *.txt)

Return values:
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System actions

True

‘ Transfer successful

False

‘ Transfer failed

0 Note: When transferred, system variables are updated with the status of ongoing operations.

System actions

Used to manage system properties.

Restart
Restarts the runtime.
DumpTrend
Stores historical trend data to external drives (USB drive or SD card).
Parameter Description
TrendName Name of historical trend to store
FolderPath Destination folder:
« Internal = \Flash\QTHMI\workspace\Dump
« USB drive = \USBMemory
o SD Card = \Storage Card
« Public Network = \\<hostname or IP>\sharePath
« Private Network = \\<usermame>:<password>@ <hostname or IP>\sharePath
Note: supported formats for external memory are FAT or FAT32 (NTFS format is not
6 supported).
0 Note: Private networks are supported only from Linux devices with BSP 1.0.25 and above.
FileFormat Binary = the buffer is dumped in binary format (a .dat file and .inf file). Both these files are then

required to convert data in .csv format by an external utility.

Compatibility CSV = the buffer is dumped to the specified location as a .csv file format compatible
with versions 1.xx

Compact CSV = the buffer is dumped to the specified location as a .csv file using a newer format

See "Exporting trend buffer data" on page 264

DateTimePrefix

true = the dumped file will have date and time as prefix to its name (for example D2012_01_01_T10_
10_Trend1.csv)
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Parameter Description

TimeSpec Time format:

« Local = the time values exported are the time of the HMI device.

« Global = the time values exported are in UTC format.

FileName Enabled when the DateTimePrefixFileName=true
The below wildcards are supported

e %n=Trend name

o %y =Year
« %M = Month
« %d=Day
o %h=Hour

¢ %m = Minutes

e %s = Seconds

Example: \%n\%y%M%d\%h%m%s

Additional parameters available only when the selected FileFormat is Compact CSV

When both “Select Fields” and “Select Curves” parameters are empty, the .csv file is dumped in the old
0 “Compact CSV” without columns' selection format. See also "Exporting trend buffer data" on page 264

Parameter | Description

Select Select the columns to export inside the dumped file.

Fields .
Available columns are:

« Dateand Time
« Date

« Time

o Value

« Quality

Note that "Attach to tag" can be used to define columns to be exported at the runtime from the HMI
application. The tag must contain a string with the list of fields to be exported separated by commas.

Example:

o """ (Empty string = all available fields)
« "DateTime,Value,Quality"
« "Date, Time,Value"

Select Select the curves to export inside the dumped file

Curves
Note that "Attach to tag" can be used to define curves to be exported at the runtime from the HMI

application. The tag must contains a string with the list of curve names to be exported separated by
commas.
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Parameter | Description

Example:

« Empty string or "All curves" will export all datasets
« "Name1,Name2,Name3"

« "Name1,Name3"

Date Select the Date and Time format

Format
Using "Attach to tag" is possible define the date format at runtime through a string

Date Placeholder

d The day as number without a leading zero (1 to 31)

dd The day as number with a leading zero (01 to 31)

ddd The abbreviated localized day name (e.g. 'Mon' to 'Sun’)

dddd The long localized day name (e.g. 'Monday' to 'Sunday").

M The month as number without a leading zero (1-12)

MM The month as number with a leading zero (01-12)

MMM The abbreviated localized month name (e.g. 'Jan' to 'Dec').

MMMM The long localized month name (e.g. 'January' to
'December’).

yy The year as two digit number (00-99)

yyyy The year as four digit number

Time Placeholder

h The hour without a leading zero (0 to 23 or 1 to 12 if AM/PM
display)

hh The hour with a leading zero (00 to 23 or 01 to 12 if AM/PM
display)

m The minute without a leading zero (0 to 59)

mm The minute with a leading zero (00 to 59)

s The second without a leading zero (0 to 59)

ss The second with a leading zero (00 to 59)

27z The millisecond with leading zero
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Parameter | Description

Time Placeholder

z The millisecond

AP Use AM/PM display. AP will be replaced by either "AM" or
IIPM“.

ap Use am/pm display. ap will be replaced by either "am" or
llpmll.

Language | Select the language to use.

Note: execution of the DumpTrend action will automatically force a flush to disk of the data temporarily
0 maintained in the RAM memory. See "History trend widget" on page 267 for details on how to save sampled data
to disk.

0 Note: external drives connected to USB port must have format FAT or FAT32. NTFS format is not supported.

WARNING: Be aware there are limits in the max number of files that can create inside a folder. Limits
_1_ are depending of different factors and are not simple to calculate, you can think as 999 the max
number of files that can be use inside a folder.

To convert binary dump files to .csv

The TrendBufferReader.exe tool is stored in the Utils folder of the LRH SW installation folder.

Use the following syntax:

TrendBufferReader -r Trendl Trendl.csv 1

where:

Trendl = name of the trend buffer without extension resulting from the dump (original file name is trend1.dat)
Trendl.csv = name for the output file.

WARNING: The TrendBufferReader.exe is an old utility that not work with the new multi tags buffers.
_1_ Using of this utility is not recommendable. The utility is not more maintenanced because now there is
the possibility to dump trend buffer directly in .csv format.

.csv file structure

The resulting .csv file has five columns
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Column Description
Data Type [ Data type of sampled tag:
0 =empty
1 =boolean
2 =Dbyte
3 =short
4=int
5 = unsignedByte
6 = unsignedShort
7 = unsignedInt
8 = float
9 = double
Value Value of the sample
Timestamp | Timestamp in UTC format
(UTC)
Sampling | Sampling interval time in milliseconds
Time(ms)
Quality Tag value quality. Information coded according the OPC DA standard and stored in a byte data (8 bits)

defined in the form of three bit fields; Quality, Sub status and Limit status.

The eight quality bits are arranged as follows: QQSSSSLL. For a complete and detailed description of all
the single fields, please refer to the OPC DA official documentation.

Commonly quality values

The most commonly used quality values returned by the HMI acquisition engine are:

ch;zl(::y Quality Description

0 BAD The value is bad but no specific reason is given

4 BAD Specific server problem with the configuration. For example, the tag has been
deleted from the configuration file (tags.xml).

8 BAD No value may be available at this time, for example the value has not been
provided by the data source.

12 BAD Device failure detected

16 BAD Timeout before device response.

24 BAD Communication failure

196
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ngl(::y Quality Description

28 BAD No data found for upper or lower bound value Trend interface specific flag.

32 BAD No data collected (for example, archiving not active.
Trend interface specific flag.
This value is also used to indicate a temporary offline status (for any condition
where sampling was stopped).

64 UNCERTAIN [ No specific reason.

65 UNCERTAIN [ No specific reason.
The value has ‘pegged’ at some lower limit.

66 UNCERTAIN [ No specific reason.
The value has ‘pegged’ at some higher limit.

67 UNCERTAIN [ No specific reason.
The value is a constant and cannot move.

84 UNCERTAIN | Returned value outside its defined limits defined.
In this case the Limits field indicates which limit has been exceeded but the
value can move farther out of this range.

85 UNCERTAIN | Returned value outside its defined limits defined.
In this case the Limits field indicates which limit has been exceeded but the
value can move farther out of this range.
The value has ‘pegged’ at some lower limit.

86 UNCERTAIN | Returned value outside its defined limits defined.
In this case the Limits field indicates which limit has been exceeded but the
value can move farther out of this range.
The value has ‘pegged’ at some higher limit

87 UNCERTAIN | Returned value outside its defined limits defined.
In this case the Limits field indicates which limit has been exceeded but the
value can move farther out of this range.
The value is a constant and cannot move.

192 GOOD -

DeleteTrend

Deletes saved trend data.

Define the name of the trend from which you want to delete logs.
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DumpEventArchive

Stores historical alarm log and audit trail data to external drives, such as USB memory or SD card.

Parameter

Description

EventArchive

Name of buffer to dump data

FolderPath

Destination folder

« Internal = \Flash\QTHMI\workspace\Dump

o USB drive = \USBMemory

« SD Card = \Storage Card

« Public Network = \\<hostname or IP>\sharePath

« Private Network = \\<username>:<password>@ <hostname or IP>\sharePath

Note: supported formats for external memory are FAT or FAT32 (NTFS
0 format is not supported).

Note: Private networks are supported only from Linux devices with BSP
0 1.0.25 and above.

DumpConfigFile

Dump the description files of the archives

DumpAsCSV

true = the buffer is dumped to the specified location as a .csv file

false = the buffer is dumped in binary format (a .dat file and .inf file). Both these files are
then required to convert data in .csv format by an external utility.

DateTimePrefix

true = the dumped file will have date and time as prefix to its name (for example D2012_
01_01_T10_10_alarmBuffer1.csv)

timeSpec Time format:
« Local = the time values exported are the time of the HMI device.
« Global = the time values exported are in UTC format.
csv Colums Select the columns to dump into the .csv file.
0 Available only when the EventArchive is an alarms buffer
FileName The below wildcards are supported

« %n = Event archive name
e %y =Year

e %M = Month

e %d=Day

e %h=Hour

e %m = Minutes

« %s = Seconds

198

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



14 Actions

Parameter Description

Example: \%n\%y%M%d\%h%m%s

0 Available only when the DateTimePrefixFileName=true
Language Select the language to use.

0 Available only when the EventArchive is an alarms buffer

Dumping in CSV Format

DumpAsCSV = true

For Alarms buffers, the additional "csv Colums" parameter give the possibility to select the columns to export inside the
.csv file

0 Note: available only for Alarms buffers.

Action

&H &
5 Sys

Restart

- Control UserLED

- Dump Trend

- Delete Trend

- DumpEventArchive

- DeleteEventArchive
- Reset Proto EmCount
- SafelyRemoveMedia

- CopyCodesysProject

ipe
DownloadRecipe

- UpLoadRecipe

- WiteCurrent Recipe Set
- DownLoadCurRecipe
- UpLoadCurRecipe

- ResetRecipe

- DumpRecipeData

- RestoreRecipeData

= Database Actions

- DBlnit
- DBWrite Tags
- DBRead Tags

-

m

Action Properties

- DumpEventArchive
EventArchive
FolderPath
DumpConfigFile
DumpAsCSY

DatetimePreficedFileName

timeSpec
csv Columns
Language

AlarmBufferl
C5V columns
false
true Columns N
false Event type
Global Sub type
D
Name
Alarm type
State
Time

Source value
Previous source value
Description

csv Columns
Select the columns to export inside .csy

[ OK ] [ Cancel

Dumping in BINARY Format

DumpAsCSV = false

When exporting Event buffers in binary format and DumpConfigFile is set to true (recommended settings), there are two

folders:
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« data, containing data files,
« config, containing configuration files for .csv conversion.

Once the two folders are copied from the USB drive to the computer disk, the folder structure will be:

\config\
alarms.xml
eventconfig.xml
\data\
AlarmBuffer1.dat
AlarmBuffer1.inf
\
AlarmBufferReader.exe

To convert dump files to .csv

The AlarmBufferReader.exe tool is stored in the Utils folder of the LRH SW installation folder.

Use the following syntax:
AlarmBufferReader AlarmBufferl FILE ./AlarmBufferl.csv

where:

e AlarmBufferl =name of the dumped .dat without extension

e AlarmBufferl.csv = name for the output file.
The utility AuditTrailBufferReader.exe is available for Audit Trail buffers.
Use the following syntax:
AuditTrailBufferReader AuditTrail FILE ./AuditTrail.csv
where:

e AuditTrail =name of the dumped buffer without extension and
e AuditTraill.csv = name forthe output file.

WARNING: The AlarmBufferReader.exe is an old utility that not work with newer buffer formats. Using
_1_ of this utility is not recommendable. The utility is not more maintenanced because now there is the

possibility to dump alarm buffer directly in .csv format.

DeleteEventArchive

Deletes saved Event buffers log data.

Specify the name of Event buffer to delete from the Event logs.

ResetProtoErrCount

Resets the Protocol Error Count system variable.

See "System Variables (Attach To)" on page 125 for details.
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SafelyRemoveMedia

Provides for safe removal of SD card or USB drive fromHMI.

ControlUserLED

Sets the user LED behavior.

Action List

Action List + — A Vv

" ControlserLED()

Macro Seript
‘... Sorol EventsForward = Macro Properties
System Actions - ControlUserLED

i Restart
LEDACtion OFF
i+ DumpTrend
- DeleteTrand
i~ DumpEvertArchive
- DeleteEventArchive
- ResetProtoEmCourt
‘... SafelyRemoveMedia
Recipe Actions
- DownlLoadRecipe
UpLoadRecipe -

m

J

o Not available on Linux platforms (find the platform of your device at "HMI devices capabilities" on page 541)

SaveEventArchive

Save the records located within the audit trail to a signed file. The file signature will ensure that the records within the report

are not altered.

Parameter

Description

EventArchive

Name of buffer to dump data

FolderPath

Destination folder

« Internal = \Flash\QTHMI\workspace\Dump

« USB drive = \USBMemory

« SD Card = \Storage Card

« Public Network = \\<hostname or IP>\sharePath

« Private Network = \\<usermame>:<password>@ <hostname or
IP>\sharePath

Note: supported formats for external memory are FAT or FAT32 (NTFS
o format is not supported).

Note: Private networks are supported only from Linux devices with BSP
o 1.0.25 and above.

FileName

The below wildcards are supported
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Parameter

Description

« %n = Event archive name
e %y =Year

e %M = Month

e %d=Day

o %h=Hour

o %m = Minutes

« %s = Seconds

Example: \%n\%y%M%d\%h%m%s

Format

Format of the output file

. CSV

Signed

Generate the file signature.

RS

The algorithm to use to signing is defined inside the project properties
0 parameters
See "Project" on page 80 for the available algorithms

On Linux devices, the BSP v1.0.239 or greater is required

See also:

« "Signed CSV files" on page 318

TimeSpec

Time format:

« Local = the time values exported are the time of the HMI device.

« Global = the time values exported are in UTC format.

PeriodMode

Defines the time window to export

« Allevents

« Today

o Yesterday

o Lastweek

o Last month

o Current week
o Current month

o Custom
The additional parameters "periodFrom" and "periodTo" will be shown

Separate Date and
Time

Uses two separate columns for Date and Time

Date Format

Signed file

202

Select the Date and Time format
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When the "Signed file" parameter is true, two files will be added in addition to fileame.csv:

« filename.csv.sign

The file signature will ensure that the records within the file filename.csv file have not been altered
o ssl-HMl.crt

A copy of the certificate of the HMI device required to verify the authenticity of the report.

P
Mame Date modified Type Size

8= AuditTrail-1413.csv 28/03/2018 16:13 Microsoft Excel Comma Separated Yalues File | KB
| AuditTrail-1413.csv.sign 28/03/2018 16:13 S1GN File 1 KB

ol ssl-HMlLcrt 28/03/2018 1816 Security Certificate 2 KB

For more information about the certificate and how to verify signed files, see "x.509 Certificate" on page 316.

For more information about the exported information see "Exporting audit trail as .csv files" on page 344.
LogMessage

Add a message into the audit trail buffer.

This macro give the possibility to developer to decide to keep track of some events (e.g. when a button is pressed, when a

page is activate, etc.) into the audit trail. The attach to tag to have the possibility to define the message to log at runtime is
supported.

Parameter Description

EventArchive Name of the audit buffer where add the message

Message Message to add inside the audit buffer
DeleteOldFiles

This macros delete files older that a give number of days.
In PC there is no restriction in using path. In panels it is allowed in dynamic media and data partition /mnt/data)

It will be developer responsibility to configure the application to avoid the possibility to delete system
_I_ files.

Parameter Description
FolderPath Folder where search the files to delete
FileTypes List of files to delete separate by comma. Wildcard are supported

Example: *.png,*.jpg

OlderDays Minimum number of days without changes

Tag actions

Interacts with tags.
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DataTransfer

Exchanges data between:

» two controllers,

« registers within a controller,

« from system variables to controllers,
« from controllers to system variables

The various tag types include a controller tag, a system variable, a recipe tag and widget property.

ToggleBit

Toggles a bit value of a tag.

BitIndex allows you to select the bit to be toggled: toggling requires a read-modify-write operation; the read value is
inverted and then written back to the tag.

SetBit

Sets the selected bit to “1".

BitIndex allows you to select the bit position inside the tag.

ResetBit

Resets the selected bit to “0”

Bitindex allows you to select the bit position inside the tag.

WriteTag
Writes constant values to the controller memory. Specify tag name and value.
StepTag
Increments or decrements tag value.
Parameter Description
TagName Name of tag to increase/decrease
Step Step value
Do not step over limit Enables step limit
Step Limit Value of step limit, if enabled.
BiStep

This action is similar to the StepTag action but the direction Increment/Decrement is automatically chosen by the rotation
of the Wheel. Tag value will be increased when the Wheel is rotated clockwise. Tag value will be decreased in when the
Wheel is rotated counterclockwise.
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Property Description

TagName Name of Tag on which execute BiStep Tag action

Step Value to be added/subtracted to Tag at every wheel rotation (depends on Event step property)
Event step This property allows to chose if adding/subtracting step values at every single wheel step, or at

every rotation event.

false = The step value is added/subtracted to the Tag at every rotation event.
Example: rotate the wheel performing 5 wheel steps in a single event, Tag will be
increased/decreased by 1.

true = The step value is added/subtracted to the Tag at every single wheel step.
Example: rotate the wheel performing 5 wheel steps in a single rotation, Tag will be
increased/decreased by 5.

Do not step over
limit

If true, enables lower and upper limits, which represents the lower and the higher value that the
Tag can assume due a BiStep Tag action

LowerLimit If "Do not step over limit" is true, this property represents the lower value that the Tag can
assume due a BiStep Tag action
UpperLimit If "Do not step over limit" is true, this property represents the higher value that the Tag can

assume due a BiStep Tag action

0 Available only inside OnWell Actions

ActivateGroup

Forces the update of a group of tags.

Tags are updated either when used in the current page or continuously, if defined as active in the Tag Editor. This action
forces all the tags of a group to be continuously updated.

DeactivateGroup

Deactivates a group of tags, that is stops forcing the update of a group of tags.

EnableNode

Enable/disables action for offline node management. No communication is done with a disabled node.

Parameter Description

Protocol ID Unique identifier of selected protocol

NodelD Node identifier in selected protocol. Can be attached to a tag.
Enable Node communication status:

False = disabled

True = enabled
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Parameter ‘ Description

‘ When attached to a tag, tag = 0 means False

ClearRetentiveMemory
When set to 0, clears the content of the Retentive Memory.

ForceReadTag

Force arefresh of the specified tag from the remote controller.

Trend actions

Used for Live Data Trends and Historical Trends Widget.

RefreshTrend

Refreshes the Trend window.

It can be used in any Trends/Graphs widgets. Specify the widget as a parameter for the action.

ScrollLeftTrend

Scrolls the Trend window to the left side, by one-tenth (1/10) of the page duration.

Note: with the real-time trends pause the trend using the PauseTrend action, or the window will be continuously
0 shifted to the current value.

ScrollRightTrend

Scrolls the Trend window to the right side, by one-tenth (1/10) of the page duration.

Note: with the real-time trends pause the trend using the PauseTrend action, or the window will be continuously
0 shifted to the current value.

PagelLeftTrend

Scrolls the Trend window by one-page. For example, if the page size is 10 minutes, then use the PageLeftTrend action to
scroll the trend left for 10 minutes.

PageRightTrend

Scrolls the Trend window by one-page. For example, if the page size is 10 minutes, then use the PageRightTrend action
to scroll the trend right for 10 minutes.

PageDurationTrend

Sets the page duration of the Trend window.

Define trend name and page duration.

2 0 6 LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



14 Actions

0 Note: you can set page duration at runtime using a combo box widget.

ZoomIinTrend

Reduces page duration.

ZoomOutTrend

Extends page duration.

ZoomResetTrend

Reset the zoom level back to the original zoom level.

ZoomInYAxisTrend

Reduces Y Axis.

ZoomOutYAxisTrend

Extends Y Axis.

ZoomResetYAxisTrend

Reset the Y Axis zoom level back to the original zoom level.

PauseTrend

Stops plotting the trend curves in the Trend window.

When used with real time trend the plotting stops when the curve reaches the right border of the graph. This action does not
stop trend logging.

ResumeTrend

Resumes trend plotting if paused.

ShowTrendCursor

Shows value of the curve at a given point on the X axis.
It activates the trend cursor. A cursor (vertical line) will be displayed in the trend widget.
When the graphic cursor is enabled, the scrolling of the trend is stopped.

The ScrollCursor action moves the graphic cursor over the curves, or over the entire Trend window.

ScrollTrendCursor

Scrolls the trend cursor backward or forward.

The Y cursor value will display the trend value at the point of the cursor. Scrolling percentage can be set at 1% or 10%. The
percentage is calculated on the trend window duration.
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Action List

Action List = = M W
" SenollTrendCursor() Macro | Script

- Scroll TrendCursor +  Macro Properties

Alam Actions = ScrollTrendCursor

- SelectAll Alarms
. Ack Alamm Trend Name | TrendWindow1

- ResetAlam Scroll Direction Forward

- EnableAlams

Scroll Percentz 194
System Actions

- Restart

- ErterCFGMode

- EnterQPMode

- SaveConfiguration
- ControlUserLED

- Dump Trend

- Delete Trend i

m

- DumpEventArchive Scroll Percentage
- DeleteEvent Archive Cursor scroll length in %
- Reset Proto EmCount

ipe Actions -

[ Ok ] [ Cancel

SetTrendView

Use this macro to change the axis ranges of the trend view.

When both Min X=0 and Max X=0, the static values defined inside the properties of widget are used. The same for the Y

axe.
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Action List

ActionList == = A W
#* SetTrendview() Action

@ @ Action Properties

- Refresh Trend Trend Name
- SerollLeft Trend Min %
- SerollRight Trend

. PageLeftTrend Max X
- PageRight Trend Min ¥
- SerollUp Trend

- Seroll Down Trend Max ¥
- PageUpTrend

- PageDown Trend

- PageDuration Trend

- ZoomInTrend

- ZoomOut Trend

- ZoomPReset Trend

- ZoominY Axis Trend

- ZoomOut Y Axis Trend

- ZoomPeset ' Axis Trend

- PauseTrend

-~ ResumeTrend

- Show TrendCursor

= Trend/Graph A - SetTrendView
HistoricTrend.wnd

o

]
]
]

L+ 1+ |+ |+

- Seroll TrendCursor Trend Name

Trend Widget ID

- Scrol Trend To Time:
- ConsumptionMeterPageScroll

Cancel

ScrollTrendToTime

Scrolls the Trend window to a specified point in time.

Use this action when you need to scroll to a specific position in a trend window when a specific event occurred.

Example

1. Configure an action for an event (for example, an alarm) that executes a data transfer of the system time into a tag.

2. Select that tag as ScrollTrendtoTime parameter: the trend windows will be centered at the time when the event

was triggered.

ConsumptionMeterPageScroll

Scrolls the page backward or forward in a Consumption Meter widget.

Parameter Description
Trend Name Trend widget ID (for example, TrendWindow3)
Page Scroll Direction Direction of page scrolling (Forward/backward)
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-

Action List

Action List == = M W

" ConsumptionteterP...

- Scrol TrendCursor
- Scroll Trend To Time |
- ConsumptionMeterPage Scroll

|m |

=- Alarm

- SelectAllAlams
- Ak Alam
- ResetAlam -

Action | Script
- Zoomin Trend P Action Properties
-~ ZoomOutTrend = ConsumptionMeterPageScroll
- ZoomRleset Trend
- PauseTrend Trend Name | TrendWindow3
- Resume Trend Page Scroll Din Forward
- Show TrendCursor

Trend Name
Trend Widget ID

Ok ] [ Cancel

Text Editor actions

Macros used to interacts with the TextEditor widget.

Reference to "TextEditor widget" on page 447 for details

User management actions

User management and security settings.

LogOut

Logs off the current user. The default user is then automatically logged in. If no default user has been configured, the logon

window is displayed.

SwitchUser

Switches between two users without logging off the logged user: the user login dialog appears. User can click Back to go
back to the previously logged user.

User name:

Password:

210

D Show password
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The server continues running with the previously logged user, until the next user logs on. One user is always logged onto
the system.

ChangePassword

Change current user password: a dialog appears

No parameter is required.

ResetPassword

Restores the original password together with the settings specified in the project for the current user.

No parameter is required.
AddUser

Reserved to users with Can manage other users property set.

Adds a user at runtime: a dialog appears.

[oon e

Group: admin -

Comments: I

Password must contain number:
Password must contain special character:
User must change his initial password:
Enable logoff time:

Inactivity logoff time: min

-J | -] 8000

[ Add { Cancel

DeleteUser

Reserved to users with Can manage other users property set.

Deletes a user at runtime: a dialog appears.

No parameter is required.
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User name: |admin -
Group: |admin -
Delete } Cancel }
EditUsers

Reserved to users with Can manage other users property set.

Edits user settings.

User name: admin -
Password: [:lShow password
Group: admin i

Comments: |adm|n \ser

Password must contain number:
Password must contain special character:
User must change his initial password:

Enable logoff time:

Inactivity logoff time: III min

l Apply ; ﬂ Cancel }

OO0

DeleteUMDynamicFile

Deletes the dynamic user management file. Changes made to users settings at runtime are erased. The original settings

are restored from the project information.

No parameter is required.

ExportUsers

Exports user settings to an .xml file (usermgnt_user.xml) in encrypted format to be restored when needed.

Set destination folder for the export file.

o Important: The user file is encrypted and cannot be edited.

o Note: supported formats are FAT or FAT32. NTFS format is not supported.
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ImportUsers

Imports user settings from a previously saved export .xml file (usermgnt_user.xml).
Set source folder for the import file.

0 Note: supported formats are FAT or FAT32. NTFS format is not supported.

Widget actions

ShowWidget
Shows or hides page widgets.

Property ‘ Description
Widget ‘ Widget to show/hide
SlideWidget

Shows the sliding effect of a widget, or of a widget group.

Note: The widget or grouped widgets can actually be outside of visible part of the page in the project and slide in
0 and out of view.

Property Description

Widget Widget to slide

Direction Sliding direction

Speed Transition speed of sliding widget

X Distance Travel distance of X coordinate in pixels

Y Distance Travel distance of Y coordinate in pixels

Slide Limit Enable/Disable movement limits of the widget with respect to the x, y coordinates
X Limit Limit position of slide action for x coordinate

Y Limit Limit position of slide action for y coordinate
Toggle Visibility Show/hide widget at the end of each slide action
Image Widget Image displayed during slide action
BeginDataEntry

Displays a keypad and starts data entry on a data field without touching the widget itself. This action can be used to
activate data entry using a barcode scanner.
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Java Script Interface

project.beginDataEntry (wgtName [, pageName])

Parameter Description

wgtNameWidget Widget name

pageName Active page for data entry. Optional parameter. Useful to select a data field inside a non-modal
active dialog box.

TriggerlPCamera

Captures an image from an IP Camera. Only works on pages that include an IP Camera widget.

MovelPCamera

Sends remote commands to a camera that supports them. See "IP Camera widgets" on page 428 for details. Make sure
that the IP Camera supports movement commands.

RefreshEvent

Refreshes the event buffer for Alarm History widget. See "Alarms History widget" on page 241 for details.

ContextMenu

Displays the context menu.

If Context Menu property of Project Widget has been set to On delay context menu can appear also touching for a few
seconds the background area of the screen. See "Project properties" on page 73

ReplaceMedia

Replaces existing media files with new files from USB/SD card. Can be used to replace video files of MediaPlayer
widgets, or images of project.

0 Note: New media files must have same name and format of the files to be replaced.

Parameter Description

Media Type Type of file to update

Device Device where new media files are supplied

sourcePath Folder where new media files are stored (for example, "\USBMemory")

Image Resize Resizes new images to the size of images to be replaced. Not applicable to video files.

Silent Replaces media automatically. As defau a dialog is displayed for the user to specify file
location.
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Java Script Interface

void replaceMedia (var sourcePath, var bSilent, var Device, var nMediaType, var
bResize)

project.replaceMedia ("Images", true, "\USBMemory", 1, true);

ScrollTable
Scroll rows of the table forward or backward.
Parameter Description
Table Widget Table widget name
Direction The number of rows to jump, forward when positive, backward when negative.

Java Script Interface

page.getWidget (TableWgt) .scrollTo (Direction) ;

ShiftTableDataSrcColumns

Shift left or right the columns of a data table. Note the remapping is applicated to the data source widget.

Parameter Description

Data source widget Data source widget id

Columns Shift Data source widget columns are shifted (left or right, depeding on sign) by this amount

Fixed left columns A custom amount of columns (on the left of table) can be kept fixed during shifting

Remap Filter Table widget filter (if defined) is connected to a data source widget column. This column, by
default, is not remapped by shift action, but can be forced to true

Java Script Interface

var ColumnOrder = [0,1,2,3,4,5,0,7,8,9,10];
var json = {_ c:ColumnOrder};

page.getWidget ("TableDataSrcWgt") . remapColumns (json) ;
ResetTableDataSrcColumns
Restore the original columns order (see "ShiftTableDataSrcColumns" macro)

SetTableSortingColumn

Select a column and the criteria to use to sort the rows of the table.
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Parameter Description

Table Widget Table to sort

Data Source Column | Column to use to sort the table

Sorting Mode Can be: Ascending, Descendent or Toggle

Sorting Type Can be: Alphabetic or Numeric

Java Script Interface

var column = "Columnl"; // Colum name (TableDataSource)
var mode = 0; //0=Ascending, l=Descending
var type 1g //0=RAphabetic, 1=Numeric

var sorting rule 1 = { ¢ : column, m : mode, t : type };
var json = [ sorting rule 1 ]
page.getWidget ("TableWgt") .setSortingRules (json) ;
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15 The LRH SW Client

LRH SW Client is a standalone application which provides remote access to the LRH SW HMI Runtime, and is included in
the LRH SW. The LRH SW Client uses the same graphic rendering system as the runtime in the HMI devices, it relies on a
specified LRH SW HMI Runtime as server for live data.

LRH SW Client acts as a remote client and communicates to the server, sharing the local visualization with the tag values
that are maintained or updated by the communication protocol.

HMI projects contain properties indicating which page is currently displayed on the HMI and can force the HMI to
0 switch to a specific page. You can use these properties to synchronize pages showed on the HMI device
and LRH SW Client or to control an HMI device with a PLC. See "Project” on page 80 for details.

To avoid unexpected behavior:

—L « be sure to use the same version of the LRH SW HMI Runtime

« use "FreeType Font Rendering” to be sure to use the same font rendering engine on both HMI
Client and HMI Device (see "Runtime” on page 74)

Client application ON P C L 218
Client application on HMI L 219
220

Settings and time zone OptioNSs .

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 2 1 7



Client application on PC

Client application on PC

To run the LRH SW Client application on PC:

1. From the Start menu > LRH SW >LRH SW Client: the client opens in a browser-like style window.

2. Typethe server/device IP address in the address bar (for example: http://192.168.1.12): LRH SW Client will
connect to the server and the same graphical application running on the device will be loaded in the client window.

The Client application toolbar

Panel Address :  hitp://192.153.40.15 v | H.-) - F
Element Description

HMI server address IP address of the remote HMI device (e.g. 192.168.0.1:80)

Connection status Network request status. Red during data exchange.

Reload from cache Reloads project

BookMark Bookmarks preferred pages and reload them.

Settings Opens Settings dialog

Reload options

Option Description
F5 Reloads project from cache
Shift + F5 Downloads project to client

Transferring files to a remote HMI device

You can upload and download files to and from a remote HMI device using two dedicated actions. These actions can only
be used from a remote LRH SW Client and access remote files via FTP.

See "Remote Client actions" on page 191 and "Remote Client variables" on page 133.

0 Important: Enable FTP support and give all necessary user rights to the folders used to transfer files.

Workspace

Project files are uploaded from the device and stored in LRH SW Client into the following cache folder.
%appdata%\Lovato\[build number]\client\cache
where:

[build number] = folder named as build number, for example 01.90.00.608.
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15 The LRH SW Client

Client application on HMI

To run the LRH SW Client application on Linux HMI device:

1. From the Run > Update Package menu, create an Update Package and install the HMI Client application in to the
HMI device (see "Update package" on page 95 for additional information)

2. Type the server/device IP address in the Setting dialog that will be available when HMI device start (for example:
http://192.168.1.12): HMI Client will connect to the server and the same graphical application running on the device
will be loaded in the client window.

Settings »

Server Address:
|IP address of server. (e.g.. 192 168.0.1:80)

[T Auto connect at startup

™ Fit to screen size

— Time settings

% Use Widget Defaults
" Local Time
" Global time
" Server time

0K Cancel

Context Menu
The Context Menu, available with a right mouse click, will show the below commands:

Zoom L

Pan mode

LogOut
Show system settings

From cache
/.# Settings From senver
About... |
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Settings and time zone options

Option Description

Zoom Select view size at runtime
e« ZoomIn
e Zoom Out

o Zoom 100%

Pane Mode Enables/disables pan mode after azoom in
Logout Logs off the current user.
Show system settings Allow the HMI settings and the management of system components. See "System

Settings" on page 543 for details.

Reload Reload remote project

« From cache
o From server

Setting Open the HMI Client Settings. See "Settings and time zone options" below for details

e Could be password protected

About Shows information about the HMI Client version.

Settings and time zone options

In the Settings dialog you can configure client settings and decide how to display project time stamp information.
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15 The LRH SW Client

Remote Server

Settings »

| Settings | Password |

[T Auto connect at startup

[T Fit to screen size

|IF= address of server. (e.g.. 192 168.0.1:80)

— Time settings
¥ Use Widget Defaults
" Local Time
" Global time
" Sarver time

OK

Cancel

Connection settings

Parameter

Description

Server Address

IP address of the remote HMI device (e.g. 192.168.0.1:80)

Auto connect at startup

When the panel starts, use the Server Address to try to connect automatically to the
remote server.

Fit to screen size

Time settings

Parameter

Adapts the view to the screen size

Description

Use Widget Defaults

Displays time information according to the widget settings.

Local Time Translates all timestamps in the project into the computer local time where the client is
installed.
Global Time Translates all timestamps in the project into UTC format.

Server Time

Translates all timestamps in the project into the same used by HMI device/server in order
to show the same time.

0 Important: Make sure you set the HMI RTC correct time zone and DST options.
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Settings
Settings »
Remote Server | Password |
Context Menu Delay(s): | 2 :|
Show Busy Cursor: v
Use Keypads: ¥
— FTP settings
Port |21 =
—HTTP settings
Protocols |cG =l
Update Rate (s) |1 :’
Timeout (s) | 5 :I
Reuse connection r
Enable compression [
oK Cancel
Interface Settings

Parameter Description

Context Menu Delay(s) Context menu activation delay. Range: 1-60 seconds.

Show Busy Cursor Display an hourglass when the system is busy

Use Keypads Display keypads when user touches a data entry field.

Set to disable when an external USB keyboard is connected to the device.

FTP settings
Parameter ‘ Description
Port ‘ FTP communication port

HTTP settings

Parameter Description

Protocols Communication protocol used by LRH SW Client to communicate with an HMI device.

Update Rate Polling frequency to synchronize data from server. Default = 1 s.

Timeout Maximum wait time before a request is repeated by the LRH SW Client. Default = 5 s.

Reuse connection Enables reuse of the same TCP connection for multiple HTTP requests to reduce
network traffic.
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15 The LRH SW Client

Parameter Description

Note: When enabled, this option may cause high latency if the proxy server
o does not immediately terminate old requests thus saturating connection
sockets. This is often the case with 3G connections.

Enable compression Compresses data to reduce download times. Default = disabled.
I CAUTION: enabling this option could causes excessive CPU overhead.
Time Settings Used by the client to adapt the widget time stamp information.

Password

Settings »

Remote Server | Settings

Change Password:

Old password: |

Mew password: |

Confirm password: |

0K Cancel

This dialog give the possibility to change the internal password of the HMI device for the admin user (the default password
is "admin").

Password protection is not available on PC version of the HMI client
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16 Using the integrated FTP server

LRH SW HMI Runtime system uses an integrated FTP server.

Connect to the HMI device FTP server using any standard FTP client application. The FTP server responds on the
standard port 21 as default.

Important: The server supports only one connection at a time; if you are using a multiple connection
0 FTP client disable this feature on the client program or set the maximum number of connections per
session to 1.

FTP settings

FTP default credentials

When User Management/Security is disabled use the following credentials for incoming connections:

User name ‘ admin

Password ‘ admin

Changing FTP settings

Path: ProjectView> Security> UserGroups > Authorization Settings

You can change FTP permissions and account information in the Ftp tab of the admin authorizations dialog.

jectview 3 x LiPagel UserGroups x|

= prj-v192 Nam [ Authorized | Home Page [ Use Last Visited P___[Commerts [ Authorization Seftings |
i) Project properties o admiristrator group dminAth
-7 Pages lquest true guesthuth
i Dialogs |_|unauthorized false unauthorizedAth
17 Templates
P Web
= Config
G- i

melpela0

ousiajey 530.0 BEL M

‘Additional folders: + -

See "Configuring groups and authorizations" on page 326 for details.
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17 Using VNC for remote access

VNC is a remote control software which allows you to see and control the HMI application remotely using your local mouse

and keyboard.
Remote access is particularly useful for administration and technical support. In order to use it you need to:

« start aserverinthe HMI device
« install a viewer on the remote device

Starting VNC server on Linux devices ... .. ..

Starting VINC VieWer ...

227
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Starting VNC server on Linux devices

Starting VNC server on Linux devices

VNC server is a service embedded inside the BSP that can be activated from the Services tab of the device System
Settings. See "System Settings" on page 547 for details.

RS

VNC should be disabled after use and autostart is not recommended.

7 BACK 4= EDITG
System Settings
Language VNC Service
Enabled
System
Autostart
Hoos Port 5900
Multiple clients
Date & Time
View-only
Hemork Encryption (compatible clients)
Services Authentication
IManagement
Display
Restart
Authentication
EXIT

Starting VNC viewer

No VNC viewer is provided as part of LRH SW.

Many compatible VNC viewers are available for free download (for example, TightVNC).
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18 Alarms

The alarms handling system has been designed to provide alerts through pop-up messages, typically to display warning
messages indicating any abnormal condition or malfunction in the system under control.

Whenever a bit changes, or the value of a tag exceeds a threshold set in the alarm configuration, a message is displayed.
Specific actions can also be programmed to be executed when an alarm is triggered.

0 Important: No default action is associated with any alarm.

You can define how an alarm is displayed on the HMI device, if it requires user acknowledgment, and if and how it is logged
into the event list.

Alarms are configured in the Alarms Configuration Editor and, thus, are available for all the pages of the project. An alarm
widget can display more than one alarm at a time, if sized appropriately. You can trigger the opening or closing of the Alarm
window with an event.

You work with alarms in the same way as you work with any other event. You may not want to display a dialog when an
alarm is triggered and you can associate to it any other available action.

Alarms Editor 230
Remote alarms acknowledge ... il 233
Alarm state machine ... . L 233
SetliNg EVENES . 234
Active Alarms Widget ... . 236
Alarms History Widget 241
Additional Alarms Widgets ... 241
Managing alarms at ruUNtime . 242
Enable/disable alarms at runtime ... . i 243
Displaying live alarm data ... ... 243
Exporting alarm buffers 10 .CSV files ... L 245
Exporting alarm configuration ... .. L 245
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Alarms Editor

Alarms Editor

Path: ProjectView> Config > double-click Alarms

i File Edit Run Format View Window Help

POEE G e @ 2 8 ) O B e B s A Lang' -
<) ProjectView nx T:Pagﬂ/y Alarms x] -
wrd
3 + d = U T )] [) | P+ search | YFiIber by: |Name v Alarms used: 32000 @ 5
% v NewAlarmsEditor - -
% B Project properties MName Groups Enable Ack Trigger Tag Action Description Property Value
< 5 Pages Name Alarm1
~ |/ Configuration Alarm2 ] b!tMaskAIarm:l Tagl StepTag Increase alarm counter Groups
D Protocals Aarm3 (] bitMaskAlarm: 2 Tagl ShowMessage Enable [
>z =] Tags Ack true
E B mends Reset false
=2 ﬁ Reports Buffer AlarmBuffer1
g A alarms Trigger bitMaskalarm:0
i #* Events Buffer Tag Tagl
= P scheduler Remote Enable none
E %2 MultiLanguage Remote Ack none
§ Screen Saver Ack Notify none
% Datzbase Links Action LoadPage
2 Data transfers UserAction
4P Interfaces Description Load alarm page
13 Security Color
| Recpe Ack Blink false
¥ Dictionaries Severity 1dow
¥ Keypads Events 76,76,1,1
Custom Field 1
Custom Field 2

Adding an alarm

Click + to add an alarm.

Parameter | Description
Name Name of alarm
Groups Groups associated with the alarm. They can be used in widgets display filters.
Enable Enable/disable triggering of alarm.
r'- Alarms can be enabled or disabled at runtime as well (see "Enable/disable alarms at runtime”
. onpage 243 for details).
Ack Enable/disable acknowledgment of alarm, if selected the operator must acknowledge the alarm once
triggered to remove it from the Active Alarm widget.
Reset Used with the Ack option, if selected, acknowledged alarms stay in the alarm list, labeled as Not
Triggered Acked, until the operator presses the Reset button in the alarm widget.
Buffer Buffer file where the alarm history will be saved.
Trigger Triggering condition depending on alarm type:
« limitAlarm: alarm triggered when tag value exceeds its limits. The alarm is not triggered if the
value reaches the limits.
« valueAlarm alarm is triggered when tag value is equal to the configured value

230
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18 Alarms

Parameter | Description

« bitMaskAlarm: the bitwise AND operator compares each bit of the bitmask with the tag value
corresponding to that Alarm. If both bits are on, the alarm is set to true. You can specify one or
more bit positions (starting from 0) inside the tag. The Bit position must be given in decimal format;

if more bits are specified, each position must be separated by a",".

« deviationAlarm: alarm triggered if the percentage of deviation of the tag value from the set point
exceeds a set deviation.

deviation
|Value,, g, — SetPoint| = (— ® 5 eitPoz’nt)
’ 100
Tag Tag whose value will trigger the alarm when it exceeds the set limits.

The alarm can refer to the value of this tag, or to the state of a bit if bitMaskAlarm has been selected as
trigger.

Remote Tag used by the PLC to enable/disable the alarm.

Enable
« Changing the enable status from the Alarms Widget will change the tag value

« When the tag cannot be read (e.g. communication error) the alarm is disabled
« No tags related to the alarm are refreshed when alarm is disabled.

r Tip: It could be useful to enable the logging of the alarm's enable flag

Event Types >

Set here the alarm status transitions that has to be logged in the
event buffer
Motify Log Actions  Print

When entering the triggered status

When entering the not-triggered status
Both when entering the triggered and not-triggered status
When the alarm is acknowledged

When the alarm is enabled

Cancel

Remote Tag used by the PLC to acknowledge the alarm. A transition of this tag from 0 to a non zero value is
Ack considered an acknowledgment request.

Leave empty if remote acknowledgment is not required.

See "Remote alarms acknowledge" on page 233 for details.

Ack Notify | Tag used by the HMI device to notify when the alarm is acknowledged from the device or from the PLC.
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Alarms Editor

Parameter | Description

0 = set to this value when alarm is triggered

1 = set to this value when alarm is acknowledged.

Action Actions executed when the alarm is triggered. Additional conditions can be specified in the Events
column. See "Setting events" on page 234 for details.

The macros added in the action field are executed on the server-side with the exception of the below
macros that will be executed even on client-side (e.g. LRH SW).

« loadPage

« prevPage

« nextPage

« showDialog

« showMessage

« setlLanguage

« jsAction

User Actions executed when user press the action button in the active alarm widget.

Action _ . ;
See ""Active Alarms widget" on page 236 for details.

Description | Alarm description. This text supports the multiple language features and can be a combination of static
and dynamic parts, where the dynamic portion includes one or more tag values.

See "Displaying live alarm data" on page 243 for details.

Custom It is an additional alarm description that can be used to show additional information inside the alarms
Field # widgets. For example, could be an index to use to show a picture related with the alarm.
Color Foreground and background colors of alarm rows based on the status of alarm.

AckBlink Blinking for triggered alarms. If selected the alarm rows blinks until acknowledged. Only effective if Ack is
selected.

Severity Severity of the alarm. If multiple alarms are triggered simultaneously, actions will be executed based on
severity settings.

0 = not important
1=low

2 = below normal
3 = normal

4 = above normal
5= high

6 = critical

Events Conditions in which the alarms are notified, logged or printed.

See "Setting events" on page 234 for details.
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18 Alarms

Backup alarms events

From the "Events Buffer" on page 249 you can configure the size of the alarms buffer and activate the backup of the alarms
events when the buffer is full.

Remote alarms acknowledge

When the Remote Ack parameter is set, an alarm can be acknowledged from a PLC device setting a tag value to a
nonzero value. The acknowledged status is notified to the PLC device by the Ack Notify flag.

Alarms acknowledgement process

Remote Ack tagis set/reset by the PLC to request the acknowledge, and Ack Notify is set/reset by HMI device to notify
the execution of the acknowledge.

PLC
Tag (Alarm)

PLC
Remote Ack

Panel |
Ack Notify b

1. When an alarm condition is detected the HMI device set Ack Notify to 0 and all related actions are executed.
2. When the alarm is acknowledged (by HMI device or remotely), Ack Notify is set to 1

3. It's uptothe controller to set Remote Ack to 1 to acknowledge the alarm or reset it to 0 when the HMI device send a
notification that the alarm has been acknowledged (Ack Notify = 1)

WARNING: When an alarm is triggered, some signals need to be update/communicated through the

_L connected devices. We assume the Acknowledge to be a signal pushed from an operator and not
released automatically from a controller device. This allows for time required to communicated the
original signals.

r' Tip: Using the same tag both for Remote Ack and Ack Notify can connect more devices to the same controller
and acknowledge the alarms from any HMI device.

Alarm state machine

The runtime implements the alarm state machine described in this diagram.

States and transitions between states are described according to the selected options and desired behavior.
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Setting events

isTriggered()==FALSE

Motify() i
is{riggered{)==TRUE
isTriggered()==FALSE

TRIGGERED NOT_ACKED | {| NOT_TRIGGERED NOT_ACKED
isTriggered()==TRUE

o
I
il

isTriggered()==TRUH

multiTrigger == TRUE & Q -leiggerr-,i( SE &
new Irigger(} TRIGGERED ACKED reqreset|] == E NOT_TRIGGERED ACKED
N isTriggered()==TRUE

isTriggered()==FALSE|

ol EIESIr;L

(}aBpmouboe

cknowldge{)&&

ragResal)

isTriggered()==TRUE && requireACK==TRUE

s
':;r..?} h
ﬁ// disable() , w | disable()
L= I
T
s
enable an EL
alamm, isTriggerad(}==FALSE && 388
means put it reqReset() == FALSE g
In this state NoT_TRIGGERED [ it
T—
isTriggered()==FAL w w reset()
2 S 2
<C L El=
i sTriggered()==TRUE 8& [ iE
L| requireACK==FALSE e gl=
b multiTrigger == TRUE 8& | £[*
83 newTriggen(} g
k=4
5
See TRIGGERED

isTriggered()==TRUE

Setting events

Path: ProjectView> Config > Alarms > Events property
Events are defined using the Alarms Editor.

See "Alarms Editor" on page 230 for details.

Notifying events

Path: ProjectView> Config > Alarms > Events property > Notify tab

Set conditions under which the alarms will be posted in the alarm widget.

Event Types ? X

Notify events to Alarm widget

Notify Log Actions Print

When entering the triggered status
When entering the not-triggered status
Both when entering the triggered and not-triggered status
When the alarm is acknowledged
When the alarm is reset
[ when the alarm is disabled
[ when the alarm is enabled

|:| Use source timestamp

Cance
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18 Alarms

Here you define the behavior of the default alarm widget available in the Widget gallery and decide in which cases the
widget is updated by a change in an alarm status.

CAUTION: Make only the adjustments required by the specific application while leaving all other
_L settings as default.

Logging events

Path: ProjectView> Config > Alarms > Events property > Log tab

Set conditions for which you want to store the specific event in an alarm history buffer.

Event Types ? X

Log event to buffer

Motify Log Actions Print

Both when entering the triggered and not-triggered status
When the alarm is acknowledged

When the alarm is reset

] When the alarm is disabled

] when the alarm is enabled

|:| Use suorce timestamp

Cancel

The alarm history is logged in the Event Buffer.

Executing actions

Path: ProjectView> Config > Alarms > Events property > Actions tab

Set conditions under which the action(s), configured for the specific alarm, must be executed.

Event Types ? X

Trigger actions on event

Motify Log Actions Print

When entering the triggered status

[[] When entering the not-triggered status

[[] Both when entering the triggered and not-triggered status
[ When the alarm is acknowledged

[] When the alarm is reset

[] When the alarm is disabled

[] when the alarm is enabled

D Use suorce timestamp

Cancel

By default, actions are executed only when the alarm is triggered; other alarm states can also be set to execute actions.

Print events

Path: ProjectView> Config > Alarms > Events property > Print tab

Set conditions for which you want to print the specific event
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Active Alarms widget

Event Types

Print event

MNotify Log Actions Print

When entering the triggered status

[] when entering the not-triggered status

[ Both when entering the triggered and not-triggered status
[1 when the alarm is acknowledged

[ when the alarm is reset

[ When the alarm is disabled

[ When the alarm is enabled

|:| Use suorce timestamp

Cancel

Setting storage device

Path: ProjectView> Config > Events Buffer> Storage Device tab

ProjectView o= / Events Buffer x]

+ +—Awv

= PI’D_]ECt'-I. ) | 1d [Name | Enable | Size | Type | Storage Device |
Project properties H1 Alarm Bufferl 1000 Alarms Local [
G- Pages 2 Audit Trail 1000 Audit Local

o Available only for device’s protocols that support this feature (OPC UA Client)

1. Open the Storage Device dialog.

2. Select a device for event data storage.

=% Reports

Scheduler

. MultiLanguage
-l Screen Saver
-[55 Data transfers
[H-fg Security

-5 AuditTrail

Sterage Device

Storage Device

Local
8 Trends @ 2

..... A Marms .
..... 3 4 # Events Buffer Path:

sD
]

() preferred

Cancel

Use source timestamp

236

Active Alarms widget

Data is automatically saved every five minutes except for alarm data which is saved immediately.

Events are stores with the timestamp of when the HMI device detect the event. When “Use source timestamp” is selected,
the events are stored with the timestamp received from the remote device.

You caninsert the Active Alarms widget in a page to display the alarms and to acknowledge, reset or enable/disable them.

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



18 Alarms

Active Alarms

Select Mame State Value | Time Description Severity | Enable

' Checllincbeckaal l Filter : | Hide Not Triggered I Ack I I Reset I I Save I

Alarm filters

Path: ActiveAlarm widget> Properties pane> Filter

Define filters used to display only some of the configured alarms. Filters are based on alarm fields, which means you can

filter alarms according to name, severity, description and so on.

Filter 1 is the default filter. I1t's managed by the combo box Filter 1, and has two options: Show all alarms and Hide Not

Triggered which, when selected, allows to display only active alarms.

Filter 2 is, by default, not configured and available for customization.

Filter's expressions make use of AWK language, the expressions are applied to the data contained in the selected Filter

column of the Alarm widget.

- Alarms List
Colurnns
Sorting false
Sort Column | Severity
+ Text
||| Fitcer
Fitter Colum State
Filcer 1 Hide Not Triggered
Datalink| ftemData:Combo2
Filter Colurm Salect
Fitter 2

Setting filters

Path: ActiveAlarm widget> Properties pane> Filter
To set one of the two available filters:

Select Filter Column 1 and choose the value to filter for (e.g.: Name, State, Time, Groups)

In DataLink attach a combo box widget. Use Shift+ left-click to select the combo box.

w N~

In the Properties pane select list property and open dialog to customize combo box values

4. Inthe combo box configuration dialog, specify String List and the regular expression to filter values.

See https://en.wikipedia.org/wiki/Regular_expression for additional details regarding regular expressions.

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.

237


https://en.wikipedia.org/wiki/Regular_expression

Active Alarms widget

Filters first example

You want to show all alarms matching Filter 1 with value equal to 10. Then properties settings: Filter column 2 = Value,
Filter 2=10

| B Properties
Active Alarms 0 & &
State | Value = Alarms List
Calumns
Sorting false
Sort Order Descending
Sort Column Severity
+ Text
= Filter
Filter Column 1 | State

= Filter 1 ~((not Triggered Acked |1
DataLink i sCombo2

Filter Colurmin 2
Filter 2
+ .hédLIEI

R R

4

le Nt Triggered | Ack " Reset " Save |
| |

Filters second example

You want to show all alarms matching a Severity value from 3 to 6 (Normal to Critical). Then properties settings: Filter
column 2 = Severity, Filter 2 = [3-6]

., u Properties
Active Alarms & & &
State | Value | 8 (s
Columns
Sorting false

Sort Order Descending
Sort Colurn | Severity
+ Text
=| Filter
Filter Colurm State
= Fifter 1 ~({Not Triggered Acked ||
DataLink| iremData:Combo2

""" Fitter Colum Severity
"(Filter 2 [3-6] )
’ + Header :
+ Content
e Not Triggered | Ack || Reset || Save | o Configure
|

Filters third example

You want to show all alarms matching a value from 11 to 19. Then properties settings: Filter column 2 = Severity, Filter 2

="1[1-91%)
Meaning:
A = match must starts from the beginning of the string

1[1-9] = first char must be 1 and the second char must be between 1 and 9

$ = end of the comparison.
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18 Alarms

Active. Alarms

u Properties

State | Value

& &8 &1

Alarms List

|

e Mot Triggered

4
Content
Ack Reset Save = Rl
+ Configure
|

Filters expression examples

Columns

Sorting false

Sort Order Descending

Sort Column | Severity
+ Text
- Filter

Filter Colum State
] Filter 1 ~((Not Triggered Acked |}
DataLink jremData:Combo2
Filter Colum value
Filter 2 ~(1[1-9]s)
|

S —
+ FEgueT

2

Combo Box
| Q.a Multlanguage |Langl ﬂjﬂ [Tahoma v]
+ -
Index String List Data List o
0 10 < Value < 20 ~(1[0-9]8)
1 20 <= Value <100 ~{[2-9].8) =
2 100 < Value < 200 ~(1[0-9][0-3]%)
3 Value 27/3?/47/52 ~([2-9].%8)
4 Value == 100 ~([1-9][0-9] [0-9].%%) i
[ oK ] [ Cancel
g

Filter by | String list

Data list

State Hide Not Triggered A((Not Triggered Acked|Not Triggered Not Acked|Triggered).*$)
Value 10 < Value <20 A(1[0-9]%)

Value 20 <= Value <100 N[2-9].9)

Value 100 < Value < 200 A(1[0-9][0-9]%)

Value Value 27/3?/47?/5? M[2-9].79)

Value Value >= 100

A([1-9][0-9][0-9].79)

Value Value >= 20

Sorting alarms

A([2-9]."$I[1-9][0-9][0-9]."$)

Path: ActiveAlarm widget> Properties pane> Sorting

The sorting function allows you to sort alarms at runtime in the alarms widget by clicking on the column header.
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Active Alarms widget

o Note: The severity value displayed here is set in the Alarm Editor.

Action

When the "User Action" associate with the alarm (see “"Alarms Editor" on page 230 for details) contains valid actions, the
Action icon is showed. Pressing the icon, the configured actions will be executed.

Active Alarms
Action MName State Time
Alarm1l Mot Triggered 03/08/2016 11:07:43 AM
Alarm2 Triggered 03/08/2016 11:07:55 AM
Alarm3 Mot Triggered 03/08/2016 11:07:43 AM
| Check/Uncheck Al I Filter : Show Al

a
O

! Lo e

WARNING: If you are using an older converted project, you have to substitute the old Active Alarms
Widget with the new one from the Widgets gallery

Note: The image can be modified from the Colums property of the Active Alarms widget

Table Colurnn Editor Alarms List : ActiveAlarms
Columns |:
Columns o= == /M % Sorting false
E_E]Acﬁon - Col 0 Info Sort Order nding
-_:.i—ilide;lt Header Action Sort Colurmn | Severity
L£:]]Enable -
=5 Value alUserAction ﬂ Text
& MName .
._='_-:_.:|'|GI'DLIDS Width 100 Fitter
Fstate Type Image Header
==l
Vel Visiblg - Content
= - Image path | images\action.png Configure
L& Description
'i'E]Severity General
Position
Cancel

Enable/Disable Alarms

At runtime the Alarms Widget can be used to enable or disable the alarms.
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18 Alarms

Saves changes made in the Enable column in the alarm widget. This action is used with the Save button in the alarm
widget.

Time Enable
04-01-2012 12:05:00 ]
04-01-2012 12:05:00 v
04-01-2012 12:05:00 v

3
Ack Reset Save

Alarms History widget

Logs and display an alarm list if Buffer property in Alarms Configuration Editor is set.

Alarms History

From : 09/24/13 - 16:04:49
Duration : 1 Min Refresh
To: 08/24/13 - 16:04:49
MName | State Value Time Description | Event Type

| Backward I | Forvard I

Attaching widget to buffer

Path: AlarmHistory widget> Properties pane> Buffer > EventBuffer

In Properties pane > Event select the Event Buffer from which the alarm list is retrieved

Additional Alarms widgets

In addition to the two main “Active Alarms” and the “Alarms History” widgets, the Gallery contains some other alarms
widgets with a slightly different look but basically similarly at the two main widgets. You are free to choose and use the
widget that has the look that better meet your requirements.
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Managing alarms at runtime

o Note that some widgets are available even inside the print report gallery.

Some widgets are based on the new table structure. For these widgets, in addition to the exposed properties, you can
select the internal table and use the table capabilities to modify the widget as for your needs and taste (see "Table widget"
on page 431 for additional details).

Printing the historical alarms list

The print gallery contains historical alarms widgets, based on table structure, that can be used to generate an alarms report.
The table can be drawn and enlarged to fill the entire page. If the number of lines to printed is greater of one page, the alarms
table will be printed using additional pages.

Timestamp Name State Value Description
Label Label Label Label Label

D % a 4

L ;.

Using the “attach to tag” feature is possible to use tags to define some properties of the historical alarms list to print at
runtime:

« Page Duration
e EndTime

"Page Duration" with "End Time" define the piece of the alarm buffer to print.

Properties a3 X W
&1 & & + —AV|* |)] [>|%B Variablesprot 1
- AlarmsHistoryReport : AlarmsHistoryReport Name [ ‘Address
EventBuffer AlarmBufferl | |Duration Duration int
= Page Duration 1 hour ﬂ |__|EndTime EndTime time
= Datalink Duration ]
Access Type R
=l End Time ] ﬂ
= Datalink EndTime ]
Access Type R
Time Spec local
Date Forrmat MM/DD/YY - hh:mm:ss
+ Fiter

Managing alarms at runtime

When an alarm is triggered it is displayed in the Active Alarms widget where you can acknowledge and reset it. You can
filter the alarms displayed using several filters, for example you can hide not triggered alarms or show all alarms.

See "Active Alarms widget" on page 236 for details.

IMPORTANT: The Active Alarms widget is not displayed automatically. You must add a dedicated
0 action that will open the page containing the alarm widget when the alarm is triggered.
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18 Alarms

Enable/disable alarms at runtime

You can enable or disable the alarms at runtime.
To enable an alarm select the Enable option in the alarm widget.

Disabled alarms are not triggered and therefore not displayed at runtime.

Select Id Source Value State Date Time Enable &
[ Alkrmi 23 Mot Triggered Mot Acked 25-01-2011 16:59:31
[ Alarmz2 23 Mot Triggered Mot Acked  25-01-2011 16:59:31
[ | Alkrm3 23 Mot Triggered Mot Acked 25-01-2011 16:59:31
[ Alrma 23 Not Triggered Not Acked 25-01-2011 16:59:31 L
O Alarms 23 Not Triggered Not Acked 25-01-2011  16:59:31
[ Alkrmé 23 Mot Triggered Mot Acked 25-01-2011 16:59:31
[ Alarm? 23 Mot Triggered Mot Acked  25-01-2011 16:59:32
[ Alkrmg 23 Mot Triggered Mot Acked 25-01-2011 16:59:32
[ Alrmg 23 Not Triggered Not Acked 25-01-2011 16:59:32

Check/Uncheck Al Filter : | Show Al - Ack Reset Save

Note: Alarms can be configured to be enable/disable even from the PLC.
0 See Alarm Configuration Editor for details.

Displaying live alarm data

Path: ProjectView> Config > double-click Alarms

Both in the Active Alarms widget and in the Alarms History widget it is possible to set the description of the alarm, or of the
custom fields, to display the data of the live tags.

id_ | Name [ Erable | Ack [ Reset | Tag [ Buffer [ Trigger [ Action [ Diescription [
1 Alarm Tagl AlarmBuffer] bit Mask Alam: ShowDialog Aarm 1 Tag Value is [Tag1]
2 Alam2 Tagl AlarmBufferl bit Mask Alam:1 ShaowDialog Alam 2 Tag Value is [Tag2]

| 3 | Alarm3 Tagl AlarmBuffer] bitMask Alam:1 ShowDialog Aarm 3 Tag Value is [Tag3]

To show the tag value, set a placeholder in Description entering the tag name in square brackets, for example "[Tag1]". At
runtime, in Description column of Active Alarms widget the current value of the tag will be displayed.

Live Tags Placeholders
Tags

o [TagName]
The tag value is read and continuously updated

r Use '\' before '[]' if you want to show the '[ ] in the description string, for example: \[Tag\[1\]\] will display the
string "[Tag[1]]".

Use'\', even when the tag label contains square brackets. For example, to display the live tag value of tag
“TAG]3" or “TAG[3]” use:

o TAG\I3 =[TAG\]3]
o TAG\[3\] = [TAG\[3\]]

Array Tags
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Displaying live alarm data

To reference the entire array (all elements will be shown):

o [TagName]
All array elements will be displayed using a comma separate list.

o [TagName[-1]]
All array elements will be displayed using a comma separate list.

To reference an element of the array:

o [TagName.Index]
Example: [MyARRAY .5] will display the sixth element of the MyARRAY

« [TagName[Taglndex]]
Example: [Taglndex] will display the sixth element of the MyARRAY when Tagindex is 5

Data Formats

Placeholder characters can be used to control how to display the tag value (see "Custom Formats" on page 28)
o [TagName|format("#H##")]

Example:

Live: [fCounter|format("#.00")] - Triggered: ['fCounter|format("#.00")]

Note that by default, all tags are displayed as an integer. If you want to display a float number, you have to
0 specify how to show the number adding the decimal digits.

To freeze a live tag value

Live tags are read and continuously updated. If you want to freeze the tag value at the instant the alarm is triggered, use the
exclamation point as tag name prefix:

o [TagName]

When alarm is triggered, tag value is read and continuously updated
o [!TagName]

When alarm is triggered, tag value is read and frozen

Example of Alarm widget

Select | Name | State | Value | Time
O |Alarmi Triggered Not Acked 1 30/09/2019 12:56:19 Live Counter: 44
[ |Alarmz Triggered Not Acked 1 30/09/2019 12:56:21 Triggered Counter: 11
O |alarm3 Triggered Mot Acked 1 30/09/2019 12:56:24 Live: 44 - Triggered: 14
O |alarma Triggered 1 30/09/2019 12:56:35 Live: 0 - Triggered: 0
[ |alarms Triggered 1 30/09/2019 12:56:17 Live: 0.44 - Triggered: 0.07
Filter : | Hide Mot Triggered - ' CheckfUncheck All ' | Ack l | Reset l | Save l

In History Alarms widget or in .csv file, live tag values are the values taken when the alarm's status
_L change (for both types of placeholders)
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18 Alarms

Length limit of the Description field

Number of live tags that can be used inside each alarm's description depends on size of used tags. LRH SW will check and
show a warning message when too many tags are used.

6 The sum of the bytes that are calculated using the underlying algorithm must be less than or equal to 50

4 bytes + (size of tag + 2) + (size of tag + 2) + (size of tag + 2) + .
<= 50

Example:

Alarm Description:
Tagl=[Tagint], Tag2=[TagBool], Tag3=[Tag5tr8]

Fixed 4
Tagl

Tag2 3
Tag3 10
Total: 23

When arrays are used, e.g. Tag1 as an array of 8 integer:

« [Tag1]or[Tag1[-1]]
The entire array is shown and the number of the necessary bytes is calculated as 4(size-INT) x 8(array elements) +2

=34 Byte

o [Tagi1[Index]]
An element of the array is shown and the number of the necessary bytes is calculated as 4(size-INT) x 1(array
elements) +2 = 6 Byte. In this case, if at runtime the Index assumes the value -1 some values could be lost

Exporting alarm buffers to .csv files

To export an event buffer containing an history alarms list, use the DumpEventArchive action.

See "System actions" on page 192 for details.

Note: Tag values displayed in the alarms description are also included in the buffer. Tags are sampled
0 when the alarm is triggered and that value is logged and included in the description.

Exporting alarm configuration

Path: ProjectView> Config > double-click Alarms
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Exporting alarm configuration

7 1.'Page1/ Alarms x|

T - : ¥ )] [) |p- search | TFiIher by: |Mame -
Name Groups Enable k cl ine Tag Description
Alarm1 ES Lo Alarm:0 MRTU1 Load alarm page
Alarm2 O deviationAlarm:50.0 - 20,0 MRTUZ Increase alarm co
Alarm3 limitalarm: 10-100 Tagl
Alarm4 O wvalueAlarm: 30 Tag2
Alarm5s O valueAlarm: @Tag4 Tag3
Alarmé O bitMaskalarm:0 Application/IOCONFIG_GLOBALS_MAPPING/IMO
Alarm7 O bitMaskalarm:0 Application/ITOCONFIG_GLOBALS_MAPPING/IM1
Alarma O deviationAlarmi:50.0 - 20.0 Application/PLC_PRG/supercar

Click the Export Alarms button: the alarms configuration table is exported into an .xml file.

You can edit the resulting .xml file using third part tools (for example, Microsoft Excel) .

=] & Bookl - Excel TABLE TOOLS 2 B - 0O %
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER ADD-INS DESIGN -
Vj D 27 Record Macro '1:1? =] | mmm [] Properties E ER Map Properties 53 Import
L [ Use Relative References & | may &1 View Code 1) Expansion Packs [, Export
Visual Macros Add-Ins  COM Insert Design urce Document
Basic 4. Macro Security AddIns |+  Mode [3]Run Dislog [?1 Refresh Data Panel
Code Add-ns Controls ML Modify ~
BB2 .| Jr |18 v
A B C D E F G |~
[l cventsuffer B logToEventarchive B eventType Bl subType Bl storealarminfo B name B source XML Source T
2 |nfa TRUE 0 0 FALSE n/a nfa XML maps in this workbook:
3 |AlarmBufferl TRUE 14 1 TRUE Alarml  MRTUL alarms_Map -
4 |AlarmBufferl TRUE 14 1 TRUE Alarm2 MRTU2
223 alarms -
5 |AlarmBufferl TRUE 14 1 TRUE Alarm3  Tagl & alarm E
6 |AlarmBufferl TRUE 14 1 TRUE Alarm4 Tag2 2] eventBuffer
7 |AlarmBufferl TRUE 14 1 TRUE Alarms  Tag3 ] logToEventArchive
8 |AlarmBufferl TRUE 14 1 TRUE Alarmé  Application/IOCONFIG_GLC =] eventType
9 |AlarmBufferl TRUE 14 1 TRUE Alarm7  Application/IOCONFIG_GLC (] subType
10 | AlarmBuffer1 TRUE 14 1 TRUE Alarmg  Application/PLC_PRG/supe ] storeAlarminfo
1 =] name
12 (=] source
(= alarmType
13 1 Lrvaael et 2
14 T — ¥
15 To map repeating elements, drag the
elements from the tree onto the worksheet
16 where you want the data headings to
17 appear.
18 To import XML data, right click an XML
19 mapped cell, point to XML, and then dlick
Import.
2D Options | | XML Maps..
21 -
Sheetl @ — ; Verify Map for Expert...

AVERAGE: 18 COUNT:9  SUM: 162

alarmType n lowLim ﬂ hig
nfa 0 1000
bitMaskAlarm

50

1
1
bitMaskAlarm 2
bitMaskalarm 4
bitMaskaAlarm 8
bitMaskalarm 10
bitMask&larm 20
bitMaskalarm 40
bitMaskAlarm 80
00

bitMaskalarm 1

bitMaskaAlarm 200
bitMaskalarm 400
bitMask&larm 800
bitMaskalarm 1000
bitMaskAlarm 2000
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18 Alarms

Importing alarm configuration

Path: ProjectView> Config > double-click Alarms

1:Page1/ Alarms x]

= )] [) | 2+ search | TFiIter by: |Name -
Mame Groups Enalk Trigger Tag Description
Alarm1 Impor tIa| m bitMaskalarm:0 MRTU1 Load alarm page
Alarmz O deviationAlarm:50.0 - 20,0 MRTUZ Increase alarm col
Alarm3 limitAlarm: 10-100 Tagl
alarm4 O r N
Alarms O Import Alarms [é]
Alarme O
Alarm7 O Protocol Mode Select
Alarms | 4 Modbus TCP:prot1

Alarms,MRTUS, valueAlarm
4 Variables:prot2 [l
Alarm4, Tag4, valueAlarm

Alarm3,Tag3, valueAlarm
Alarm3,Taas, valuealarm

Imported alarm file:
ExportedAlarms.xml B
|| Keep synchronized

[7] Replace project alarms with imported alarms

OK ]l Cancel ]

1. Click the Import Alarms button and select the .xml file from which to import the alarms configuration: the Import
Alarms dialog is displayed.

2. Select the group of alarms to import and click OK to confirm.

Differences are highlighted in the Import Alarms dialog using different colors

Color | Description

Black | This is a new alarm and it will be imported

Red | This alarm has not been found and will be removed (only if check "Replace project alarms with imported alarms”
is checked)

Blue | This alarm has been modified and will be updated.

Gray | This alarm is already part of the project and will be skipped.

Automatic synchronization

Select the Keep synchronized option in the Import Alarms dialog to enable the automatic synchronization of the alarm
configuration file.

Whenever changes occur in the alarms configuration, the file will be automatically updated in silent mode.
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Exporting alarm configuration

.r‘ Tip: Enable this function when the alarm file is managed by a different tool (for example, PLC programming
“.  software)as well as by LRH SW.
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Events Buffer

The "Events Buffer" page gives you the possibility to configure the current events buffers (used for store alarms or audit
trail information) or add additional events buffers.

ProjectView 7 X Alarms [ AuditTrail ~*  Events Buffer* x |
+ +=-Av
v Project1 | Id |Name | Enable | Size | Type | Storage Device |
@ Project properties H1 AMlarmBufferl  True 1000 Alarms |Local |
™ Pages 2 Audit Trail True 1000 Audit Local
v = confiquration 3 Event1 True 1000 Generic Local
Protocols
5 Tags
v § Trends Storage Device X
ﬁ Trendl
= Reports Storage Device
% Alarms O Local () UsB ® 5D Preferred
Events Buffer §
% scheduler @ - ~§
Q.) MultiLanguage
Screen Saver Path: Storage Card/
1% Database Links
E3 Data transfers Backup Archive
£ Interfaces
15 Security Save a copy when full (.csv)
?,,_. Redpe ) Local (O use ® sD Preferred
¥ Dictionaries
9 Keypacs > < B
Path:
| storage Card/%n /ey %Msd%h%m s NESS
Time Spec Local - @
Date Format - @
Seperate Date and Time | False - @
Cleanup after backup False - D
Language h D
Signed True - D
Cancel
Parameter Description
Id Buffer identification number
Name Buffer name
Enable Enable/disable logging
Size Size of log file. Data is automatically saved to disk every 5 minutes.
Type Type of events logged:

« Alarms
. Audit

« Generic

Storage Device

Device where the data will be stored
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Events Buffer

Backup Archive

If Save a copy when full option is enabled, the HMI device will save a copy when the events buffer is full before it is
overwritten by newer data.

Parameter Description

Path Where events buffer data will be copied.
The below wild cards are supported

« %n = Events buffer name

o %y =Year
« %M = Month
e %d=Day
e %h=Hour

e« %m = Minutes

« %s = Seconds

Time Spec Timestamp of events

« Local
Use the time of the HMI device where the project is running

« Global
Use global time (GMT)

Date Format Time and Date format. Placeholders can be used (see "Time and Date placeholders" on page 413)

Separate Date | When "true", the date and the time are placed into two different fields
and Time

Cleanup after | When "true", the event buffer is clean up after completing the backup. When "false", the older events

backup are removed when new events are incoming (circular buffer)
Language Language to use
Signed When "true", the additional file with the signature is added (see "Signed CSV files" on page 318)
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20 Recipes

Recipes are collections of tag values organized in sets that satisfy specific application requirements.

For example, if you have to control room variables (temperature and humidity) in the morning, afternoon and evening. You
will create three sets (morning, afternoon and evening) in which you will set the proper tag values.

Each element of the recipe is associated to a tag and can be indexed into sets for a more effective use. This feature allows
you to extend the capabilities of controllers that have limited memory.

You can add controller data to a page using a recipe widget. Recipe data contains all the controller data items; however
data is no longer read directly from the controller but rather from the associated recipe element in the HMI device.

Recipe data is configured in LRH SW workspace; the user can specify default values for each element of the data records.
In LRH SW HMI Runtime, data can be edited and saved to a new data file, any change to recipe data is therefore stored to
disk. With the use of a separate data file LRH SW HMI Runtime ensures that modified recipe values are retained
throughout different project updates. In other words, a subsequent project update does not influence the recipe data
modified by the user in the LRH SW HMI Runtime.

See "Recipe actions" on page 187 for details on how to reset recipe data.

0 Note: Recipe data can be stored on a Flash memory, on a USB drive oron a SD card.

Managing reCIPeS ... . . il 251
Configuring a reCipe Widg et ... L 254
ReeCIPe S atUS L 255
Uploading/downloading @ reCiPe .. ... .. 256
Backup and restore recipes data ...l 257

Managing recipes

Creating a recipe

To create a recipe for your project:

1. InProjectView right-click Recipes and select Insert Recipe: an empty recipe is added. You create and configure
recipes using the Recipe Editor.

-7 Recipes

Al 0:Recipel
-\l 1:Recipe?
Al 2:Recipe3
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Managing recipes

Recipe editor

Path: ProjectView> Recipes > double-click RecipeName

+—-AvH <>

| index [Element Name | Tag | Fill Tank: 1| Fill Tank [ Fill Tank £ Fill Tank 3] Fil Tank 1] Empty Tar| Empty Tar| Empty Tank 75_ [Em
MO Home Valve Recipe_HomeVz 1 1 0 i} 0
1 Truck Valve Recipe_Truck\: 0 i} 0 o 0 1 1 1 m
2 Fill Flow Meter  Recipe_FillFlow! 15 35 50 75 100 75 50 25 15 |
3 Empty Flow Met¢ Recipe_EmptyFl 0 ] ] ] 0 25 50 75 5 |
4 Chemicall Recipe_Chemic: 0 1} 0 i} 0 0 1} 0 E.
5 Chemical? Rerine Chemicz n n n n n n n 0 |

Configuring recipe properties
In the Properties pane of each recipe you set the following parameters:

Parameter Description

Recipe Name Name of the recipe

Number of sets | Number of values sets for each recipe element. Each set has a different configurable name.

Properties

& &8 &

- Recipe :_RecipeMgr

Recipe Mame Recipel

- Mumber of sets 10
Set 0 Fill Tank 15_
Set 1 Fill Tank 35_
Set 2 Fill Tank 50_
Set 3 Fill Tank 75_
Set 4 Fill Tank 100_
Set S Empty Tank 25_
Set 6 Empty Tank 50_
Set ¥ Empty Tank 75 _
Set8 Empty Tank 90 _
Set @ Empty Tank 100_

Setting up a recipe

1. Click + to add an element of the recipe.
2. Link the tags to each recipe element.

Defining recipe fields

Create arecipe field in the page using a numeric widget and attaching it to a recipe item after selecting Recipe as the
Source.
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20 Recipes

Source: (7) Tag () Alias () System () Widget (@) Recipe
| o~ Search |

curRecipeSetList
curRecipeSet
curRecipe
recipeList
> CurrentRecipe
» #0 (Recipe 0)
> #1 (Recipe 1)
» #2 (Recipe 2)
4 #3 (Recipe 3)
Name
Status
> CurrentSelectedSet
» LastDownloadedSet
» #0 (r3-Setn)
> #1 (r3-Setl)
4 #2 (r3-Set2)
Name
Value
4 #0 (Element1)
Name
Value
» #1 (Element2)
» #2 (Element3)
» #4 (Recipe 4)
»+ #5 (Recipe 5)
> #6 (Recipe 6)
)
)

» #7 (Recipe 7
> #8 (Recipe 8

In the Attach to dialog you have the choice of all the different recipe variables, such as:

o Current Recipe >Current Selected Recipe Set> Element > Value
« Selected Recipe > Selected Set0 > Element > Value
« recipelList

When numeric widgets are defined as read/write, the default recipe data can be edited at runtime. These new values are
stored in a separate file as modified recipe data.

Note: Since JavaScript API functions are used, the recipe elements and sets can be referenced by name or by
o position. To avoid ambiguity between names and index, the names of the recipe elements and sets must include
at least one alphanumeric character.
Storing recipe data

In the Recipe Editor click the storage type icon E to select where to store recipe data: the Storage Device dialog is
displayed.
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Configuring a recipe widget

Storage Device @

Storage Device

) Local - UsB @ sD _) Preferred
_# ey !
Path: Storage Card/

Mote

Make sure that the removable media contains
the [data folder copied from the project

OK ] I Cancel

For USB drive and SD card storage you can provide the folder location.

WARNING: Recipe configuration files are created automatically when the project is saved and stored

._L in the data subfolder of the project. To use external storage devices, you need to copy this folder into
the external device. Note that you have the responsibility to manage the data folder inside external
devices. Even dynamic files are not deleted when project is updated using the “Delete dynamic file”
option.

0 Important: You can add a subfolder but you must not rename the "data" subfolder.

Import/Export recipes

To import/export the recipes configuration of your project:
In ProjectView right-click Recipes and select Export Recipe or Import Recipe
The following formats are supported for import:

o Comma Separated Values (.csv)
« Unicode Text (.txt)

o Note: Use the Unicode Text file format when you import a file modified using Microsoft® Excel®.

Configuring a recipe widget

You can choose one of the two recipe widgets available in the Widget Gallery:

« Recipe set: allows you to select a recipe set for upload or download. See "Uploading/downloading a recipe” on
page 256

» Recipe menu: when more recipes have been created for a project, use this widget to manage all recipes and select
the desired sets for each of them.
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20 Recipes

Recipe Set Recipe Menu
Recipe Set Recipe
Download Upload Recipe Set
Download Upload

Configuring the Recipe Set widget

In the Properties pane of each Recipe Set widget set the following parameter:

Parameter ‘ Description

Recipe Name ‘ Name of the recipe

Recipe status

Each recipe contains two kinds of status parameters

« Recipe Status (blue in the below picture)
Give information regarding the last download or upload operation

« DataSet Status (yellow in the below picture)
Give information of modified datasets

Source: () Tag () Alias () System () Widget (® Recipe
|P‘- Search

curRecipesetlist
curRecipeSet
curRecipe
recipelist
4 CurrentRecipe
Mame
4 CurrentSelectedSet
MName
Value
Status
» #0 (Element)
> #1 (Element1)
> #2 (Element2)
4 LastDownloadedSet
MName
Value
Status
» #0 (Element)
» #1 (Element1)
> #2 (Element2)
4 =) (Setd)
MName
Value
Status
» #0 (Element0)
> #1 (Element1)
» 27 (Flament?
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Uploading/downloading a recipe

Recipe Status

After every recipe upload or download, or recipe set modification, the Recipe Status parameters contain a value with the
result of the operation.

Code | Function Description

0 Set modified Selected set changed

1 Download triggered | Download request triggered

2 Download Done Download action completed

w

Download Error Error during download (for example, unknown set, unknown recipe, controller
not ready, Tags write failed etc.)

4 Upload triggered Upload request triggered

5 Upload done Upload action completed

6 Upload Error Error during upload - same as for download

7 General Error General error (for example, data not available)
DataSet Status

The status of each data set indicates that it has been changed. This information may be useful to not forget to download the
recipe to synchronize the PLC. Both download or upload operations will reset the DataSet Status to 0.

Code | Function Description
0 Syncronized User synchronized PLC with the dataset values
1 Modified User modified some values of the dataset

0 Note: After a device startup or a recipe reset/restore, all status values will reset to 0.

Uploading/downloading a recipe

Uploading a recipe

You upload a recipe to an HMI device using a recipe widget and the UpLoadRecipe, UpLoadCurRecipe action in one of
the following ways:

« attach the action to an event of a button or a switch (see ""Attach to" parameters” on page 39 for details)
« configure the action in an alarm action list (see "Alarm actions" on page 170 for details)
« configure the action in a scheduler action list (see "Scheduling events at runtime" on page 308 for details)
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20 Recipes

Downloading a recipe

You download a recipe from an HMI device using a recipe widget and the DownloadRecipe, DownLoadCurRecipe
action. See "Recipe actions" on page 187

Backup and restore recipes data

The recipe data stored in an HMI device can be exported for backup and later restored. This is done using the
DumpRecipeData or the RestoreRecipeData actions.

See "Recipe actions" on page 187 for details.
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Backup and restore recipes data
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21 Trends

Trends allow you to sample and record the values of specified tags according to specific sampling conditions. The trend
function includes trend acquisition and trend display.

Trend acquisition parameters are set in the Trend editor so that data can be stored. Stored data can then be displayed in a
graphical format using a trend widget.

Data oG GiNG .. 260
Exporting trend buffer data .. il 264
Realtime trend Widget L 266
History trend Widget ... 267
Scatter diagram wWidget .. 269
Trend WIidget fIPS ... 270
Table trend Widget . 276
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Data logging

Data logging

Data can be logged and stored to HMI memory. Data logging allows you to store the values of a group of tags all at the
same time to a buffer. Data logging can be triggered by a timer or by a dedicated tag. Logged data can be exported to a .csv
file or displayed using the historical trend widget. Logged data can be saved locally on a USB device or SD card, or on any
available custom network folder.

N N N _

WARNING: The operation with removable memory devices (USB Flash drives, SD memory cards)
containing a very large number of files may result in a decrease of system performance.

WARNING: The max number of files inside a SD memory card depends on the type of formatting (e.g.
FAT32 max 65536 files; FAT max 513 files).

WARNING: Flash cards support a limited number of write operations. We suggest to use only good
quality memory cards; in the case your application use intensively the memory card consider a regular
substitution of the memory card.

WARNING: If the data/time is moved back, the samples with invalid date/time are removed from the
trend buffer. When system detects that data/time is invalid (e.g. battery low), a popup is shown to
advise the user and the date/time of the last sample is used to avoid losing data.

Storage is based on trend buffers. Trend buffers are organized as a FIFO queue: when the buffer is full, the oldest values
are discarded unless you configure your trend to create a backup copy of the buffer.

Adding a trend buffer

Path: ProjectView> Config > double-click Trends

1. Click Add to add a new buffer.

2. Click + next to each trend buffer to display all configuration parameters.

ProjectView

=
v cmtest-1131 (Gefran)
Project properties
~ | Pages
W natve
~ |7 configuration
£\ Protocols
=] Tags
v E Trends
E Trend1
(= Reports
A Alarms
}P Events Buffer
E% scheduler
C\.‘.J MultiLanguage
Screen Saver
% Database Links
EE Data transfers
40 Interfaces
£3 Security
™ Redpe
|7 Dictionaries
™ Keypads

260

4 X 7 Tends x
Total memory Space
sfuaddtrend | | 4 AddPLCtrend | | 3¢ Delete trend £ Settings
1 3.2%
[ [LARetve Satree | 7ag1,Tag2 703
Mumber of Samples Time Backup Archive
40000 S Use s amp [ save & copy when full
Bl
Sampling time Time
= B
C— T PR 2
Trigger T
T S— =
Sampling Filter s
Current Sample value - Previous Sample value <
Global %
rent Sample value - Previous Sam)
s
Storage Device
@® Local UsB D () preferred ¥
—
S r
h—1 > =
Path: |Data,
-
Mame Title Tag Format Comment
1 Mamel Temperature {[UnitaDiMisura]) Tagl Custom
2 Mame2 PLC Value Tag2 Mumeric
3 MName3 String Tag3
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21 Trends

Toolbar Element

Description

Add trend

Add a trend that will be sampled from the HMI device.

Add PLC trend

Add a trend that will be managed and sampled from the external device, instead of from
the HMI device. You need a device that supports this feature to use it. The parameters
depend on the used device, refer to the manual of the selected device.

Delete trend

Remove the select trend.

Settings

Offers the ability to customize the labels that appear in the trend dump header and trend
table widgets.

o Timestamp

« Date

« Time

o Quality
The below placeholders can be used:

« "\n " (space + \n + space) can be used to split the label into two or more lines

« [TagName] (tag name enclosed in square brackets) can be used to display a tag
value

Total memory Space

Trend Header

Memory used by the defined trend buffers.

Description

Trend Name

Name of the trend collection (set of tags sampled at the same time)

Active When enabled, the trend runs by default at system startup.
o Note: Trends cannot be activated at runtime.
Source List of the tags sampled by the trend.

Trend Element

Description

Number of Samples

Trend buffer size (see "Number of Samples" on page 264 for additional information)

Sampling Time Sampling interval.
Note that instead of a constant, you can use a Tag to define/change the
o sample time at runtime. When sample time is 0, or negative, sampling is
suspended.
Time Time unit for the sample time. Could be 1 second (default) or 1/10 seconds

Be aware that increasing the sampling rate could impact global HMI device
o performances.
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Data logging

Trend Element

Description

Timestamp When checked, samples are stored using the timestamp provided from the remote
device.
Available only:
« fordevice’s protocols that support this feature (OPC UA Client)
« when trend buffer is configured to with a single tag
Trigger Tag triggering the sample.

If used, when the value of this tag changes, a sample is collected.

0 Note: Trigger and Source can refer to the same tag.

Storage Device

Where trend buffer data will be stored.

Backup Archive

If Save a copy when full option is enabled, a backup copy of the buffer data is created
before it is overwritten by newer data.

.Csv Backup data using text CSV format.

Path Where trend buffer data will be copied.
The below wild cards are supported

e %n = Trend name
e %y =Year

e %M = Month

o %d=Day

e %h=Hour

e %m = Minutes

« %s = Seconds

Select Fields that will be inside the dump file

Fields
0 Note that you can use a string tag to define the fields to dump

at runtime.

Select Curves that will be inside the dump file

Curves . . )
0 Note that you can use a string tag to define the fields to dump

at runtime.

Time Timestamp of samples

Spec
P o Local

Use the time of the HMI device where the project is running
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21 Trends

Trend Element Description
« Global
Use global time (GMT)
Data Time and Date format. Placeholders can be used (see "Time and Date
Format placeholders" on page 413)
Language | Language to use

Sampling Filter / Trigger This parameter allows to specify a dynamic filter if required.
Filter
When sampling is done on time basis the offset is applied to the sampled Tag value. If

the new value exceeds the specified limits the new value is considered valid and stored,
otherwise the new record will retain the previous saved value.

When sampling is done on trigger the offset is applied to the trigger Tag value. If the
trigger Tag value change exceeds the specified limits a new sample is taken and stored,
otherwise no sampling will be done.

Use the add/remove buttons to add the tags to sample

e -
Samples Description
Name Trend name
Title Title that has to appears inside the trend table or the trend dump.
« The placeholder " \n " (space + \n + space) can be used to split the label into two
or more lines
« The placeholder [TagName] (tag name enclosed in square brackets) can be used
to display a tag value
Example:
"Temperature ([UnitaDiMisura])" will be shown as "Temperature (°C)" when the
tag UnitaDiMisura = "°C"
Tag Tag that must be sampled
Tags string are supported until 8 bytes. If tag size is greater than 8
_L bytes, only the first 8 bytes are stored in trend. Unicode chars are not
supported.
Format Display format to use. Note that even the custom format can be used (see "Custom
Formats" on page 28).
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Exporting trend buffer data

Samples Description
Trend format >
Format Mumeric -
Decmal digits |0 S

i

Leading digits |0

Custarm *I"' e

QK Cancel

Comment You can write whatever you want here

Number of Samples

The number of samples that you can have is dependent on the memory size reserved for trend buffers and from the size of
each sample.

Number of available samples = Available Memory / Size of sample

Where the size of each sample is dependent on how many tags are used and can be calculated using the below formula:
Size of sample = TAGS*9 + 11

You are free to use the entire available memory for a unique trend buffer or split the available memory over several trends.

See also:

« Trend limits on "Table of functions and limits" on page 540
« Reserved memory for trend buffer on "HMI devices capabilities" on page 541

Exporting trend buffer data

Use the DumpTrend action to export trend buffer data to a .csv file. See "DumpTrend" on page 192 for the macro
parameters details.

The exported .csv file could have different formats defined from the Dump Trend macro parameters. The different formats
are maintained mainly for compatibilities reasons.

FileFormat: Compatibility CSV
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A B C D E F G H I J K
1| Type Value Time Stamp Refresh Time Quality = Type Value Quality  Type Value Quality
2 4 0 2015-09-18T14:42:22.000Z 1000 192 8 0.00E+D0 192 ] 0 192
3 4 0 2015-09-18T14:42:23.000Z 1000 192 8 0.00E+00 192 3 0 192
4 4 0 2015-09-18T14:42:24.000Z 1000 192 8 0.00E+D0 192 3 0 192
5 4 40 2015-09-18T14:42:25.000Z 1000 192 8 0.00E+00 192 ] 0 192
6 4 40 2015-09-18T14:42:26.000Z 1000 192 8 0.00E+00 192 3 0 192
7 4 a0 2015-09-18T14:42:27.000Z 1000 192 8 0.00E+D0 192 3 0 192
8 4 40 2015-09-18T14:42:28.000Z 1000 192 8 5.00E+01 192 ] 0 192
9 4 40 2015-09-18T14:42:29.000Z 1000 192 8 5.00E+01 192 3 0 192
10 4 a0 2015-09-18T14:42:30.000Z 1000 192 8 5.00E+01 192 3 0 192
FileFormat: Compact CSV
A B C D E F G
1 Timestamp Tagl 4 Tag2 8 Tag2 3
2 Value Quality Value Quality Value Quality
3 |2015-09-18T14:42:22.0002 0 132 0.00E+00 132 0 192
4 | 2015-09-18T14:42:23.0007 L] 192 0.00E+O0 152 1] 192
5 |2015-09-18T14:42:24.000Z 1] 192 0.00E+00 192 1] 192
6 [2015-09-18T14:42:25.000Z 40 192 0.00E+00 132 0 192
7 |2015-09-18T14:42:26.000Z 40 192 0.00E+00 132 0 192
& [2015-09-18T14:42:27.000Z 40 132 0.00E+00 132 0 192
9 | 2015-09-18T14:42:28.0007 a0 192  5.00E+01 152 1] 192
10 | 2015-09-18T14:42:29.000Z a0 192  5.00E+01 192 1] 192
o Note: The first row of the header contains the tags names and tags data types
FileFormat: Compact CSV with columns' selection
A B C D E F G H
1 Date Time MNamel(int) Quality Mame2(int) Quality MName3(boolean) Quality
2 | 17/04/2018  07:24:29 0 192 10 192 0 192
3 | 17/04/2018  07:24:30 1 192 11 192 1 192
4 | 17/04/2018  07:24:31 2 192 12 192 0 192
5 | 17/04/2018  07:24:32 3 192 13 192 1 192
& | 17/04/2018  07:24:33 4 192 14 192 0 192
7 | 17/04/2018  07:24:34 5 192 15 192 1 192
8 | 17/04/2018  07:24:35 6 192 16 192 0 192
9 | 17/04/2018  07:24:36 7 192 17 192 1 192
10 | 17/04/2018  07:24:37 8 192 18 192 0 192

-

Example in the worst conditions

HMI Type

Linux

Buffer Size

Samples

50 Mb 1.807.800 samples (2 tags)

Time

4 Min
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The time required to dump a trend buffer depends on the number of samples present in the buffer, the memory
type, and the HMI device type.
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Realtime trend widget

Realtime trend widget

The real- time trend widget can be used to display the changes of value of a tag. Data is not stored in a trend buffer and
cannot be retrieved for later analysis.

To display a real-time trend:

1. Drag and drop the RealTime Trend widget from the widget gallery to the page.

w Properties o x
&1 &8 &
- Trend : RealtimeTrend
Mum Curves 1
Page Duration 5 min al+
L] ! ™ End Time 0 al +
RealTime Trend e = -
100 — ing position Right
= + Behavior
80—
= + Text
= ] + Grid
60—
= + Cursor
40— + X Scale
0= + Y Scale
- = Curve 1
0— Curve 1 Tag
10:53:20 10:53:20 10:53:20 10:53:20 . ﬂﬂ
. [ MinY 0 ﬂ
+ Maxy 100 ﬂ
Color M (0. 0, 255]
Stroke Width 2

2. Attach the tag that you want to sample to the Curve n Value. Data is always plotted against time.

RealTime trend widget properties

Property

Description

Num Curves

Number of trend curves to be displayed

Page Time window to show
Duration
End Time End time of the time window
This parameter can be used to scroll the time window. When zero, the end time is the
current system time.
Starting Specifies where the curve begin to be drawn when the page is opened (can be left, center
Position or right).
Behavior Definition of:
o Min/Max of Y axis
o Number of tickets to draw on the axes
« Background image
Text Trend title and font properties (font size, label, etc.)
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21 Trends

Property Description

Grid Properties of grid presentation (colors)

Cursor Properties of cursor presentation (enable and color)
X Scale Properties of X Scale presentation

Y Scale Properties of Y Scale presentation

Curve "n" Tag that will be plotted in the trend widget.

r'- Tag values can be scaled using the X Forms in the Attach to dialog. See ""Attach to" parameters” on page 39 for
. details.

History trend widget

The data collected and stored from the data logger can be analyzed using the History Trend widget.
This is a two-step process:

« first you create a trend buffer to collect data for specified tags at specific points in time,
« then you configure a History Trend widget to display the collected data in a graphical format.

See "Data logging" on page 260 for details on how to create a trend buffer
To display a history trend:
1. Drag and drop the History Trend widget from the widget gallery to the page.

w Properties o x
&1 & &1
= Trend : HistoricTrend
Mum Curves 1
Page Duration 5 min al+
™ . ™ End Time 0 al+
HISTOI'V Trend e i -
100 — Ing position Right
= + Behavior
80—= + Text
60— + Grid
™ = ] + Cursor
40 + X Scale
20— + Y Scale
- = Curve 1
- Curve 1 Trend
01:00:00 01:00:00 01:00:00 01:00:00 . ﬂﬂ
[] [] MinY ) ﬂ
+ Maxy 100 ﬂ
Colar B [0, 0, 255]
Stroke Width 2

2. Attach the trend buffer that you want to draw to the Curve n Value. Data is always plotted against time.
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History trend widget

History trend widget properties

Property Description
Num Curves | Number of trend curves to be displayed
Page Time window to show
Duration
End Time End time of the time window
This parameter can be used to scroll the time window. When zero, the end time is the
current system time.

Starting Specifies where the curve begin to be drawn when the page is opened (can be left, center
Position or right).
Behavior Definition of:

« Min/Max of Y axis

« Number of tickets to draw on the axes

« Background image
Text Trend title and font properties (font size, label, etc.)
Grid Properties of grid presentation (colors)
Cursor Properties of cursor presentation (enable and color)
X Scale Properties of X Scale presentation
Y Scale Properties of Y Scale presentation
Curve "n" Buffer that contains the tag's values to plotted in the trend widget.
r Tag values can be scaled using the X Forms in the Attach to dialog. See ""Attach to" parameters" on page 39 for

details.

Printing historical trend widget

The historical trend widget can be found and used from the print report gallery.

Using the “attach to tag” feature is possible to use tags to define some properties of the historical trend to print at runtime:

« Page Duration

e EndTime

e Curve Name

"Page Duration" with "End Time" define the piece of the trend buffer to print. "Curve Name" can be used to select the curve
to show. An empty string means no curve to show.

R

268

SetTrendView() and ScrollTrendToTime() are display macros and have no effect on report printing.
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Properties nox 1.-Pag=1/’ Tags x|
&1 & & + — A V| & B M| >] [>]4s Vanablesproti
= Trend ; HistoricTrend Name I e |
Num Curves 3 Duration Duration int
= Page Duration 5 min ﬂ EndTime EndTime time )
= Datalinic s J ge:ecmﬂ_str Selector1_str str!ng [20]
electorZ_str Selector2_str string [20]
Access Type R Selectord_str Selectord_str string [20]
= End Time [i] ﬂ
= Datalink EndTime J
Access Type R
Starting position Right
Behavior
Text
Grid
Cursor
X Scale
Y Scale
= Curve 1
= Curve 1 Trend +
= Datalink Selectorl_str J
Access Type |R
MinY 0 ﬂll
MaxY 100 |+
Color M (255, 0, 0]
Stroke Width 2
[=I Curve 2
= Curve 2 Trend ﬂ
= DataLink Selector2_str J
Access Type |R
MinY 0 3[4
MaxY 100 ﬂll
Color N [0, 0, 355]
Stroke Width 2
Curve 3

Scatter diagram widget

A scatter diagram is a type of diagram to display values for two variables from a set of data using Cartesian coordinates.
The data is displayed as a collection of points, each having the value of one variable determining the position on the
horizontal axis and the value of the other variable determining the position on the vertical axis. For this reason it is often
called XY graph.

Scatter Diagram

=
=]

-
o

)
=]

s
th

o

Scatter diagram curves are obtained by a linear interpolation of points. To create a new scatter diagram:

Add a Scatter Diagram widget to the page.
Select the number of curves to show: each curve is named as Graph1, Graph2,...
Customize the general graph properties such as X Min, X Max, Grid details.

> Dd -

Define the max number of samples/values for each curve by setting the Max Samples parameter.

Here you set the max number of values to be displayed in the graph starting from first element in the array.
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Trend widget tips

For example: Tag1[20] and Max Samples = 10 will show just first 10 elements of the Tag1 array.
5. Define for each curve the two tags of type array to be displayed (X-Tag and Y-Tag).
When the array tags change, you can force a refresh with the RefreshTrend action .

o Note: Scatter diagrams support only the RefreshTrend action.

Printing scatter diagram widget

The scatter diagram widget can be found and used from the print report gallery. Note that using the attach to tag feature is
possible to use tags to define some properties of the scatter diagram to print at runtime.

Trend widget tips

I Be aware that some properties are only available when the Properties pane is in Advanced view.

Values outside range or invalid

When trend value goes beyond the limits set for the trend widget, a dotted line is displayed. When the value of the tag is not
available, for example the controller device is offline, no curve is drawn.

WNC - TightVNC Viewer =
BHED| N S| e o) s 8 e o e[|
08:24:25

Historical Trend

100_
anm_f
anm—f
anm—f

00—

08:19:00 06:20:00 08:21:00 08:22:00 08:23:00 06:24:00 08:25:00

Realtime
Historical
[Bnlh] [ << J[ < ][cur0N1[>

| << [« ][ mow |[ >

Showing trend values (cursor)
Trend cursor displays the trend value at a specific point.

Use the actions ShowTrendCursor and ScrollTrendCursor to enable the trend cursor and move it to the required point to
get the value of the curve at that particular point in time.
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100 — TrendTitle

80 —E

60 —E _.I_
0= it

20 —E

=y

. f
1:35:03 11:3%:38223 11:40:03

Cursor

To display the value of the trend cursor on the page, define a numeric field and attach it to the Cursor Value widget tag.

field1.value

Source: () Tag () alias () System (@) Widget () Recdpe
|P- Search |

Name

_AlarmsMar
_EventMar
_MultiLangMgr
_ScheduleMgr
field1
HistoricTrend
[»  Behawior
[ Cursor
4 Curve 1
Curve 1Tag
Curve 1 Trend
Draw Type
Max
Min¥
Visible

¥V VOV VYT

In this example the Y axis value of the cursor is displayed.

To display the trend time stamp at the position of the cursor, use a Time/Data widget (available inside Basic->Controls
category) and attach the widget's value to the Cursor Timestamp property of the trend widget.

field1.value

Source: () Tag () Alias () System (® Widget () Recipe
|P- Search |

Mame

_AlarmsMagr
_EventMgr
_MultiLangMar
_ScheduleMgr
field1
HistoricTrend
[»  Behavior
4 Cursor

Cursor Timestamp

VYV VYV VWV
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Trend widget tips

Modify trend widget properties at runtime

Using the attach to tag feature is possible to use tags to modifies some properties of the trend widgets at runtime.
Example 1
Using:

« Page Duration
e EndTime
e Curve Name

is possible to modify from the runtime application the zoom factor, the window period and the curve to draw.

Trend Widget

Eurve 1 |  [Eurvez | |
|Tag4 j |TagS j | None j
History Trend

100

VANV VAN VAN N
UL N S\ e e
Lo ANAL NS
Nl X1/

=]
(=]

L=
(=]

o
L=}

( A
i \ / ~ \ / i \ / //
12:55:00 12:56:00 12:57:00 12:58:00 12:59:00 13:00:00
Duration: End Time: idle 100%
|5 min j |01,f31319 - 13:00:00j| [ Print (usb) | [ Print (ftp) |
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21 Trends

nox . 1.'Pa9:1/ Tags x|

+ = V‘* -|>] [’ltﬂ‘\!‘anab\esmm

| Address

Properties
&1 &8 &2
= Trend ; HistoricTrend Name
Num Curves 3 Duration
= Page Duration 5 min 4 EncTime
. Selector]_str
= DataLink Duration J Selector?_str
Access Type  |R Selector str
= End Time 0 |
= Datalink EndTime J
Access Type R
Starting position Right
Behavior
Text
Grid
Cursor
X Scale
Y Scale
= Curve 1
= Curve 1 Trend ﬂ
= Datalink ! 1_str J
Access Type |R
Min o ﬂll
Maxy 100 3[4
Color . [255, 0, 0]
Stroke Width 2
[=I Curve 2
= Curve 2 Trend ﬂ
= Datalink Selector2_str -l
Access Type |R
Min 0 3[4
MaxY 100 3[4
Color N [0, 0, 355]
Stroke Width 2
Curve 3
Example 2

Curve property can be attached to a Combo Box to select the curve to draw

¥  Properties

& &8 &1

Duration int

EndTime time
Selector1_str string [20]
Selector2_str string [20]
Selectord_str string [20]

=
X

|
/]

] 05:30:00
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05:30:00

=l Trend : HistoricTrend

Num Curves

5

Page Duration

5 min

End Time

+ |+

Starting position

Right

53}

Behavior

=

Text

=

Grid

[+

Cursor

&3}

X Scale

&3}

Y Scale

[

Curve 1

Curve 1 Trend

MinY

0 Select trend

Attach To...

af+|

Stroke Width

=

MalleD 1abpi
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Trend widget tips

< o | o]y |-

[ Data list

Data List
Trend1.Name1

Trend1.Name2

Trend1.Name3

Trend2.Name 1

Trend2 Name2

oK Cancel

Properties X | combo Box
& &0 &
= Trend : HistoricTrend1 % Multlanguage | Langl
Mum Curves 1
Page Duration 5 min ﬁ:l + -
End Time 0 a4 Index String List
Starting position Right E First Trend
# Behavior 1 Second Trend
# Text
& Gd 2 Third Trend
+ Cursor 3 Quarter Trend
¥ X Scale
ke 4 Fifth Trend
= Curve 1
= Curve 1 Trend Trend1.Namel ﬂ
= Datalink itemData:Combo1l J
Access Type | R
+ MinY o ﬂ
5 Maxy 100 4
Color B (o, 0, 255]
Stroke Width 2

Trend widget gestures

Trend widgets support gesture commands:

Gesture Description
pan Touch the widget to scroll the curve within the widget area
pinch Use two fingers to pinch the curve and perform zoom operations

R

WARNING: Only multi touch HMI devices can generate pinch events

Note: In order to support gestures on Y axis, Min/Max properties of the trend widget must be linked to Min/Max
0 values of Behavior parameters (default for new trends).
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21 Trends
Properties *
&1 & &7
-1 Trend : RealtimeTrend
Mum Curves 1
Page Duration 5 min +
¥ Page Size 100 T
Starting position Right o
-1 Behavior
Min % 0 +
Max Y 100 T
X Labels 4 T
Y Labels 6 T
Background Image true B
+ Text
+ (Grid
+ Cursor
+ X Scale
-1 ¥ Scale
- Min 0 ﬂ
- Datalink y0:Realtime Trend.wnd J
Access Type R
= Max 100 ﬂ
- DataLink y1:Realtime Trend.wnd -]
Access Type R

Request Samples

Request Sample property can be set for each curve and indicates the maximum numbers of samples read by the widget at
one time from the trend buffer.

r Tip: You normally do not need to modify the default value. Adjust it to fine tune performances in the trend widget
" refresh, especially when working with remote clients.

Color bands

Use the color bands configuration to customize your graphs background, for example to make certain days or hours stand
out (weekends, night hours, etc.).
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Table trend widget

1. Inthe Properties pane, in Color Bands property click +: the Configure Bands window appears.

2. Click + to add as many colors you need.

3. Select multiple cells and click on a color band to assign the color to the selected range of cells.

-
Configure ColorBands:

Sunday

Monday

1]

Tuesday

Wednesday 'I
Thasday IIIIIIIIEEHHIHHHHHHI ol |1 |
~ecey [ N N N O N NEN) N EN EMEMEN ENEN A S PN N
== [ AN - - Ol

R -

Color Bands: = ==

-

6 Note: This feature only uses local time in the trend widget, not the global time option.

Calendar color bands example

History Trend

100.0

& & 8
=

g II\I\I\IIIIIIIII\I\III\III

8

20.0

=4
o

03:25 06:51 10:17 13:42 17:08 20:34 00:00

Table trend widget

Path: Widget Gallery> Basic> Trends/Graphs

Display contents of a trend buffer inside a widget
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21 Trends

Trend Table
T 06/20/18 - 12344 Duration: 4 Hours i B
TimeStamp Namel Mame?2 Name3 MName4 Name5
06/20/18 - 12:34:31 0 0 0 0 0
06/20/18 - 12:34:32 2 3 4 4
06/20/18 - 12:34:33 2 2 ] 8 8
06/20/18 - 12:34:34 3 2 9 12 12
06/20/18 - 12:34:35 4 2 12 16 16
06/20/18 - 12:34:36 ] 2 15 20 20
06/20/18 - 12:34:37 ] 2 18 24 24
Backward Forward
Buttons:
 REFRESH

Retrieve trend data from internal buffer and refresh table view

« BACKWARD/FORWARD
Move the display window forward or backward as specified in the duration parameter

Parameter | Description

TrendName | Trend Buffer from which the samples are retrieved (see "Data logging" on page 260)

Heading Heading labels

The visible labels inside the LRH SWeditor are only placeholders, the actual labels that will be displayed
are defined in the trend configuration (see "Data logging" on page 260)

Page Time window to show
Duration

End Time End time of the time window

This parameter can be used to scroll the time window. When zero, the end time is the current system
time.

Time Spec | Time format:

« Local = show the time values of the HMI device.

« Global = show the time values using UTC format.

Date Select the Date and Time format

Format

Table Defines the characteristics of the scroll bar and allows to remove the header of the table
Layout
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Table trend widget

Adding or removing trend columns

To add or remove a column, double-click on the grid to enter edit mode and right-click on the column selector to open the
context menu from where to insert or remove a column.

. L v [ vIIVIIVIIV] F VvVl
( Insert column (eft)

. > Insert column (right)

C Timestamp 1} Namel | Name2) | Name3] } Named| | Name _
C

Data Ty [ Data Ji[ Data ]} Data ][ Data ] [Data_,i

Copy and past fields from another column

L Timestamp i [Mamel] i Name2] | [ Name3] | Named]
L Data Jy[Data ]y Data ]t Data J}[ Data ]} [ Data ]

Then use the properties panel to select the trend element to add to the new columns
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21 Trends

— Properties
gtlabel1s | |2 v [ foi - Jof - & &8 &2

= Text : TrendTableNew.Tablewgt.label13

- I rones

= Datalink | NameS:TrendTableNew.TrendSrcW
Access TR
Bvents

[ Data ]y Data ]y Data Jp[ Data ]} [ Data ][ Data ]

E TrendTableMew. TableWgt.label13 text
Source: () Tag () alias () System (@) Widget () Recpe
[P- Search ]

Mame
— | [+ _AlarmsMagr
_EventMagr
_MultiLangMar
Pagel
TrendTableMew
[ General
Heading
Page Duration
[ Position
4 TrendTableMew. TrendSrciWat
Mame1
Mame2
Mame3
Mame4
Marme5

B aes

TimeStamp

vV VY
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Table trend widget

-

'gt.label 13

[
I:'@ i -

f U

MNamel]

Name2]

Name3] | Name4]

[ Data ]

C

Data ]} [ Data ]| [ Data |

Properties

&1 &F &

= Text : TrendTableNew.TableWgt.label14

- S o

= Datalink | Name5:TrendTableNew. TrendSrcWagt
Access TR
Bvents

Source:

m TrendTableMew. TableWgt.label14.tesxt

() Tag () Alias () System (@ Widget () Recipe

[P- Search

[+

Mame
[+ _AlarmsMgr

_EwventMar

[

[* _MultiLangMar
[ Pagel
4 TrendTableMew

General
Heading
Page Duration
Position

4 TrendTableMew, TrendSrciat

Mamel
MName2
Mame3
Mame4

Mame5
CoMNemes

TimeStamp

Printing trend table

A trend table widget without buttons can be found and used from the print report gallery. The table can be drawn and
enlarged to fill the entire page. If the number of lines to printed is greater of one page, the trend table will be printed using
additional pages. See the "Table of functions and limits" on page 540 for the max number of printable rows.

Using the “attach to tag” feature is possible to use tags to define some properties of the historical trend to print at runtime:

« Page Duration
« EndTime
o Curve Name

"Page Duration" with "End Time" define the piece of the trend buffer to print. "Curve Name" can be used to select the curve
to show. An empty string means no curve to show.
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21 Trends

Properties R x
&1 &0 &
[= Trend : HistoricTrend
Num Curves 3
=l Page Duration 5 min ﬂ
= Dafalink Duration J
Access Type R
1= End Time [i] ﬂ
= Datalink EndTime =]
Access Type R
Starting position Right
Behavior
Text
Grid
Cursor
X Scale
Y Scale
= Curve 1
= Curve 1 Trend ﬂ
= Datalink Selectorl_str 5]
Access Type |R
Min¥ o a4
Maxy 100 jlj-_l
Color M (255, 0,0
Stroke Width 2
= Curve 2
= Curve 2 Trend ﬂ
= Datalink Selector2_str J
Access Type |R
Min¥ 0 a4
Max'y 100 jJ_:r_I
Color M [0, 0, 255]
Stroke Width 2
Curve 3
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7 1.-Fage1/' Tags x|

+ _Av‘*-|)][)|f)n\f'anab\espmﬂ

Name

Address

Duration
EndTime
Selector] _str
SelectorZ_str
Selectord_str

Duration int

EndTime time
Selector1_str string [20]
Selector2_str string [20]
Selectord_str string [20]

SetTrendView() and ScrollTrendToTime() are display macros and have no effect on report printing.
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22 Data transfer

Data transfer allows you transferring variable data from one device to another. Using this feature an HMI device can
operate as a gateway between two devices, even if they do not use the same communication protocol.

Data transfer editor ... 284
Exporting data to .CsV filles L 286
Data transfer limitations and suggestions ...l 286
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Data transfer editor

Data transfer editor

Path: ProjectView> Config > double-click Data transfer

Use the Data transfer editor to map transfer rules.

Each line in the Data transfer editor defines a mapping rule between two tags. Define more mapping rules if you need
different direction, update method or trigger.

1:Page1/ Data transfer x |

= A v )] [( |P - Search | T Filter by: |Tag A -
TAG A TAGE Direction Update method Trigger Low limit High limit on Startup
1 COIL_1 2 COIL_1 A->B 0On update 0 0
2 COIL_2 2 COIL_2 A->B On update 0 0
3 ANALOG_1 2_ANALOG_1 A<->B 0On update 0 0
4 ANALOG_2 2_ANALOG_2 A-=B On trigger Enable_Transferi 0 1]
5 AMALOG_3 2_AMALOG_3 A-=B On trigger Enable_Transfer1 0 o]
& AMALOG_4 2_ANALOG_4 A-=B On trigger Enable_Transfer2z -2 20

To add a new rule, click +: a new tag line is added.

Data transfer toolbar

Prameter Description

Import/ Export Imports or exports data transfer settings from orto a .csv file.
Search Displays only rows containing the search keyword.

Filter by Display only rows matching filter and search field.

Data transfer parameters

Prameter Description
TAG A/ TAGB Pair of tags to be mapped for exchanging through the HMI device.
Direction Transfer direction.

A<->B: Bidirectional transfer, values are transferred to and from both tags.

A->B and B->A: Unidirectional transfers, values are always copied from one tag and
sent to the other tag in the specified direction.

Update Method

On trigger: Data transfer occurs when the value of the tag set as trigger changes
above or below the values set as boundaries. Limits are recalculated on the previous
tag value, the same that triggered the update.
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22 Data transfer

Prameter

Description

0 Note: This method applies only to unidirectional transfers (A->B or B->A).

On Update: Data transfer occurs whenever the value of the source tag changes.
(A->B, B->A and A<->B).

Note: The Runtime cyclically monitors source tags changes (trigger tag
when using On Trigger or tags to transfer when using On Update) based on
Tag editor Rate parameter. If Rate setting for source Tag is 500 ms (default),
the system checks for updates every 500 ms.

6 Note: This method applies both to unidirectional and to bidirectional transfers

6 Note: Changes on source tags faster than Rate may be not detected .

Trigger,
High limit,
Low limit

Tag that triggers the data transfer process. When this tag changes its value outside the
boundaries set as High limit and Low limit, data transfer is started. The range of
tolerance is recalculated according to the specified limits on the tag value which
triggered the previous update. No action is taken if the change falls within the limits.

This mechanism allows triggering data transfers only when significant variations of the
reference values occur.

Low limitis less or equal to zero.

Note: If both Low limit and High limit are set to "0", data transfer occurs
o whenever the value of the trigger tag changes.

on Startup

When selected, data transfer is forced:

« on HMI startup if the quality of the source tag is good
« after communication errors, when the associate device nodes return active

See "Objects" on page 479 for details on quality.

Important: Data transfers executed on startup may have major impact
0 on the HMI device boot time. Enable this option only when necessary.

Example of limit setting

High limit=1,9

Low limit=-0,9

« = points where the data transfer is triggered
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Exporting data to .csv files

Trigger

Exporting data to .csv files

Configuration information for data transfers can be exported to a .csv file.

Example of data transfer settings in .csv file

A B C D F G H 1 |1
CoIL1 2 COoIL_1 A->B  Onupdate 0 Ofdatal true 1
ColL_2 2 COIlL 2 A-*B  Onupdate 0 Ofdata2 true 1
ANALOG_1 2 ANALOG 1 A<-»B On update 0 O0fdata3 true 1
ANALOG 2 2 ANALOG 2 A->B Ontrigger Enable _Transferl 0 Ofdatad true 1
ANALOG_3 2 ANALOG_3 B-=A Ontrigger Enable_Transferl 0 0Ofdatas true 1
AMALOG_4 2 ANALOG 4 A->B Ontrigger Enable_Transfer2 -10 20|data6 true 1
Column | Description
A to G | Same data as in the Data transfer editor
H Unique identifier automatically associated to each line.

Important: When you edit the .csv file and you add any extra line, make sure
you enter a unique identifier in this column.
|l and J | Reserved for future use.

e Import/export use the separator character defined inside Windows Regional Settings.

Data transfer limitations and suggestions

Correct definition of data transfer rules is critical for the good performance of the HMI devices. To guarantee reliability of
operation and performance, keep in mind the following rules.

On trigger method

The On trigger method allows only unidirectional transfers, (A->B or B->A)
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22 Data transfer

Data transfer based on the On Trigger mode should be preferred since it allows you to force the transfer and monitors only
the trigger tags and not all the tags involved in the transfer.

On update method

The On update method allows changing the values in accordance with the direction settings only when the source value
changes.

Using the On Update method you force the system to continuously read all the defined source tags to check if there are
changes that need to be transferred. The default value of the update rate of each tag is 500 ms and can be modified with
Tag editor.

Performance observations

Data transfer performance depends on:
« number of data transfers defined,
« number of data transfers eventually occurring at the same time,

« frequency of the changes of the PLC variables that are monitored,

0 Important: Always test performance of operation during project development.

create loops. Identify and avoid such conditions.

Tip: Use the scheduler to calibrate the update rate based on the performance of your entire project.

o Important: If inappropriately set, data transfer tasks can lead to conditions where the tags involved
r Tip: Use array type tags to optimize data transfer and reduce workload.

r Tip: Reduce the number of data transfers to reduce page change time and boot time.
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23 Offline node management

When one of the controllers communicating with the HMI device goes offline, communication performance of the system
may eventually decrease.

The offline node management feature recognizes offline controllers and removes them from communication until they come
back online.

Additionally, if you know that any of the controllers included in the installation is going to be offline for a certain time, you
can manually disable it to maximize system performance.

Note: This feature is not supported by all communication protocols. Check protocol documentation to know if it
0 is supported or not.

Offline Nnode ManagemMeENt PrOCESS ... ... L 290
Manual offline node management process ... ... .. 290
Manual offline configuration 290
Automatic offline node detection ... .. .. . 291
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Offline node management process

Offline node management process

Steps of the process are:

« The system communicates normally with a certain device. When the device is not responding to a communication
request, the system will repeat the request twice before declaring the device offline.

« When adevice is offline, the system sends communication requests to the device with a longer interval, called
Offline Retry Timeout. If the device answers to one of these requests, the system declares it online and restarts
normal communication.

The diagram shows the three communication attempts and the recovery procedure that starts when the Offline Retry
Timeout is elapsed.

Recovery
procedure

Retry J 1 U II II1 ‘ l I ’
+“—r — —r < L | >
Timeout Timeout Timeout 90s Timeout

device device  device (ORT) device

Offline , l
Online

Manual offline node management process

Offline node management can be done manually. When a specific device is online and it is communicating normally you
can:

« Uuse an action to declare the device offline: the system stops communication with the device.

« use an action to declare the device online: the system restarts normal communication with the device.

Manual offline configuration

When you know that some devices in communication with the HMI device are going to remain offline for a certain period of
time, you can exclude them from communication using the EnableNode action.

WARNING: All disabled device nodes will remain disabled if the same project is downloaded on the
_L device, on the other hand, if a different project is downloaded, all disabled devices will be re-enabled.
The same happens with a package update.

r Tip: To make this feature more dynamic, you may decide not to indicate a specific NodelD but attach it to the
— value of a tag or to an internal variable created to identify different devices that might be installed in your network.

Note: When using the action EnableNode to force a device node back online, communication will start
0 immediately.
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23 Offline node management

Automatic offline node detection

When a device is not answering to communication requests, it is de-activated. The HMI device stops sending requests to
this device. After three seconds, the HMI device sends a single command to check if device is available, if so the
communication is restarted, otherwise it is disabled for another timeout interval.

Default settings can be modified in Protocol editor.

l:Pagel/ protocols* x]

+-Av&

FLC [ Configuration | Dictionaries | Enable Offine Algorithm | Offline Retry Timeout is) |
| |Modbus RTU:prot1 CfgVer=1 defModeld=1timeout=2000  None available... 3
| ¥+ |System Variables:prot2  Cfgher=1 model=Defautt None available... O Mot applicable

o Note: Not all protocols support this feature.

Parameter Description

Enable Offline Enables offline management for the protocol

Algorithm

Offline Retry Interval in seconds for the retry cycle after a device has been deactivated. Range:
Timeout 1-86.400 seconds (24h).
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24 Multi-language

Multi-language feature has been designed for creating HMI applications that include texts in more than one language at the
same time

Multi-language feature uses code pages support to handle the different languages. A code page (or a script file) is a
collection of letter shapes used inside each language.

Multi-language feature can be used to define languages and character sets in a project. LRH SW also extends the
TrueType Fonts provided by Windows systems to provide different font faces associated with different character sets.

LRH SW also allows you to provide strings for each of the languages supported.

LRH SW also allows you to change the display language so that you can see the page look and feel during the design
phase.

Appropriate fonts may need to be installed to manage the different languages. When adding font files, be aware that there
may be license rights that need to be acquired in order to use them.

r On the Internet, is easy to find several fonts provided with the open-source license as, e.g., the Noto family
offered by Google (www.google.com/get/noto)

The Multi-language editor il 294
ChaNnging lanQUaAGe 295
Multi-language Widgets ... 295
Exporting/importing multi-language strings ...l 298
Changing language at ruNtimMe L 299
Limitations in Unicode SUPPOIt .. L 299
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The Multi-language editor

The Multi-language editor

Path: ProjectView> Config > double-click MultiLanguage

ProjectView

+
=B prj-v192
5@ Project properties
o Pages
.. Dialogs
-~ Templates
H-fS Web
=5 Config
£} Protocols
4] Tags
B8 Trends
o= Reports
ﬂ\‘ Alarms
p‘ Events Buffer
¥ Scheduler
L]

;.. Screen Saver

o X  Multilang x| 1:Pagel*

Languages Text
e A

Language Name

¥ Delet=

= Save Font ‘ ‘ Default

Language Code Wiriting system Default Font Fonts Size Storage

1 <English> en Any Tahoma 1 630,57 Kb Removable

2 Italian it Any Arial 2 854.05Kb Removable

Language settings

Parameter

Description

Language
Name

Name identifying the language in the project.

Language
Code

ISO 639 language code identifier, used to match language items when importing resources from
external xml files.

Writing
system

Select the set of fonts to be used with the language

Default Font

Default font for project's widgets.

O

Note: When you choose a new font you are prompted to replace the font used in the widgets
you already created.

Fonts Number of fonts associated with the selected language.
Size Memory used to store font files.
Storage Location of file fonts is a removable external memory.

Tip: Store large font files on removable memory to free memory requirements in the HMI
device.

..

Adding a language

A owDd =

294

In the Languages tab, click +: a line is added to the table.

Enter all language settings.

Click Default to set the selected language as the default language when the Runtime starts.
Click Save Font to copy the fonts you marked as Removable on an external memory.
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24 Multi-language

Important: Font files configured to be stored on removable memory must be provided to the final user
0 to complete font installation on the HMI device.

Removing fonts

To remove fonts no longer needed:

1. Click on the font number in the Multi-language editor: a dialog with the list of the used fonts is displayed.

Fonts Size Storage

2
k Language: English [_s-:hj
2
Fonts Size
L Arial 754,34 Kb
Comic Sang MS 129.72 kb Remove

2. Select the fonts to be removed and click Remove: removed fonts are replaced with the default font.

Changing language

Changing language during page design

A combo box is available for changing language during page design. If no texts appears, please check Text tab in the
Multilanguage editor and insert missing string.

File Edit Run Format View Window Help

D= 5a s =) ) (7 T5] Iy

>

Italian -

1:Pagel,”  Multilang X |

Multi-language widgets

Multi-language support is available for objects such as buttons, static text, messages, alarm descriptions and pop-up
messages.

Multi-language for label widgets

Double-click on a text widget in a page to open the Text dialog.
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Multi-language widgets

Text

| abel

[ﬁchunse text from other widgets
\

Enable/disable multi-language function, edit the text for the selected language and choose the font.

o Note: Bold, italic and color properties set here for the widget are applied to all languages .

Parameter Description

Multilanguage Enable/disable multi-language function for the widget.

Choose text from other Click on button to browse existing message strings in project to pick text for the
widget widget.

Multi-language for message widgets

Double-click on a message widget in a page to open the Message Text dialog.

f Message Text
C';_;, Multilanguage [Langl '] ﬂﬂ [Tahcma -
+= Continuous Index Min: 0 +| Range: 4 =
Index Message Description

1 0 Zero @

2 1 One @

3 Two @

4 Free| @
Parameter Description
Multilanguage Enable/disable multi-language function for the widget.
Continuous Index Index for the widget is set of contiguous numbers (example 3, 4,5,6)
Min Starting number for index
Range Number of messages
Choose text from other Click on button to browse existing message strings in project to pick text for the
widget widget.
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24 Multi-language

Multi-language for alarm messages

To add a multi-language strings for alarm messages:

1. Open the Alarm editor.
2. Select alanguage using the language combo box.

3. Enterthe text for the alarm in the Description column.

gl i s e B ) Englisn 6
1.‘Page1/v Alarms xr MultiLanguage ]
= = ¥ B )] [) |P- Search | YFiHEr by: |Name w | Alarms used: 9/2000
MName Groups Enable Ack Trigger Tag Description - Property
Mame
Alarm2 O deviationAlarm:50.0 - 20,0 MRTU2 Increase alarm counter Groups
Alarm3 limitAlarm: 10-100 Tagl Enable
Alarm4 O valueAlarm:30 Tag2?
Alarm5 O valueAlarm: @Tag4 Tag3 L5%
Alarma O bitMaskAlarm:0 ApplicationIOCO... Reset
Alarm7 O bitMaskAlarm:0 Application/IOCO... Buffer
Alarms O deviationAlarm:50.0 - 20.0 Application/PLC_P... Trigger
Alarm3 O deviationAlarm:50.0 - 20.0 Application/PLC_P... Tag
Remote Enable
Remote Ack
Ack Motify
Action
UserAction
Description
Color
Ak Blink
Severity
Events
Custom Field 1
Custom Field 2

Value
Alarm1

true

true

false
AlarmBuffer 1
bitMaskAlarm:0
MRTU1

none

none

none
Loadrage

Q:ad alarm page

false
1dow
76,76,1,1

r‘ Tip: Text labels with alarm states displayed by alarms widgets can be translated or personalized through the

Multilanguage text editor.

Multi-Language for pop-up messages
To add a multi-language pop-up message:

1. Select a language from the language combo box.

2. Add the Page action ShowMessage and enter the text in the selected language.

Action List 1! t - iy —

Action List

+-Av

8" ShowMessage()

Macro | Script

- ShowDialog

.. Show Message
Tag Actions
- Data Transfer
- ToggleBit
- Write Tag
- StepTag
System Actions
- Restart
- EnterCFGMode
- EnterOP Mode
- SaveConfiguration
- ControlUserLED

-

m

Macro Properties

= ShowMessage

message Italian Pop up message

] [ Cancel
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Exporting/importing multi-language strings

Exporting/importing multi-language strings
The easiest way to translate a project into multiple languages is to export all texts to a .csv file, translate the resulting
document and then import the translated text back into the project.

Important: The .csv file exported by LRH SW is coded in Unicode, to edit it you need a specific tool
0 supporting Unicode encoded .csv files.

Exporting and reimporting strings
Path: ProjectView> Config > double-click MultiLanguage

To export and re-import multi-language strings:

1. Inthe Text tab, click Export: all multi-language strings are exported to a .csv file.

Languages Text

y Import R Export

Page ‘Widgetid Langl Lang2 Lang3 i~
TemplatePagel... labell:text Label Label Label
TemplatePagel.... labelZ:text Label Label Label
TemplatePagel.... labeld:text =
Pagel ,jmx label3:text
Pagel.jmx labeld:text Label Label Label
Pagel ,jmx label5:text Label Label Label
Pagel ,jmx labelb:text Reset Reset Reset
Pagel.jmx label7:text Ack Ack Ack
Pagel ,jmx tableZ:itableCol.... Select Select Select
Pagel ,jmx table2:tableCol.... Name MName MName
Pagel.jmx tableZ:tableCol.... State State State il

Important: Set all languages that will be used in the project before exporting the file. This will
0 guarantee that the exported file will contain all columns and language definitions.

Languages | Text

s R e

Page ‘Widgetid Langl Lang2 Lang3 i
ProjectLjpr _AlarmsMgriAl..
ProjectLjpr _AlarmsMgriAl..
ProjectLjpr _AlarmsMgriAl..

TemplatePagel.... lzbelltext

TemplatePagel... label2text

Pagel jmx Iabellitext Reset Reset Reset

Pagel.jmx labeM:text Ack Ack Ack @
Page Widgetid <Langl> Lang2 Lang2 e

ProjectLjpr _AlarmsMgriAl..

ProjectLjpr _AlarmsMgriAl..

ProjectLjpr _AlarmsMgriAl..

TemplatePagel... labelltext
TemplatePagel... label2text

Pagel jmx labellitext Reset Reset Reset

Panelim: laheldstext ck ck el
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24 Multi-language

2. Once the strings have been translated, click Import to re-import them into the project: strings are imported matching
the widget ID and the page number of each widget.

3. Click Save to save the new widget data.

Note: To change the separator used in the exported file, change the regional settings of your computer. When
e importing, the separator information is retrieved from the file; if not found, the default character "," is used.

Import constraints

The following formats are supported for import:

« Comma Separated Values (.csv)
« Unicode Text (.txt)

6 Note: Use the Unicode Text file format when you import a file modified using Microsoft® Excel®.

Changing language at runtime

Changing language with an action

After the project download, the HMI Runtime will start using the language set as default. You can change the language
using the SetLanguage action. See "MultiLanguage actions" on page 174.

9 Note: Once the language has been changed, it will be used also in future sessions.

The active language code is available from JavaScript API. See "curLangCode" on page 497 for additional details.

Missing fonts

When you change language, if the required fonts are not available in the device memory, a pop-up message prompts you to
insert the memory card containing the missing fonts. At the end of the operation you can remove the memory card.

Switch to Chinese language

Font(s) SimHsi not found.
Please insert a languages sstup card.
Press Ok to continue font installation.

| Ok || Cancel |

Limitations in Unicode support

LRH SW has been designed for working with Unicode text. However, for compatibility issues with some platforms,
Unicode is supported only in a subset of properties.
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Limitations in Unicode support

Area Property Charset Accepted Reserved Chars/Strings
Protocol Alias ASCII [32..126] (space),;:.<*>'
editor
Tag editor | Name ASCII [32..126] N2> <" &#H Y=
Group ASCII [32..126] <New> \/*?:><|"&#
% ;
Comment Unicode
Trends Name ASCII [32..126] \/[*2:><|"&#%;
Printing Name ASCII [32..126] \/[*?2:><|"&#%;
Reports
Alarms Name ASCII [36..126] \/*?2:><|"&#%;
Description Unicode [1-forlive tags, \ escape
seq for[ and\
Events Buffer Name ASCII [32..126] \/[*2:><|"&#%;
Scheduler | Name ASCII [32..126] \/*?2:><|"&#%;
Languages | Language Name ASCII [32..126] \/[*2:><|"&#%;
Texts in widgets Unicode -
Texts from import Unicode -
files
User Group Name azAZ _ admin,guest,unauthorized
Group Comments Unicode -
User Name ASCII [32..126] \/[*2:><|"&#%;
Password Unicode -
Comment Unicode -
Recipes Name ASCII [32..126] \/[*?2:.><|"&%;,
Set Name ASCII [32..126] \/[*?2:.><|"&%;,
Element name ASCII [32..126] \/[*?2:.><|"&% ;,
General Project Name A-Z,a-z,0-9,-, “PUBLIC”, “readme”,
“‘index.html”
Page Name A-Z,a-z,0-9,-, -
Dialog Page Name | A-Z,a-z,0-9,-,_ -
Template Page A-Z,a-z,0-9,-, -

Name
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24 Multi-language

Area Property Charset Accepted Reserved Chars/Strings
Keypad Name A-Z,a-z,09,-, -
Files A-Z,az,0-9,-,_ -
(Images/Video/etc..)
Widgets ID A-Z,a-z,0-9,-, -
Runtime PLC UTF-8, Latin1, UCS-2BE, UCS-2LE, -
Communication UTF-16BE, UTF-16LE
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Limitations in Unicode support
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25 Scheduler

LRH SW provides a scheduler engine that can execute specific actions at set intervals, or on a time basis.
Creating a schedule is typically a two-step process:

1. You create a schedule with a list of actions to be executed when the scheduled event occurs. You do this in the
Scheduler editor

2. You create a runtime user interface that allows the end-user to change settings for each schedule. You do this
adding a Scheduler widget to a page of your project and configuring it to fit user scheduling needs.

Creating a schedule ..
HighResolution schedule ... ..
Recurring schedule .
Configuring location for schedules . ... .. . i
Configuring the Scheduler widget . ..

Scheduling events at runtime ..

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A. 3 0 3



Creating a schedule

Creating a schedule

Path: ProjectView> Config> double-click Scheduler

o Click + to add a schedule.

ProjectView
-+

=-B8 Projectl

E|'|r"‘ Config
(- £\ Protocels
..... :_I Tags
E Trends

i Y

4 Alarms

Events Buffer
Scheduler
..... e Multlanguage

1:Pagel* r protocols r Tags r Alarms* T EventsBuﬁerV Scheduler* x

+ — AV

0|

-

Schedule parameters

Parameter | Description

Daity, Time, 04:15 PM
Daity, Time, 04:19 PM

ID Unique code assigned automatically to the schedule
Name Name of schedule
Type Type of schedule:

« Recurring, see "Recurring schedule" on the facing page for details.
« HighResolution, see "HighResolution schedule" on the facing page for details

Schedule | Scheduler settings and options. See "Recurring schedule" on the facing page for details.

Action Actions to be executed at the scheduled time

loadPage
prevPage
nextPage
showDialog
showMessage
setLanguage
jsAction

The macros added in the action field are executed on the server-side with the exception of the below
macros that will be executed even on client-side (e.g. LRH SW).

Priority Priority level for the event. If two schedules occur at the same time, the event with the higher priority will be
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executed first.
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25 Scheduler

HighResolution schedule

The HighResolution schedule is used to perform actions that need to be repeated at specified intervals. The interval
between executions is set in milliseconds in the Schedule column.

i

Note: You cannot change at runtime the settings of this type of schedule. If you need to change the action time
settings at runtime, choose Recurring schedule and set Type to Every. See "Recurring schedule" below for

details.

Recurring schedule

The Recurring schedule is used to perform actions at specified points in time. Settings can be modified at runtime.

Recurring scheduler parameters

Parameter | Description
Type Frequency of the scheduled actions
Mode Specific settings required by each scheduler type
Condition Boolean tag (true/false) to activate the specified actions at the moment the timer is triggered. Actions will

be executed if tag = true. By default, actions are executed when the timer is triggered.

0 Note: Only tags attached to the Boolean data type are shown.
Actions Actions to be executed by the schedule.
0 Important: Actions and schedule parameters cannot be modified at runtime

Date Date when the scheduled actions will be executed
Time/Offset | This field display one of the following:

Time = when the scheduled actions will be executed

Offset= delay or advance with respect to the selected mode.
Location Reference location to calculate sunset/sunrise time.
weekdays Days of the week in which the scheduled actions will be executed.
On startup | Executes schedule at start up
Enable Enables/disables the schedule
schedule
Execute Executes the schedule only once at start up
only at
startup
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Configuring location for schedules

Schedule type options

Option Description

By Date Actions are executed on the specified date and time.

Daily Actions are executed daily at the specified time.

Every Actions are executed with the specified interval (Range: 1 s—1 day)

Hourly Actions are executed every hour at the specified minute.

Monthly Actions are executed every month at the specified date and time.

Weekly Actions are executed every week on the specified weekday(s) and time.

Yearly Actions are executed every year at the specified date and time.

Schedule mode options

Option Description

Time Depends on the schedule type. Allows you to specify date/time/week data.

Random10 | Actions are executed in the time interval of 10 minutes before or after the set time.
For example, if set time is 10:30, actions are executed any time between 10:20 and 10:40.

Random20 | Actions are executed in the time interval of 20 minutes before or after the set time.
For example, if set time is 10:30, actions are executed any time between 10:10 and 10:50.

Sunrise+ | Actions are executed with a specified delay after sunrise. The delay is set in minutes/hours
and sunrise time is location specific.

Sunrise- Actions are executed with a specified advance before sunrise. The advance is set in
minutes/hours and sunrise time is location specific.

Sunset+ Actions are executed with a specified delay after sunset. The delay is set in minutes/hours and
sunset time is location specific.

Sunset- Actions are executed with a specified advance before sunset. The advance is set in
minutes/hours and sunset time is location specific.

See "Configuring location for schedules" below for details on sunset and sunrise settings.

0 Note: Mode options are not available for all schedule types.

Configuring location for schedules

Scheduled actions can be configured to be executed at a specific time with respect to sunrise and/or sunset. To do this you
need to define the correct location, based on UTC information. The system will the automatically calculate the sunrise and
sunset time.
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25 Scheduler

Only a few locations are available by default. If your location is not listed, you can add it by entering latitude, longitude and
UTC information in the Target_Location.xml file.

0 Important: Each platform has its own Target_Location.xml file.

Location files position

Application Location file path

LRH SW Lovato Electric\LRH SW\languages\shared\studio\config\Target Location.xml|
HMI Devices Lovato Electric\LRH SW\runtime\<HW Platform>\config\Target_Location.xml
Simulator Lovato Electric\LRH SW\simulator\config\Target_Location.xml

For example, the information for Greenwich (UK) is shown below:

<file cityv="Greenwich,UE" latitude="51.47" longituds="0" utc="0"/>

Location information is also displayed in the dialog together with sunset and sunrise times.

Schedulel Properties >
:| Tues
— | wed
Mode: b Offset 00:00 - (] Thurs
[ Fri
Condition: I:l Location: | Greenwich UK~ [ | sat
:| Sun
Actions:
Calculated System Times: (GMT) [Jon startup
SunRise Time:04:35:04
SunSet Time: 19:20:08 Enable schedule
Cancel

Configuring the Scheduler widget

To display scheduler data on a page:
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Scheduling events at runtime

1. Drag and drop a Scheduler widget from the widget gallery into the page.
2. Inthe Properties pane, click + for the Name parameter: the Schedule List dialog is displayed.

3. Add all the schedules you want to display in the page.

7 LPagel" x Scheduler w  Properties o x mm
& 0% v X iR =he v k- 8 & & =

@l‘ & e & P e o T 2
4 0 & | Font [Aral C A === El

= @ & | Font [An 10 s~ B I = E E Name Schedule1;Schedulpér+ | &
Columns i

Show Header | true
# Text
%) Display

Name Type | Mode Time Occurence  Condition Enable

Schedule1 Daily ime 04:19 PM None

Schedule2 Daily Time 04:19 PM None
=

Schedule3 Daily Time 04:24 PM None

Scheduled4 Daily Time 04:25 PM None @]

Schedule List Y
+-AvVeEER
Index | Scheduler kem |
0 Schedule

i Schedule2
2 Schedule3

PEREN  Scheduled

Name
Select schedule name

4. Inthe Properties pane, customize all settings.

Scheduler settings

Parameter Description

Name Schedule to be displayed

Columns Columns to be displayed and their characteristics
Show Header Shows/hides column headers

Time Spec Time to be displayed at runtime

Text Font used for text

Display Table styles

Scheduling events at runtime

At runtime you can modify the following scheduling parameters.
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25 Scheduler

Name Type Mode Time
Schedule1 By Date |Time 1101

Occurence  Condition  Enable

JUN 20,2013 None

Schedule3 Monthly | Sunrise+ |11:01

=

Day: 3 None

Scheduled Weekly Rando... |16:19

MTWTFSS [None

=l

Scheduleb Yearly |Time 01:00
Schedule6 Custom |Time  |01:16 LEiiiere=ds ]|
Mon Tue Wed Thu
‘ Fri ‘ Sat sun All ‘

Parameter Description

Occurrence Information on the type of schedule and time of execution

Condition Condition applied to action execution

Enable Enabels/disables the execution of the scheduled actions without deleting the schedule.

See "Recurring schedule" on page 305 for details on schedule parameters.
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Scheduling events at runtime
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26 21 CFR Part 11 Compliance

LRH SW includes a set of functions for responding to the requirements specified in FDA 21 CFR Part 11. The standard is
intended to provide a solution for securely handling electronic records and electronic signatures in industrial applications.

The table lists all the requirements specified by the regulation and reports the functions available in LRH SW for
compliance.

FDA 21 CFR Part 11 compliance is optional during application development and the application
_I_ developer is responsible to configure the application in the proper way.

Chapter | Description LRH SW compliance level (v2.8)

11.10(a) | (a) Validation of systems to ensure accuracy, Reports generated by LRH SW can be signed using
reliability, consistent intended performance, and the | x.509 Certificates. A certificate that includes the
ability to discern invalid or altered records. public key, necessary to verify the signature of

reports, will be exported with the report.
References:

« "SaveEventArchive" on page 201

« "PrintGraphicReport" on page 186

11.10(b) | The ability to generate accurate and complete copies | Application developer can select the resources

of records in both human readable and electronic (process values, alarms, etc.) whose changes will be
form suitable for inspection, review, and copying by | tracked to the audit trail. Each change of the selected
the agency. Persons should contact the agency if resources will be recorded with the name of the

there are any questions regarding the ability of the operator doing the change. The audit trail reports can
agency to perform such review and copying of the be exported to .csv or .pdf files.

electronic records.
References:

« "Enable/disable audit trail" on page 338

« "Exporting audit trail as .csv files" on
page 344

« "SaveEventArchive" on page 201
« "Printing audit table" on page 344
» "PrintGraphicReport" on page 186

11.10(c) | Protection of records to enable their accurate and Applications can be developed to self-generate
ready retrieval throughout the records retention signed reports to external memory or network folders
period. at predefined interval (e.g. at the end of the day) or

when circular buffer is full. User is responsible to
keep these reports saved for the retention period.

References:

« "SaveEventArchive" on page 201

« "PrintGraphicReport" on page 186
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Chapter | Description LRH SW compliance level (v2.8)
« "Scheduler" on page 303
11.10(d) [ Limiting system access to authorized individuals. Application developer is responsible for the
appropriate security configuration of the application.
References:
« "User management and passwords" on
page 325
11.10(e) | Use of secure, computer-generated, time-stamped Audit trail records are stored using a circular buffer
audit trails to independently record the date and time | (this is to ensure that the device will not run out of
of operator entries and actions that create, modify, or | memory). Audit trails cannot be modified by the
delete electronic records. Record changes shall not | operator. Each record contains a sequential number
obscure previously recorded information. Such audit | to easily check the presence of all records. The
trail documentation shall be retained for a period at application can be developed to save/export a copy
least as long as that required for the subject of the data at regular intervals (e.g. at the end of each
electronic records and shall be available foragency | day); operator is responsible for storing copy of
review and copying. reports in a safe place.
References:
« "Exporting audit trail as .csv files" on
page 344
« "SaveEventArchive" on page 201
« "Printing audit table" on page 344
« "PrintGraphicReport" on page 186
« "Scheduler" on page 303
11.10(f) Use of operational system checks to enforce Macros or JavaScript can be used to configure
permitted sequencing of steps and events, as command sequences in the application.
appropriate.
11.10(g) | Use of authority checks to ensure that only The HMI application can be configured
authorized individuals can use the system, tob bl v aft ion in with it
electronically sign a record, access the operation or .+ fobe acceSS|d e only afterusersign in with its
computer system input or output device, alter a own passwor
record, or perform the operation at hand. « objects can be configured to be available or
not available depending on the user who
logged in to the system
« resources can be configured to require a
password confirmation before be modified
References:
« "User management and passwords" on
page 325
« "Electronic Signature" on page 339
11.10(h) | Use of device (e.g., terminal) checks to determine, Resources can be configured to be accessible only

as appropriate, the validity of the source of data input

from selected user groups. List of allowed IP address
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26 21 CFR Part 11 Compliance

Chapter

Description

LRH SW compliance level (v2.8)

or operational instruction.

can be configured from the User Management
settings.

References:

« "Modifying access permissions" on page 327

11.10()

Determination that persons who develop, maintain,
or use electronic record/electronic signature
systems have the education, training, and
experience to perform their assigned tasks.

Application developer is responsible to define and
assign the appropriate user rights to each user that
have access at the HMI device

11.10()

The establishment of, and adherence to, written
policies that hold individuals accountable and
responsible for actions initiated under their electronic
signatures, in order to deter record and signature
falsification.

Application developer is responsible for establishing
appropriate procedures.

11.10(k)

Use of appropriate controls over systems
documentation including:

(1) Adequate controls over the distribution of, access
to, and use of documentation for system operation
and maintenance.

(2) Revision and change control procedures to
maintain an audit trail that documents time-
sequenced development and modification of
systems documentation.

Application developer is responsible for establishing
appropriate procedures.

11.30

Persons who use open systems to create, modify,
maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the
authenticity, integrity, and, as appropriate, the
confidentiality of electronic records from the point of
their creation to the point of their receipt. Such
procedures and controls shall include those identified
in 11.10, as appropriate, and additional measures
such as document encryption and use of appropriate
digital signature standards to ensure, as necessary
under the circumstances, record authenticity,
integrity, and confidentiality.

LRH SW has been designed for operation in closed
systems.

11.50(a)

Signed electronic records shall contain information
associated with the signing that clearly indicates all
of the following:

(1) The printed name of the signer;

(2) The date and time when the signature was
executed; and

(3) The meaning (such as review, approval,

All records will be added to the audit trail with time
stamp and user id of logged user.

References:

« "Exporting audit trail as .csv files" on
page 344

« "Table audit widget" on page 343

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.

313



Chapter

Description

LRH SW compliance level (v2.8)

responsibility, or authorship) associated with the
signature.

11.50(b)

The items identified in paragraphs (a)(1), (a)(2), and
(a)(3) of this section shall be subject to the same
controls as for electronic records and shall be
included as part of any human readable form of the
electronic record (such as electronic display or
printout).

11.70

Electronic signatures and handwritten signatures
executed to electronic records shall be linked to their
respective electronic records to ensure that the
signatures cannot be excised, copied, or otherwise
transferred to falsify an electronic record by ordinary
means.

Application developer is responsible for avoiding
using the macros that permit the import/export of
user passwords.

11.100(a)

Each electronic signature shall be unique to one
individual and shall not be reused by, or reassigned
to, anyone else.

System will ensure that two users with the same id
cannot be defined. It is user responsibility to avoid

removal and reassignment of the same useridto a
different user.

11.100(b)

Before an organization establishes, assigns,
certifies, or otherwise sanctions an individual's
electronic signature, or any element of such
electronic signature, the organization shall verify the
identity of the individual.

User responsibility.

11.100(c)

Persons using electronic signatures shall, prior to or
at the time of such use, certify to the agency that the
electronic signatures in their system, used on or after
August 20, 1997, are intended to be the legally
binding equivalent of traditional handwritten
signatures.

(1) The certification shall be submitted in paper form
and signed with a traditional handwritten signature,
to the Office of Regional Operations (HFC-100),
5600 Fishers Lane, Rockville, MD 20857.

(2) Persons using electronic signatures shall, upon
agency request, provide additional certification or
testimony that a specific electronic signature is the
legally binding equivalent of the signer's handwritten
signature.

User responsibility.

11.200(a)

(a) Electronic signatures that are not based upon
biometrics shall:

(1) Employ at least two distinct identification
components such as an identification code and
password.

LRH SW Security functions are based on the
combination Username/ Password.
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26 21 CFR Part 11 Compliance

Chapter | Description LRH SW compliance level (v2.8)

(i) When an individual executes a series of signings | Users must enter name and password to access the
during a single, continuous period of controlled system. Critical actions can be configured to require
system access, the first signing shall be executed entering again the password before execution is
using all electronic signature components; started.
subsequent signings shall be executed using at least
one electronic signature component that is only References:
executable by, and deSigned to be used Only by, the e "User management and passwords" on
individual. page 325
(i) When an individual executes one or more « "Electronic Signature" on page 339
signings not performed during a single, continuous
period of controlled system access, each signing
shall be executed using all of the electronic signature
components.
(2) Be used only by their genuine owners; and Each user is responsible to not divulge own

n password. Passwords defined by administrator for
(3) Be administered ?nd_ gxecuted to ensyre .that first access can be forced to be redefined at first use.
attempted use of an individual's electronic signature
by anyone other than its genuine owner requires References:
collaboration of two or more individuals. .

» "Configuring users" on page 333

11.200(b) | Electronic signatures based upon biometrics shall be | LRH SW does not support biometrics.
designed to ensure that they cannot be used by
anyone other than their genuine owners.

11.300(a) | Maintaining the uniqueness of each combined It is not possible to define to define two users with
identification code and password, such that no two the same User ID
individuals have the same combination of
identification code and password.

11.300(b) | Ensuring that identification code and password System can be configured to force each users to
issuances are periodically checked, recalled, or define a new and different password after a
revised (e.g., to cover such events as password configurable number of days
aging). References:

» "Configuring users" on page 333

11.300(c) | Following loss management procedures to Users can change their password at any time.
electronically deauthorize lost, stolen, missing, or Administration can redefine each user's password
otherwise potentially compromised tokens, cards, and force them to redefine at the first login.
and other devices that bear or generate identification
code or password information, and to issue References:
temporary or permanent replacements using « "User management actions" on page 210
suitable, rigorous controls. " — R

» "Configuring users" on page 333

11.300(d) | Use of transaction safeguards to prevent Failed logging attempts are logged to audit trail.

unauthorized use of passwords and/or identification
codes, and to detect and report in an immediate and
urgent manner any attempts at their unauthorized
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Chapter | Description LRH SW compliance level (v2.8)

use to the system security unit, and, as appropriate,
to organizational management.

11.300(e) | Initial and periodic testing of devices, such as tokens | User is responsible for ensuring appropriate
or cards, that bear or generate identification code or | measures.

password information to ensure that they function
properly and have not been altered in an
unauthorized manner.

x.509 Certificate

To ensure authenticity of reports generated by HMI devices, LRH SW HMI Runtime can generate reports with signed files
to verify the authenticity and the integrity of the generated reports.

LRH SW HMI Runtime uses asymmetric cryptography keys to sign files and x.509 standard to manage public key
certificates. The picture shows the architecture.

HMI Report.csv

Key1 (Secret)
Key2 (Public) [—

Text report

F
Report.csv.sign
Signature = Fn (Key1)
HMI.csr . | HMLcrt
HMIcrt Key2
L J L J
4 Verify
CA Firm (root) - CA_crt | Fn(Repor, Signature, Key2)

Sign the HMI.csr requests

| ert |
| ert |

HMl.crt
Key2

The public key can be signed by a Certificate Authority (CA) that guarantees its authenticity.
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Workflow

1. Each HMI device contains two keys:

« Key1is the secret key, that is used to sign the reports generated by the HMI device. This key is securely
stored inside the HMI device.

« Key2is the public key that anyone can use to verify the authenticity of the reports signed by the HMI device.

2. The macros "SaveEventArchive" or "PrintGraficReport" can be used to generate signed reports (see
"SaveEventArchive" on page 201 or "PrintGraphicReport" on page 186 for additional details)

3. Forthe .csv file, you can use the public key and the signed file to verify the report is authentic and not tampered.
(See "Signed CSV files" on the next page)

4. Forthe .pdf file, you can use a PDF reader to verify the report is authentic and not tampered. (See "Signed PDF
files" on page 320)

The internal x.509 certificate files

Each HMI devices already have a self-signed certificate. You are free to use it, ask a Certificate Authority to sign it, create
a new one using the information that you prefer or to upload and use your own certificate. All operations are available from
the device "System Settings" (see the x.509 Certificate section inside the "System Settings" on page 543).

Note that you can never retrieve the private key from the HMI device. You can instead provide a certificate with
0 both private and public keys.

Use the self-signed certificate

To use the self-signed certificate you have to do nothing. Simply, use the macros that generate signed reports. Even if the
certificate will be provided from the macros, you can use the "System settings" to retrieve your copy of the certificate (just
to be sure of the originality of the certificate).

Use a certificate signed from a Certificate Authority

To use your signed HMI certificate from a certificate authority you must download the certificate signing request file from
the "System settings" panel. Sending and asking a certificate authority to sign the certificate (generally this is a pay
operation) and then upload the signed certificate to the HMI device.

After retrieving the "certificate signed request” file to send to the certificate authority, be sure to never
_I_ regenerate a new certificate otherwise the internal private key associated with the certificate send to the
authority will be lost.

Use your own certificate

If you have your own Certificate and you like to use it, you can upload it inside the HMI device from the "System Settings"
panel. Note that you must provide both private and public keys.

When the certificate contains a private key, the current private key will be substituted with the key
_1_ found in the certificate and it will not be possible to recover it.

Example of a certificate with both public and private keys (certificates are encoded base64).
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Signed CSV files

[ ssi-certificate.ct E|

1

CoRL T B

=]

HIIDBDCCRewCCODCBYWT FYwIsDANBgkghkiGSwIBAQs FADBEH D swCQYDVQOGEWTT
VDEFMAOGALUEEwwEVaVyb I ShMEMWEQYDVOQEDAPUZXNOT 2 ZmaWN LMQ8wDQYDVQQD
DAZ I TUkeMDOWHheHMT ewllj I 2MDgulTOLWhe MM T gwll 3 I 2MDqwOTO LW BEMOswODYD
VOGEw I TVDEPMAOGA LUEBwwGValy b 2 ShMR W E QY DVOORKDARUZXHOT 2 Zoa Wil LM 8w
DOYDVOODDAZ I Tk tMDOwggEiMAGECSqES I3 DOEBAQUAR 4 TBIwAwggEFAcIBAQD.
Hlplksweblh4InSceeCgR4ERAURCRpAZSYPI0/unsS/s0tejaa3sizPegquriJaddJHe
mJEZaPF/+HhAEhtC+rvs7Thgul lUQJdoUpfotChofpULforXIt IB£dWHETp lHoa
YM3IElaHNeAKIWZ 0 SSHGEV1kf0SXFLGkFgegC59+Se jggulNT 0mS 5mefNa5 51017
UDJFINEC3bxeON+WiLl/iEZYkEXacaNSqlefx+INEmi S XCFnmSys bmocgod StHa
TjyeF7iYpDecCpJopYdxRjRpelkDCHTPabVols/ as cSHUTEXPEZROW4UIELPAYygDE
QLECCqOBULE/ el OpnanigBAAEWDOY JHoZ ThvcHAQELEBQRDggEBANLITEXQOESS
CpwVkzN=xXmL/AEPLUSBELhVYHL TofbZZ3TzNESvCnBESglLAFYETChkhJu3zAD+jH
EYBVEVdxfdIHSSEmeDWxpCEeF 2 lfggsSgepHR T bs5a053a7 JsevnHVHEGEERZY
BrgSlFciRviJeViJelUdmWSEDdFcTasFeBCRgLEHIinz Thuj 314 flcyscTaMIBIS
E£sETpoEpHvEcTHHtEY Zgl GE3AGExONu3 sEahe IS5 k+TWdh /QOdAi Ct 3vC+IT / ow¥ T
sd30WIZ4plzG/GUHMbIyvIdfcAs IvERGxHvixe T8l Inv¥CDagh0EDhdeGvilOr
nJIZFZOBCEI=

—-—===END CERTIFICATE--——-

=====BEGFIN RSA FRIVATE EEY-----
MIIEpATRAAKCROERIDZadpIMHG Y4 e TunngoEOBAFRwkaWmeWD3 0P 7p/ £TNLE
sl 3Ke SvanXSTPIiRGH I E / hdQBIBCvg T+ 024 Le ZVECKaERX €BgoaHEVCIEK
12bdgX3VjceutdTaCmDNxIWibQCi FtqOkvRxh LS ZHSFVxSxpBYHI IAuf fknodILg
FJUSTvEZun=WufZdCOLAYRSDZAEZEBTIY 1ol /4hGHIBL 2nGi farOnBfeiSokerFx
J5E5kszOZgHEgQFPLTIGk48nhed IKQ3HAQS LaWOMUY 0aXCIAW Oz ImlaBvIzHEJFFOL
zxNkdFuFCemzwMoRA+kCygggtAVIuv3lISKZZpwIDAQRBACIBAGnamsugrwiushGh
QZReGhUPva/ 3yeTISuiHyvgkwl S+ FoT I3 ySulle0pUy s/ 3yIvive/quili3diatig
gbSFpraxddJPXIZaYiZU7USs85lesmVgoHneCk/ CeGlyH4zWlwolxgligBkkhgaloRk
zzimibachVz+S5CDEwnUIpbHOwIFBwE4oPLOXS gD+ TESSET TxmgZ AS SV wikhhe
Pt PETIEBCFhgVICScMrrBrkuPrNrDaJMPsUDuc Fp T POOmA+GivEUJOFAS Vx4 €
CE0h¥gVps/BODoimjelc] 2b/ Fgsve TR e S PWOAcCqS el 1 +DOZOIVESTeE 4 kdpg
miin/80kCgYEAS S Emggltadllpe SheéUlBalvys LoxghmCmk ywH T Ru+iKyPUMz =B+
BjCHeeiZuigmIhXfFuleBsSx0gDrUxfsj55sJAFaml jE4LTyun378Rn0dRAS T ££1lg
rpFdoPEVET e 22 ke IgleX2tDELsn3+HIvY e fovemy JAZ k PgeGvOCgYERSO0HD
HQififZZZnApgPE/j JpUThELCAScSEvEIMEZ I3rd3ptGweKRo/ L2 ks 1bvgutqRln
slyEF+e9LizegTEYhJoewChLgCV e Z9GxBzHe Jl oo Zume DX i 3 L4vmEDphwl e VEB3
ExHqUIMGUINHGe lPIR1LEeEsbIQU+OVHUN 44 SHCgYEATrMEYR11CEDY O j owsHEG
TgKembX84cqyl+zstptEVhisSUsmiLed £/ 4odEEQrpl Twhgi €Y PgDARmROLTa lkp
e3FI0FVub4aQr0XgDEcCSbIaWS TyxUrZJL) 1 ¥ s5HHQoBADWSmOTOmEnS+enoxs3i
kEly3Nowjz+fRCYFWNEELVEOCGYER4 ICLLET ZcWSXEalcNBoOPELgBA4YMIJTfkInl
iR 1ESujyOZHV4RYOsI+RSsFe 3 ARd TS exP2 00T cBinrh s TVhCnAxFdGE10pEyY
olgJGkEsz I PoMTsqyk) SORTG+Cot qagmPrvk kLS ch IW4 PPSn/ UEKDFNERpVHCuQeD
h¥HakS2CgYBLW1715vgYhUiSHeSCdimCSxpAbeySReyTggF 7 €K vdMal LPgFkELD
0BaFclA+PoHLEZODIRE4KULB0c5eV+TVDFEPIJETOAZ VW) 2 MgHAd+vE 1lmdnCERT
Theg¥0k8yLxS1lZwvuYiVnHvFBIoF/GlckwrxjO0SEVE+5A45Ex0PaSql=——
--—-——END RSA PRIVAIE KEEY-——--

You can import inside each HMI device the same certificate file to have a unique public certificate file for all your

HMI devices.

Signed CSV files

Reports generated in CSV format using the SaveEventArchive macro can be signed using the x.509 certificate included
inside the HMI device. The signature makes sure that nobody tampered with the content of the document since it was

318

LRH SW | User Manual | v400 (2020-06-10) | EN | © 2018-2020 Lovato Electric S.p.A.



26 21 CFR Part 11 Compliance

signed.
See also:

« The SaveEventArchive parameters ("SaveEventArchive" on page 201)
« How to provide an x.509 Certificate to Linux devices ("x.509 Certificate" on page 559)
« How to provide an x.509 Certificate to WinCE devices ("System Settings" on page 1)

When required, using Signed=True, the SaveEventArchive macro in addition of the [ReportName].csv generate other two
files:

« [ReportName].csv.sign
« ssl{CertificateName].crt

Where the [ReportName].csv.sign is the signature of the report and the ssl-[CertificateName].crt is a copy of the x.509

certificate of the HMI device. Note that you can retrieve the certificate of the HMI device even from the System Setting of
the HMI device.

How to verify the report's signature using the public OpenSSL library

To verify that nobody has tampered the content of the report you need

« be sure the ssl-[CertificateName].crt is coming from the HMI device
« use atool to verify the signature (e.g. OpenSSL-Win32)

Reference.: https://www.openssl.org/

To verify that the .csv report generate from HMI device has not tampered you can install a public OpenSSL library, copy all
files generated from the macro inside the same folder and use the below batch file

» SV

Mame

B report.csy

| | report.csvsign

2 SignatureVerification.cmd
=] ssl-myHMI.crt

File: SignatureVerification.cmd

@echo off

set OpenSSL="C:\Program Files (x86)\0OpenSSL-Win32\bin\openssl.exe"
set FileToCheck=Report.csv
set hmiCertificate=ssl-myHMI.crt

rem Extract public key from the certificate
%0penSSL% x509 -in S$hmiCertificate% -pubkey -noout > publicKey.pem

rem Verify Signature

%0penSSL% dgst -sha256 -verify publicKey.pem -signature %FileToCheck$%.sign
$FileToCheck%
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Signed PDF files

rem Remove public key
del publicKey.pem

pause

The below pictures are showing the possible outputs of the batch file

BN CAWINDOWS system32iomd. exe — O X

Verification Failure
Press any key to continue .

On Linux devices, the BSP v1.0.239 or greater is required

-

Signed PDF files

Reports generated in PDF format using the PrintGraphicReport macro can be signed using the x.509 certificate included
inside the HMI device. The signature makes sure that nobody tampered with the content of the document since it was
signed.

See also:

o The PrintGraficReport parameters ("PrintGraphicReport" on page 186)
« How to provide an x.509 Certificate to Linux devices ("x.509 Certificate" on page 559)
« How to provide an x.509 Certificate to WinCE devices ("System Settings" on page 1)

When you open the file, the PDF reader tries to decide if the signature is valid then it looks at the certificate used to sign the
document.

x.509 certificate signed from a Certificate Authority

If you have uploaded to the operator panel a valid x.509 certificate, signed by a Certification Authority, when you open the
generated PDF file you will get a message that highlights the document is valid.
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Home  Tools Report.pdf

B ® 8 R Q

% Signed and all signatures are valid.

(&
@

24

If the document has been modified, it will be highlighted with a different message.
Home  Tools Report.pdf x
® B HE Q ® ©® ©

& Signed and all signatures are valid, but with unsigned changes after the last signature.

(&
@

(74

Certificate Trust and Authenticity

Trust of signed certificates depends on the issuer of the certificate. The PDF reader will trust a certificate if you have told it
to trust the issuer of that particular certificate. By default the Adobe Reader only trust certificates issued by Adobe or one of
their partners. This means that it will show a warning if the certificate wasn't issued by one of these authorities. Microsoft
Windows also uses certificates for validating software vendors and content providers. You can configure your Adobe

Reader to trust these issuers in addition to the Adobe partners.

Check inside the preferences of the PDF reader if you want to enable the PDF reader to use even the Microsoft Windows
certificates
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Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

[] Validating Signatures

[ Validating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.

x.509 self signed certificate

A self-signed certificate is a certificate that is not signed by a certificate authority (CA).

This means that PDF Reader can confirm the file is signed and not tampered, but cannot confirm the signature (alias the
certificate) is authentic. Is the user have to take care to verify the certificate is authentic (for example, making sure that the
document was actually produced by the panel) and confirm to the PDF reader that the certificate included in the document
is valid and that can be considerate valid even for the next reports.

Steps to manual confirm that the certificate is authentic:

File Edit View Window Help
Home  Tools Report.pdf x @ Sign In
® 8 =8 Q & L 3o share J
N This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to N
&, At least one signature has problef]  the selected entry. Signature Panel
S
Signatures [JShow all certification paths found

HMILOT Summary Details | Revocation Trust 9. Legal Notice PDF Slgned REPOI"T

This certificate is not trusted

=]~ Validate All

]
@
%

v& Rev. 1: Signed by HMI_01 Trust Settings Import Contact Settings X
Signature validity is unknow} Certificate Details
Document has not been i % Sign documents or data Subject HMI_01
Signer's identity is unknoy )
! % Certify documents lssuer: HMLO1

Signing time is from the ¢ . .
3 Execute dynamic content that is embedded in a legz My

« Signature Detils document
3 Expiration:  19/11/2029 15:43:02
(R i 3¢ Execute high privilege JavaScripts that are embe H
Certificate Details. certified document Trust
Last Checked: 2019.11.22 15 3 Perform privileged system operatiens (networkin|

printing, file access, etc) A certificate used to sign a document must either be designated as a trust anchor or

Field: HMI (invisible signatun chain up to a trust ancher in order for signature validation to succeed. Revocation

checking is not performed on or abeve a trust anchor.
Click to view this version 4

Use this certificate as a trusted root
Add to Trusted Certificates..

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents

[J Dynamic content

@ This is a self-signed certificate. The selected certificate path is valid. ; )
[JEmbedded high privilege JavaScript

The path validation checks were done as of the signing time:

20T/11/22 15446 #0100 O I:tnv]\\aged system aperations (networking, printing, file access,
<.
T
14 11/22/19 - 1
15 11/22/19 -1
16 11/22/19 - 1 (6]

. s 17 11/22/19 - 1

T ¥ T v

Now, if you close and reopen the PDF document you will get the valid signature. Moreover, even all other documents
produced from the same HMI device will be shown with the correct signature because the information that the certificate is
authentic has been stored inside settings of the PDF Reader.
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Home  Tools Report.pdf

0o 8 XK Q

éb Signed and all signatures are valid.

(&
@

24

. On Linux devices, the BSP v1.0.507 or greater is required

Compliant applications

Suggestions to development a CFR11 compliant applications

User management macros
User management macros that could be use from any user

« Login

« Logout

« SwitchUser

« ChangePassword

User management macros that could be used from administrator only

« ResetPassword
o AddUser

« EditUsers

« ExportUsers,

Deprecated macros that must not be used inside CFR 21 part 11 compliance applications

« ImportUsers
o DeleteUser
o DeleteUMDynamicFiles,
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27 User management and passwords

You can restrict access to various widgets and operations by configuring users, users groups and assigning specific
authorizations to each group.

Each user must be member of one and only one group. Each group has specific authorizations and permissions.
Authorizations and permissions are divided in two categories:

« Widget permissions: hide, read only, full access

« Action permissions: allowed or not allowed.

By organizing permissions and groups you can define the security options of a project.

Administrator Group

-r

D Lm
Q P 1) All Permission
Al

User Group 1

HTTP Authorization

FTP access
§ @ Can Acknowledge Alarms
®
[ ]
User Group 2: Operators ®
~
dak ~ : :
“ Can Acknowledge Alarms
m [ ]
dah H
®
®
®
User Group: nMax
Enable/disable security management . .. 326
Configuring groups and authorizations ... ... .. L 326
Modifying access permisSiONS . .. 327
Assigning widget permissions from page VieW ... 332
CON I GUIING US O S L 333
De AUt US K . . 335
Managing users at FUNtIMe L 335
Force remote lOgiN L 336
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Enable/disable security management

Enable/disable security management

Path: ProjectView> right-click Security> Enable
The padlock symbol indicates whether the function is enabled or disabled.

dg U Enable
Ru

=113 Auditrraw

Force Remote Login

o Important: Security settings are effective only if the security function is enabled.

Configuring groups and authorizations

Path: ProjectView> Security> double-click UserGroups

$+
| Name

Hadmin
guest
unauthorized

'roject2

& Project2

™ Pages

LB 1:Pagel
& Config

----- &\ Protocols

-8 Trends

..... A Marms

..... 5 4 * Events Buffer
7% Scheduler

..... %2 MultiLanguagk

| Authorized| Home Page | Use Last Visited Page | Comments
true Page1 Admin
true Page1 Guest
false |Unautharized

Authorization Settings

guest Auth
unauthorized Auth

Three predefined groups are available by default (admin, guest and unauthorized): they cannot be deleted nor renamed.
You can, however, modify authorizations and other settings.

Adding a user group

Click + to add user group.

Parameter Description

Name Name of users group

Authorized Authorization granted

Home Page Page displayed when users belonging to this group log in

Use Last Visited When selected, the last page displayed by the previous user will be displayed when users
Page belonging to this group log in

326
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Parameter Description
Comments Any comment or description for the group
Authorization Opens the Admin Authorization dialog to set access permissions.
Settings L L .
See "Modifying access permissions” below for details.

Modifying access permissions

Path: ProjectView> Security> double-click UserGroups > Authorization Settings column

Click the button: a dialog appears with a list of widgets and actions. You can modify access permissions for each one in the
list.

admin autherizations *
Widget Action Tag Ftp Http Miscellaneous

*{E} Base settings Widget Permission ~
A {E} Pagel AnalogClock Full Access
23 |abell BarGraph Full Access
3 field1 Button Full Access
ChangePwdEdits Full Access
@ Ana.logclock ComboBox Full Access
{2} RecipeSet ControlList Full Access
v £33 paged Date Time Full Access
23 field1 Dialog Full Access
&3 field2 EditBox Full Access
‘{E}‘ feld3 EventBufferGrp Full Access
EventBuffer Full Access
£ fields Gauge Full Access
{E} Page2 Grid Full Access
§E§ Page3 Group Full Access
{E} TemplatePage1 HistogramGraph Full Access
HyperLink Full Access
IPCamera Full Access
Image Full Access
Indicator Full Access
KeyButton Full Access

KeypadEditBox Full Access e

Cancel

Widget permissions

In the Widget tab you can define widget access options at project level, at page level or at widget level for all the widgets
used in the project. Lower levels permission (for example, widget level) overrides higher levels (that is, page and project
levels).

Use Base settings to set default permissions at project level.
Possible settings are:

« Full Access to enable read/write access to the widget
« Read Only to enable readonly access to the widget
« Hide to hide widget for selected group
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Modifying access permissions

admin authorizations *
Widget Action Tag Ftp Http Miscellaneous
{E} Base settings k Widget Permission ~
A {E} Pagel AnalogClock Full Access
23 |abell BarGraph Full Access
3 field1 Button Full Access
ChangePwdEdits Full Access
@ Ana.logclock ComboBox Full Access
£} RedpeSet ControlList Full Access
v £33 paged Date Time Full Access
23 feld1 Dialog Full Access
&3 field2 EditBox Full Access
{E} feld3 EventBufferGrp Full Access
= EventBuffer Full Access
£ fielda Gauge Full Access
{E} Page2 Grid Full Access
2% page3 Group Full Access
{E} TemplatePage 1 HistogrfamGraph Full Access
HyperLink Full Access
IPCamera Full Access
Image Full Access
Indicator Full Access
KeyButton Full Access
KeypadEditBox Full Access e
Cancel

Changing a widget permission

To change access permission for an individual widget in a page of the project, navigate to that wi